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F5 BIG-IP Administration Support and Troubleshooting Sample Questions
(Q14-Q19):
NEW QUESTION # 14 
An organization is reporting slow performance accessing their Intranet website, hosted in a public cloud. All employees use a single
Proxy Server with the public IP of 104.219.110.168 to connect to the Internet. What should the BIG-IP Administrator of the
Intranet website do to fix this issue?

A. Change Default Persistence Profile to cookie
B. Change Source Address to 104.219.110.168/32
C. Change Load Balancing Method to Least Connection
D. Change Fallback Persistence Profile to source_addr

Answer: A

Explanation:
This scenario describes a classic network performance issue known as the "Mega-Proxy" problem. When an organization routes all
employee traffic through a single proxy server, the BIG-IP sees thousands of unique users as having the exact same source IP
address. If the administrator has configured "Source Address Affinity" persistence, the BIG-IP will correctly follow the rule but
incorrectly route all users to the same single backend pool member. This creates a severe load imbalance where one server is
overwhelmed while others remain idle, leading to poor application response times. To resolve this, the administrator must change the
persistence profile to "HTTP Cookie". Cookie-based persistence allows the BIG-IP to place a unique identifier in each user's
browser, allowing the system to distinguish between individual sessions even if they share the same source IP. This fix ensures that
traffic is distributed evenly across the pool members, restoring4 the expect5ed load balancing functionality and resolving the slow
performance reported by users behind the corporate proxy.

NEW QUESTION # 15 
Which two methods should the BIG-IP Administrator use to troubleshoot a pool member that has been marked DOWN by its
health monitor? (Choose two answers)

A. Enable monitor logging for the pool member that is DOWN.
B. Review the BIG-IP routing table using netstat -rn to show all routes.
C. Review the pool and pool-member statistics table for error data.
D. Collect a TCPdump packet capture for the DOWN pool member.

Answer: A,D

Explanation:
When a pool member is marked DOWN, it indicates that the configured health monitor is failing. The most effective troubleshooting
approach is to focus on the monitor behavior and the actual traffic between BIG-IP and the pool member.
Enabling monitor logging (Option B) is a recommended first step. Monitor logging provides detailed information about why the health
check is failing, such as timeouts, connection refusals, incorrect responses, or unexpected status codes. This directly correlates with
BIG-IP troubleshooting best practices and allows administrators to confirm whether the failure is due to application behavior,
incorrect monitor configuration, or network reachability.
Collecting a TCPdump packet capture (Option D) is also a highly effective method. A packet capture allows the administrator to
verify whether the monitor probes are being sent, whether responses are received, and whether packets are being dropped, reset, or
malformed. This is especially valuable when diagnosing firewall issues, SSL problems, or application-level failures.
Reviewing pool statistics (Option C) is useful for general monitoring but does not explain why a health monitor is failing. Reviewing
the routing table (Option A) is typically unnecessary unless there is evidence of a broader routing issue affecting multiple destinations.

NEW QUESTION # 16 
resume is enabled and a health check first fails and then passes?

A. Available (Enabled)
B. Offline (Enabled)
C. Available (Disabled)
D. Offline (Disabled)



Answer: D

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Support and Troubleshooting documents: The "Manual
Resume" feature is a safety mechanism used when a pool is not working as expected due to flapping services or unstable backend
applications. Normally, when a health monitor fails, the pool member is marked "Offline" (Red), and when the monitor passes, it
automatically returns to "Available" (Green)47. However, if "Manual Resume" is enabled, the BIG-IP will not automatically put the
member back into rotation after a failure48. Even if the health check begins to pass again, the member remains in an "Offline
(Disabled)" state49. This requires an administrator to manually intervene and re-enable the member. This is a common point of
confusion when troubleshooting; a member may show passing health checks but still not receive traffic because it is waiting for a
manual administrative "resume" command. This feature is intended to prevent "unhealthy" servers from receiving traffic until an
engineer has confirmed the root cause of the initial failure was resolved.

NEW QUESTION # 17 
A BIG-IP Administrator configured the following virtual server to pass traffic on all addresses and ports. After configuration is
completed, the BIG-IP Administrator notices that the virtual server is unable to pass traffic.
ltm virtual forwarding_any_vs {
destination 0.0.0.0:any
ip-forward
mask 255.255.255.255
profiles {
fastL4 { }
}
serverssl-use-sni disabled
source 0.0.0.0/0
translate-address disabled
translate-port disabled
}
Which part of the configuration is the cause of the issue? (Choose one answer)

A. Incorrect destination configured
B. Incorrect mask 255.255.255.255
C. Incorrect translate-address configured

Answer: B

Explanation:
This virtual server is intended to function as a forwarding (IP-forwarding) virtual server, which is commonly used for routing or
firewall-style deployments where BIG-IP forwards traffic transparently without load balancing or address translation. For a
forwarding virtual server to match and pass all traffic, the destination must be configured as 0.0.0.0:any with a mask of 0.0.0.0, not
255.255.255.255.
The configured mask 255.255.255.255 represents a /32 host mask, which restricts the virtual server to matching traffic destined only
for the exact IP address 0.0.0.0. Since 0.0.0.0 is not a valid routable destination for normal traffic, no packets will ever match the
virtual server, causing it to pass no traffic at all.
This is a well-documented BIG-IP behavior:
destination 0.0.0.0:any
mask 0.0.0.0
together define a catch-all forwarding virtual server.
The destination itself (Option A) is correct for a forwarding VS, and disabling address translation (Option C) is expected and
required for IP-forwarding mode. Therefore, the incorrect subnet mask is the sole reason the virtual server is not functioning as
expected.

NEW QUESTION # 18 
A BIG-IP Administrator is receiving intermittent reports from users that SSL connections to the BIG-IP device are failing. Upon
checking the log files, the administrator notices: SSL transaction (TPS) rate limit reached. Reviewing stats shows a max of 1200
client-side SSL TPS and 800 server-side SSL TPS. What is the minimum SSL license limit capacity required to handle this peak?

A. 0
B. 1



C. 2
D. 3

Answer: D

Explanation:
Troubleshooting SSL connection resets often involves verifying license limits against actual resource utilization. F5 devices use a
"Transactions Per Second" (TPS) license to control the amount of SSL processing the device can handle. The log entry SSL
transaction (TPS) rate limit reached is a clear indicator that the traffic volume has exceeded the licensed capacity. When determining
the necessary license level, it is important to know that F5 primarily licenses and limits the "Client-side" SSL TPS-which represents
the encrypted connections between the users and the virtual servers. In this specific scenario, the peak demand reached 1200 client-
side transactions per second. Although there were also 800 server-side transactions (re-encryption from the BIG-IP to the pool),
these typically do not count against the primary TPS license limit in the same manner. Therefore, to ensure that the virtual server
works as expected during peak load, the administrator must upgrade the license to at least 1200 TPS. This troubleshooting process
links system log errors to license-enforced resource constraints.

NEW QUESTION # 19
......
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