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Nutanix Certified Professional - Network and Security (NCP-NS) 7.5 Sample
Questions (Q73-Q78):
NEW QUESTION # 73 
Refer to Exhibit:

In the AD-VDI Departmental SecPol policy shown in the exhibit, ADGroup: Engineering is configured as a secured entity in a VDI
Security Policy. Prism Central shows 2 / 2 active sessions under this group, but the administrator confirms that three Engineering
users are currently logged in to persistent VDI desktops. The third user's VM shows no ADGroup assignment in its VM details in
Prism Central, even after the user has successfully logged in. All three users are members of the same AD group, and the Domain
Controller event logs confirm a successful interactive login for the third user. Which condition explains why the third user's VM is not
being assigned the ADGroup: Engineering category?

A. The Flow Network Security policy scope does not include the VLAN where the third user's VM resides.
B. The Active Directory Service account used by Prism Central is locked.
C. The Flow Identity Service has been disabled in Prism Central for the VM the third user is logging in to.
D. The third user's VM has been assigned an AppType category, preventing ID-Based categorization.

Answer: D

Explanation:
The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is B, meaning "The third user's VM has been assigned an AppType category,
preventing ID-Based categorization.". Identity-based controls in Flow depend on accurate mapping between Active Directory
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information and the categories or groups referenced by policy. If that mapping is wrong, the policy logic can be correct and access
will still fail. From a troubleshooting standpoint, the validation path is policy scope first, then categories or identity mapping, then
hitlog evidence, service definition, and finally policy precedence. By contrast, A does not fit because it targets a different layer of the
Nutanix networking and security stack than the one causing the outcome here. C does not fit because it targets a different layer of
the Nutanix networking and security stack than the one causing the outcome here. Seen operationally, the correct response is the
least disruptive and most deterministic one.
It changes the exact Nutanix setting that governs the outcome instead of introducing workarounds elsewhere in the stack. A strong
exam habit is to ask.

NEW QUESTION # 74 
How can the administrator discover the root cause of the issue?

A. Check the security policies again to ensure that the rule allowing port 3306 from Web - > Database is applied and active,
then check the policy enforcement mode to ensure it is in Enforcement Mode.
B. Check if traffic isolation has been configured on the Database tier and ensure that there is no policy preventing App tier
communication with the Database tier.
C. Verify that the port 3306 is open on the external gateway and that SNAT is not being applied for internal communication.
D. Confirm that Inter-VM connectivity is enabled within the VM networking settings and that VMs in the Database tier are
configured correctly to accept inbound traffic.

Answer: A

Explanation:
A reliable method here is to translate the scenario into Nutanix terms-VPC routing, external connectivity, policy scope, identity
mapping, or upgrade readiness-and then choose the answer that directly addresses that domain. The correct response is C, meaning
"Check the security policies again to ensure that the rule allowing port 3306 from Web - > Database is applied and active, then
check the policy enforcement mode to ensure it is in Enforcement Mode.". The winning option is the one tied to the native Nutanix
object or control that governs the outcome described in the scenario. From a troubleshooting standpoint, the validation path is policy
scope first, then categories or identity mapping, then hitlog evidence, service definition, and finally policy precedence. Seen from a
design perspective, the correct answer is the least ambiguous and most supportable implementation path inside Prism Central and
AHV. Notice that A does not fit because it targets a different layer of the Nutanix networking and security stack than the one
causing the outcome here. B sounds plausible, but it does not align with the specific Flow policy object or precedence rule that
controls this case.
The key takeaway is that Flow is intentionally.

NEW QUESTION # 75 
A service-insertion firewall VM protects user VMs access to the internet. The virtual and physical switches, as well as all user VMs,
currently use the default MTU size of 1500. Everything functions normally until a user VM is migrated to another host. After the
migration, the user reports that some websites fail to load while ping to those same sites still succeeds. Routing and security policies
appear normal. Which two configuration changes could resolve the issue? (Choose two.)

A. Lower the MTU across all vSwitch and physical uplinks on the relevant network path to 1442 or lower.
B. Increase the MTU on the user VM's vNIC to 1558 or greater.
C. Decrease the MTU on the user VM's vNIC to 1442 or lower.
D. Increase the MTU across all vSwitch and physical uplinks on the relevant network path to 1558 or greater.

Answer: B,D

Explanation:
This item is best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is AD, which corresponds to Increase the MTU across
all vSwitch and physical uplinks on the relevant network path to 1558 or greater. and Increase the MTU on the user VM's vNIC to
1558 or greater.. MTU planning matters because encapsulation adds overhead. When overlay, Geneve, VXLAN, or IPSec is
present, a path that looks healthy at 1500 bytes can still fragment or drop larger frames unless the underlay and endpoints are sized
correctly. Operationally, Flow Virtual Networking should be checked from the control plane outward:
gateway health, peering state, route advertisement, ERP coverage, external path, and MTU when encapsulation is involved. By
contrast, B does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the
outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing
the outcome here. Seen operationally, the correct response is the.



NEW QUESTION # 76 
An administrator has two user VPCs connected via a Transit VPC. Routing works for most subnets, but one overlay subnet cannot
reach external networks. What is the most probable cause?

A. DHCP configuration is disabled on the overlay subnet in the user VPC
B. Mismatch in ERP configuration in user and Transit VPC
C. Floating IP not assigned to the gateway
D. Incorrect ASN in the BGP configuration in the Transit VPC

Answer: B

Explanation:
What makes this a strong certification question is that several answers look technically related, but only one aligns with the exact
behavior of Flow networking or Flow security. The correct response is B, meaning
"Mismatch in ERP configuration in user and Transit VPC". A Floating IP is the normal mechanism for exposing a workload in an
overlay-backed VPC to external clients. It preserves internal VM addressing while publishing a reachable external address through
the VPC's north-south path. Externally Routable Prefixes determine which overlay prefixes are advertised beyond the VPC. If the
ERP does not cover the workload subnet, upstream devices never learn a valid return path, even when the local VPC appears
healthy.
Operationally, Flow Virtual Networking should be checked from the control plane outward: gateway health, peering state, route
advertisement, ERP coverage, external path, and MTU when encapsulation is involved.
By contrast, A does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the
outcome here. C addresses exposure of a single VM, not the broader routing or security behavior under discussion. Seen
operationally, the correct response is the least disruptive and most deterministic.

NEW QUESTION # 77 
Refer to Exhibit:

An administrator is reviewing an enforced security policy "Secure 3-VM Inventory App", as shown in the exhibit. The policy's
inbound rules are configured to allow traffic from specific sources to each tier of the application. The visualization shows one
blocked traffic flow. Based on the information presented in the exhibit, which statement best describes this behavior?



A. The Inventory App VM is being blocked from initiating a connection to the AppTier: Database category.
B. The security policy is blocking traffic because the Inventory App VM is using a port not allowed by the policy.
C. The AppTier: Database category is being blocked from initiating a connection to the Inventory App VM.
D. The AppTier: FrontEnd and AppTier: AppLogic entities are on different subnets.

Answer: C

Explanation:
From a Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is C, meaning
"The AppTier: Database category is being blocked from initiating a connection to the Inventory App VM.".
The winning option is the one tied to the native Nutanix object or control that governs the outcome described in the scenario. From a
troubleshooting standpoint, the validation path is policy scope first, then categories or identity mapping, then hitlog evidence, service
definition, and finally policy precedence. By contrast, A does not fit because it targets a different layer of the Nutanix networking and
security stack than the one causing the outcome here. B does not fit because it targets a different layer of the Nutanix networking and
security stack than the one causing the outcome here. For exam preparation, remember that Nutanix usually separates discovery
from enforcement, routing from NAT, and access policy from identity mapping. Choosing the layer that truly owns the function is
what leads to the right answer. A strong exam habit is to ask which Nutanix construct would have to change for.

NEW QUESTION # 78
......
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