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COBIT 2019 helps organizations implement the NIST Cybersecurity Framework by providing which key capability?

A. Vendor risk management policies

B. Network security configuration guidelines
C. Risk prioritization and assessment tools
D. User awareness prograns

Answer: C

NEW QUESTION # 153
‘Which COBIT 2019 component aligns most closely with the "Respond" function of the NIST Cybersecurity Framework?

A. Cybersecurity budgeting
B. Risk management

C. IT compliance

D. Incident response

Answer: D

NEW QUESTION # 154

An organization is creating a customized version of the NIST Cybersecurity Framework to align with its unique risk profile and
business requirements. They are currently mapping their organizational priorities and risk tolerance to the framework finctions.
Which part of the NIST Framework are they focusing on?

A. Objectives
B. Profiles

C. Core

D. Tiers

Answer: B

NEW QUESTION # 155
A company implemented an intrusion detection system. They notice the system generates a very large number of false alarns.
What steps should the company take to rectify this situation?

A. Replace the intrusion detection system with an intrusion protection system

B. Consider evaluating a system from another vendor

C. Re-evaluate the Baseline and make necessary adjustiments to the detection rules
D. Define how to identify and disregard the false alarms

Answer: C

NEW QUESTION # 156
After a cybersecurity incident, which Respond Function activity focuses on assessing what went well and what could be improved?

A. Root cause analysis

B. Threat intelligence gathering
C. Continuous monitoring

D. After-action review

Answer: D

NEW QUESTION # 157
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