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CCSK Certificate of Cloud Security
Knowledge - Practice Questions

Which of the following best deseribes the relationship between identities and
attributes?

A Attributies beleng ta entities and identitles belong to attributes. Exch attribute can have
multipbe identities but only ane entity.

B. An attribute bs a unique object within 4 database. Each atiribute has a number of
Edentities which holp define its parameters.

€. An identity is a distinet and unlque object within a particular namespace. Attributes are
properties that belong to an identity. Each identity can have nyudtiple attributes,

D Artribistes are made unique by thelr identitieds.

E. [dentitbes are the network names given 1o pervers, Attribares are the characteristies of
each server,

Carrect Answer;
Which governance domaln focuses on proper and adequata Incidant detection,

response, netification, and remediation?

A Data Security and Encryption
B. Information Governance
C. Incldent Response, Notifieation and Remediation
D, Compllance and Audit Management
E. Infrastructure Secarity
Carrect Ansiver
Hew should an SDLC be medified to address application security in a Cloud

Computing environment?
A Jl'-regrlr“dﬂe'l'@}llylllﬁﬂ‘ environments

B. Updated threat and trust models

€, No modification is nesded
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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) & CCSK A B (Q66-Q71):

M #66
What is the purpose of access policies in the context of security?

e A. Access policies scan systens to detect and remove malware infections.

¢ B. Access policies encrypt sensitive data to protect it from disclosure and unrestricted access.
e C. Access policies define the permitted actions that can be performed on resources.

e D. Access policies determine where data can be stored.

Ef#: C

A -

Access policies are a critical component of security frameworks that specify and enforce the permitted actions that users or systerns
can perform on resources, such as files, applications, or services. These policies help ensure that only authorized individuals or
systems have access to certain resources and that they can only perform authorized actions, such as reading, writing, or modifying
the resources. Access policies are findamental in managing security and preventing unauthorized access, misuse, or attacks.

Access policies encrypt sensitive data is incorrect because encryption of sensitive data is typically handled by encryption policies, not
access policies. Access policies determine where data can be stored is more related to data management policies rather than access
control. Access policies scan systems for malware is related to security measures such as antivirus or anti-malware tools, not the
scope of access control policies.

R #67
Which of the following controls and configures the metastructure, and is also part of the metastructure itself?

A. Management Plance

B. Network Firewall

C. Web Application Firewall
D. API Gateway

EfE: A

AR

The management plane controls and configures the metastructure, and is also part of the metastructure itself. As a reminder, cloud
computing is the act of taking physical assets (like networks and processors) and using them to build resource pools. Meta structure
is the glue and guts to create, provision, and deprovision the pools. The management plane includes the interfaces for building and
managing the cloud itself, but also the nterfaces for cloud users to manage their own allocated resources of the cloud.

Ref CSA Security Guidelines v4.0

E Y #68
Which of the following is NOT true about CSA Cloud control metrix (CCM)?

A. Contains security controls divided in several domains

B. Maps controls to existing standards like ISO 27001

C. Also includes controls related to processing of personal data.
D. Define the Cloud Audit Methodolog


https://www.jptestking.com/CCSK-exam.html

IEf#: D

R :

Remember that CCM is a security framework and does not include any methodology The Cloud Security Alliance Cloud Controls
Matrix(CCM) is an essential and up-to-date security controls framework that is addressed to the cloud community and
stakeholders. A fundamental richness of the CCM is its ability to provide mapping and cross relationships with the main industry-
accepted security

HM #69
The basis for deciding which laws are most appropriate in a situation where conflicting laws exist. refers to:

A. Tort law

B. Doctrine of proper law

C. The Restatement(Second) Conflict of Law
D. Criminal law

Ef: C

R -

The Restatement(Second) Conflict of Law refers to a collation of developments in common law that help the courts stay up with
changes. Many states have conflicting laws. and judges use these restatements to assist them in determining which laws should apply
when conflicts occur.

HE #70
Which of the following is a key component that allows programmatic management of the cloud?

e A APIs

¢ B. API Gateway
e C. Control Plane
e D. Firewall

EfE: A

fi .-

Application Programming Interfaces allow for programmatic management of the cloud. They are the glue that holds the cloud's
components together and enables their orchestration. Since not everyone wants to write programs to manage their cloud, web
consoles provide visual interfaces. In many cases web consoles merely use the same APIs you can access directly.

Reference: CSA Security Guidelines V.4 (reproduced here for the educational purpose)
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