GCP-SOE-Bil B D ¥ 7545 | #H D GCP-SOE-B7T X
b ELBRREIREERAE | N1 /XA L — b D Security
Operations Engineer (Beta)>2 5 % £} 5 57 ik

L]
== YA
== 5 ASRIRGTEE

AT R
MsY 7 R

INsD2ODKEMIC L D, GCP-SOE-BA A F LY M2 HHT2EEFIXRTOBMES BT A MZCEKT
E22¢8b0ET. CHEBECRETE DY St A. Bitw & 2E. B DGCP-SOE-BH A F hL > bid
98%~0%DEWERELERL TEN. ChidthoFXTeh»4 ) LEZEETY. FEKC. GCP-SOE-B7
ALY MNABHEH SN ZHE I 2HRTI3EMARy 780 & T, A— W TEBVEbEWLELG
ETH AV FAVTCEROEDOEVRELIBETE. TERFTRESEEA*MRTEZ LI E— Pl
¥9. DEETIVERZE- DY FHA.

Google GCP-SOE-B Exam Syllabus Topics:

Section

Weight

Objectives

Topic 1: Threat Intelligence

15-20%

- Indicator of compromise (IOC) analysis
- Intelligence-driven defense

- Threat actor profiling

- Threat intelligence sources and feeds

Topic 2: Detection Engineering

25-30%

- Designing and implementing detection rules

- Log source integration and correlation

- Threat hunting methodologies

- False positive management

- SIEM platform usage (Chronicle, Splunk, etc.)

Topic 3: Google Cloud Security Operations

15-20%

- Google Cloud logging and monitoring (Cloud Logging, Cloud Monitoring)
- SIEM integration with Google Cloud services

- Security Command Center integration

- Automation with SOAR capabilitics

- Cloud-native threat detection

Topic 4: Incident Response

20-25%

- Incident classification and prioritization
- Evidence collection and preservation

- Forensic analysis techniques

- Post-incident reporting

- Root cause analysis

Topic 5: Foundations of Security Operations

15-20%

- Security operations concepts and lifecycle

- Understanding MITRE ATT&CK framework
- Logging and monitoring infrastructure

- Building a security operations center (SOC)
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R #74

You are responsible for managing threat mtelligence and IOC Iists in your organization. You have compiled a list of IOCS from
recent incidents. You want to quickly and efficiently share the IOCs with other teams for collaboration and integration into their
operational processes. What should you do?

A. Create a new threat graph in Google Threat Intelligence, and share the graph with the other teans.

B. Add the IOC:s to a collection in Google Threat Intelligence, and share the collection with the other teans.

C. Export the IOCS from Google Threat Intelligence in CSV or JSON format, and email the file to the other teams.
D. Create a list in Google Security Operations (SecOps), and grant the required access to the other teans.
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Your company uses Google Security Operations (SecOps) Enterprise and is ingesting various logs. You need to proactively identify
potentially compromised user accounts. Specifically, you need to detect when a user account downloads an unusually large volume
of data compared to the user's established baseline activity. You want to detect this anomalous data access behavior using the least
amount of effort. What should you do?

e A Enable curated detection rules for User and Endpoint Behavioral Analytics (UEBA), and use the Risk Analytics dashboard
in Google SecOps to identify metrics associated with the anomalous activity.

¢ B. Develop a custom YARA-L detection rule in Google SecOps that counts download bytes per user per hour and triggers
an alert if a threshold is exceeded.

¢ C. Inspect Security Command Center (SCC) default findings for data exfiltration in Google SecOps.

¢ D. Create a log-based metric in Cloud Monitoring, and configure an alert to trigger if the data downloaded per user exceeds a
predefined limit. Identify users who exceed the predefined limit in Google SecOps.
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Your organization has recently onboarded to Google Cloud with Security Command Center Enterprise (SCCE) and is now
integrating it with your organization's SO You want to automate the response process and integrate with the existing SOW ticketing
system. How should you implement this functionality?

¢ A Use the SCC notifications feed to send alerts to Pub/Sub. Ingest these feeds using the relevant SIEM connector.

¢ B. Configure the SCC notifications feed to use Pub/Sub for alerts. Create a Cloud Run function to trigger when an event
arrives in the topic and generate a ticket by calling the API endpoint in the SOC ticketing system

¢ C. Disable the generic posture finding playbook in Google Security Operations (SecOps) SOAR and enable the playbook for
the ticketing system. Add a step in your Google SecOps SOAR playbook to generate a ticket based on the event type.

¢ D. Evaluate each event within the SCC console. Create a ticket for each finding in the ticketing system, and include the
remediation steps.
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Your organization uses Google Security Operations (SecOps). You need to identify the most commonly occurring processes and
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applications across your organization's large number of servers so you can implement baselines and exclusion lists on a regular basis.
You want to use the most efficient approach. What should you do?

¢ A Generate a Google SecOps SIEM dashboard based on relevant UDM fields, such as processes, that provides the counts
for process names and files.

¢ B. Runa UDM search, and review aggregations for relevant process-related UDM fields.

e (. Use the UDM lookup feature to identify relevant process- related UDM fields and values.

¢ D. Review the Google SecOps SIEM Rules & Detections, and identify the most common processes appearing in alerts that
are marked as false positives.
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You are ingesting and parsing logs from an SSO provider and an on-premises appliance using Google Security Operations
(SecOps). Users are tagged as "restricted" by an internal process. Restrictions last five days from the most recent flagging time. You
need to create a rule to detect when restricted users log into the appliance. Your solution must be quickly implemented and easily
maintained. What should you do?

e A Ingest the user flags as custom enrichment data using a feed. Use a multi-event detection rule to find logins from users
flagged in the entity graph.

¢ B. Use a Google SecOps SOAR global context value to store a list of flagged users with their corresponding time to five
values. Use a SOAR job to dynamically build and deploy a new version of the detection rule with the updated list of flagged
users.

e (. Store the identifiers of the flagged users in the detection rule logic. Actively monitor for newly flagged users, and add them
to the detection rule logic.

¢ D. Store the flagged users in a data table column with their corresponding time to live values in a second column. Use row-
based comparisons in your detection rule.
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