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(Q211-Q216):
2l #211

Which of'the following is considered to be an IT governance framework and a supporting toolset that allows for managers to bridge
the gap between control requirements, technical issues, and business risks?

¢ A, Information Technology Infrastructure Library (ITIL)

¢ B. Committee of Sponsoring Organizations (COSO)

e C. Control Objective for Information Technology (COBIT)
e D. Payment Card Industry (PCI)

EfE: C
fEEL:
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COBIT Overview:COBIT is an IT governance framework that bridges the gap between control requirements, technical issues, and
business risks. It provides a structured approach to managing IT processes.

Why This is Correct:

* COBIT ensures alignment between IT and business strategies while addressing governance and risk management needs.

Why Other Options Are Incorrect:

* B. COSO: Focuses on general governance and risk management, not IT-specific.

* C. PCI: Industry standard for payment card security, not a governance framework.

* D. ITIL: Focuses on IT service management, not governance.

References:EC-Council highlights COBIT as a leading framework for IT governance and risk management.

HH #212
‘When creating a vulnerability scan schedule, who is the MOST critical person to commumnicate with in order to ensure impact of the
scan is minimized?

A. The asset owner

B. The project manager
C. The asset manager
D. The data custodian

Ef#: A
fEEHL 2

Communication with Asset Owners:

* Asset owners have the most insight into the operational importance of their systers and the impact that vulnerability scans might
have.

Mitigating Operational Disruption:

* Collaboration with asset owners ensures that scans are scheduled to minimize disruption to critical business functions.
Supporting Reference:

* CCISO materials stress the importance of engaging asset owners when planning and executing security operations to align with
organizational priorities.

R #213
Effective information security management programs require the active mvolvement of

A. CIOS

B. Security Managers
C. Executives

D. All employees

IEfE: D

H #214
Which of the following has the GREATEST impact on the implementation of an information security governance model?

A. Organizational budget

B. Conyplexity of organizational structure
C. Distance between physical locations
D. Nummber of employees

EfE: B

A -

Impact of Organizational Complexity:

* The complexity of an organization's structure directly affects how governance models are implemented and managed. Complex
structures often require more tailored and decentralized governance approaches.

Governance Challenges in Complex Structures:

* CCISO materials highlight that factors such as interdepartmental coordination, diverse regulatory requirements, and mutltiple
stakeholders can complicate governance implementation.



Supporting Reference:
* CCISO emphasizes understanding organizational intricacies as a key factor for tailoring governance models to ensure effective
control and oversight mechanisirs.

HR #215
The Information Security Management program MUST protect:

Ef#:

A. critical business processes and revenue streams

B. Audit schedules and findings

C. all organizational assets

D. Intellectual property released into the public domain

A

E M #216
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