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Ping Identity PAP-001 시험요강:

주제 소개

주제 1

Policies and Rules: This section of the exam measures the skills of Security Administrators and focuses on
how PingAccess evaluates paths for applying policies and resources. It covers the role of different rule
types, their configuration, and the implementation of rule sets and rule set groups for consistent policy
enforcement.

주제 2

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

주제 3

Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess
integrates with token providers, OAuth and OpenID Connect configurations, and site authenticators. It also
includes the use of agents and securing web, API, and combined applications through appropriate
integration settings.

주제 4

General Maintenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

주제 5
Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.

주제 6

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

최신 Ping Identity PingAccess PAP-001 무료샘플문제 (Q43-Q48):
질문  # 43 
A financial application should be prompted for step-up authentication on a URL that allows money transfers.
A previous administrator configured rules to be applied on the required application URL. Users are not prompted for step-up
authentication when accessing the/sranafemmeneyURL endpoint.
Which two actions should the administrator take? (Choose 2 answers.)

A. Make sure that the existing rule's token validation contains the appropriate minimum authentication requirements
B. Verify that an authentication requirement rule is applied to the application to see if a user has met the required
authentication context
C. Make sure that the existing rule's authentication requirements contain the appropriate minimum authentication requirements
D. Create a new identity mapping containing authentication context values and add the mapping to the existing rule
E. Verify that a rejection handler rule exists and is applied to the application to see if a user has met the required authentication
context

정답：B,C

설명：
Step-up authentication in PingAccess is enforced throughAuthentication Requirement Rules. If users are not prompted, the likely
issues are:
* The rule is missing from the application/resource.
* The rule's minimum authentication context does not include MFA.
Exact Extract:
"Authentication requirement rules determine whether PingAccess will challenge a user with additional authentication (such as MFA).
Ensure that the rule is applied to the resource and that the authentication context is set correctly."



* Option Ais incorrect - rejection handlers define error handling, not MFA enforcement.
* Option Bis correct - verify the authentication requirement rule is applied.
* Option Cis correct - ensure the rule contains the right MFA requirements.
* Option Dis incorrect - identity mappings do not enforce step-up authentication.
* Option Eis incorrect - token validation rules check validity, not MFA levels.
Reference:PingAccess Administration Guide -Authentication Requirements

질문  # 44 
What information must be provided when setting the PingFederate Standard Token Provider for the Runtime engines?

A. Host
B. Port
C. Issuer
D. Client ID

정답：A

설명：
When configuring PingAccess to use PingFederate as theStandard Token Providerfor runtime engines, PingAccess must know how
to contact PingFederate. The configuration requires theHost(PingFederate base URL).
Exact Extract:
"When configuring the Standard Token Provider, specify the PingFederate host to which PingAccess engines will connect for token
validation."
* Option A (Issuer)is part of OIDC metadata but not required explicitly in this configuration.
* Option B (Client ID)is needed for OAuth clients but not when defining the token provider connection itself.
* Option C (Host)is correct - this is required to connect to PingFederate.
* Option D (Port)may be included within the host definition (host:port) but is not the required field.
Reference:PingAccess Administration Guide -Configuring PingFederate as a Token Provider

질문  # 45 
A business application must be accessible via two FQDNs. Which PingAccess functionality should an administrator use to meet this
requirement?

A. Applications
B. Web Sessions
C. Virtual Hosts
D. Sites

정답：C

설명：
Virtual Hostsin PingAccess define the external FQDNs (and ports) through which applications are accessed.
An application can be bound to multiple virtual hosts to allow access via multiple FQDNs.
Exact Extract:
"A virtual host specifies the fully qualified domain name and port number through which an application is accessed."
* Option A (Virtual Hosts)is correct - multiple FQDNs can be supported by assigning multiple virtual hosts.
* Option B (Applications)define resource protection but do not manage FQDN binding.
* Option C (Sites)define back-end targets, not the public-facing FQDN.
* Option D (Web Sessions)handle authentication state, unrelated to hostnames.
Reference:PingAccess Administration Guide -Virtual Hosts

질문  # 46 
PingAccess will terminate SSL for multiple proxied applications that share thecustomer.comURL domain.
The administrator needs different ways to minimize the number of SSL certificates to manage these user- facing applications.
What are two ways this requirement can be met? (Choose 2 answers.)

A. Assign a wildcard certificate to the Agent Listener



B. Assign a Subject Alternative Name Certificate to the Agent Listener
C. Assign a Subject Alternative Name Certificate to the Engine Listener
D. Assign a wildcard certificate to the Engine Listener
E. Assign unique Key Pairs to each Virtual Host

정답：C,D

설명：
PingAccess usesEngine Listenersfor SSL termination of proxied applications. To minimize the number of certificates, administrators
can:
* Use awildcard certificate(e.g.,*.customer.com) on the engine listener.
* Use aSubject Alternative Name (SAN) certificatethat covers multiple FQDNs under thecustomer.
comdomain.
Exact Extract:
"PingAccess engine listeners can use certificates containing either wildcard entries or Subject Alternative Names to secure multiple
applications under a single domain."
* Option Ais incorrect - assigning unique key pairs increases, not decreases, certificate management overhead.
* Option Bis correct - a wildcard certificate covers all subdomains (e.g.,app1.customer.com,app2.
customer.com).
* Option Cis correct - a SAN certificate lists multiple FQDNs explicitly.
* Option Dis incorrect - agent listeners don't handle SSL termination for proxied apps.
* Option Eis incorrect for the same reason - agent listeners aren't used for SSL.
Reference:PingAccess Administration Guide -Certificates and Engine Listeners

질문  # 47 
Users report the following about access to an application:
* Inconsistent behavior depending on the browser used
* Denied access
* Prompt to accept a security exception
Which configuration option should the administrator adjust?

A. Enable PKCE
B. SameSite Cookie
C. Request Preservation
D. Validate Session

정답：B

설명：
Modern browsers enforce stricter cookie handling rules. If cookies are not configured correctly with the SameSiteattribute, behavior
can differ across browsers, leading to inconsistent authentication and access denials. Security exceptions may appear when session
cookies are blocked.
Exact Extract:
"The SameSite cookie setting defines how browsers send cookies in cross-site requests. Misconfigured SameSite values can lead to
inconsistent application behavior across browsers."
* Option A (Enable PKCE)is related to OAuth flow security, not browser cookie behavior.
* Option B (SameSite Cookie)is correct - this directly explains the inconsistent browser issues.
* Option C (Request Preservation)ensures query parameters are kept, not related to cross-browser session handling.
* Option D (Validate Session)checks session state but does not address browser inconsistencies.
Reference:PingAccess Administration Guide -Web Session Cookie Settings

질문  # 48
......
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