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You have an Azure subscription and an on-premises datacenter. The datacenter contains 100 servers that run Windows Server. AJl
the servers are backed up to a Recovery Services vault by using Azire Backup and the Microsoft Azure Recovery Services
(MARS) agent.

Youneed to design a recovery solution for ransonware attacks that encrypt the on-premises servers. The solution must follow
Microsoft Security Best Practices and protect against the following risks:

* A compromised administrator account used to delete the backups from Azure Backup before encrypting the servers

* A compromised administrator account used to disable the backups on the MARS agent before encrypting the servers What
should you use for each risk? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
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Youneed to design a strategy for securing the SharePoint Online and Exchange Online dat a. The solution must meet the application
security requirernents.

Which two services should you leverage in the strategy? Each correct answer presents part of the solution. NOTE; Each correct
selection is worth one point.

A. Azure AD Conditional Access

B. Microsoft Defender for Cloud Apps
C. Microsoft Defender for Cloud

D. access reviews in Azure AD

E. Microsoft Defender for Endpoint

Ef#: A\ B
iRt :

httpsz/docs.microsoft.conven-us/azure/active-directory/conditional-access/concept-conditional-access-sessior#conditional-access-
application-control

https:/docs.microsoft.com/en-us/azure/active-directory/app-proxy/application-proxy-integrate- with-microsoft-cloud-application-
security
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You are designing the security architecture for a cloud-only environment.

You are reviewing the integration point between Microsoft 365 Defender and other Microsoft cloud services based on Microsoft
Cybersecurity Reference Architectures (MCRA).

You need to recommend which Microsoft cloud services integrate directly with Microsoft 365 Defender and meet the following
requirements:

* Enforce data loss prevention (DLP) policies that can be managed directly from the Microsoft 365 Defender portal.

* Detect and respond to security threats based on User and Entity Behavior Analytics (UEBA) with unified alerting,

‘What should you include in the recommendation for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer Area

Azu e Data Catalog
Azure Data Explorer
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R Microsoft
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UEBA:

Mlcrasoft Deiender for Idennty
Microsoft Entra Verified ID
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Answer Area
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You open Microsoft Defender for Cloud as shown in the following exhibit.
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Use the drop- down menus to select the answer choice that complete each statements based on the mforna‘uon presented in the

graphic.
NOTE: Each correct selection is worth one point.
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Your company has an Azure App Service plan that is used to deploy containerized web apps. You are designing a secure DevOps
strategy for deploying the web apps to the App Service plan. You need to recommend a strategy to integrate code scanning tools
into a secure software development lifecycle. The code must be scanned during the following two phases:

Uploading the code to repositories Building containers

Where should you mtegrate code scanning for each phase? To answer, select the appropriate options in the answer area.

-. M | e sy

MicroSoft Defender for Cloud

B

Building containers:

Azure Boards
Azure Pipelines
GitHub Enterprise

...... # Nafandar far Cland

' |Azure Pipelines i
" [GitHub Enterprise
Micrasoft Defender for Cloud
Explanation
o RS Microsoft
Uploading code to repositones:  GitHub Enter%e | -
Building containers: Azm% nes X
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