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Thema 4
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Thema 5
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21. Frage 
Refer to the exhibits.
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The ADVPN network topology and partial BGP configuration are shown.
Which two parameters must you configure in the config neighbor range for spokes shown in the exhibit? (Choose two.)

A. set prefix 172.16.1.0 255.255.255.0
B. set route-reflector-client enable
C. set neighbor-group advpn
D. set prefix 10.0.12.0 255.255.255.0

Antwort: A,C

Begründung:
For the hub to automatically create iBGP neighbors for the spokes in this ADVPN, the neighbor- range must match the spokes'
overlay IP addresses (172.16.1.2 and 172.16.1.3), so the prefix is set to 172.16.1.0/24. The neighbor-range must also be tied to
the preconfigured neighbor-group advpn so that all dynamically created spoke neighbors inherit the BGP settings (including remote-
as 65100).

22. Frage 
A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.
Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like 8443 when full SSL
inspection is active in the guest policy?

A. Administrators can block traffic on nonstandard ports by enabling the SNI check in the SSL/SSH Inspection Profile.
B. In the Protocol Port Mapping section of the SSL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.
C. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSL/SSH Inspection Profile.
D. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.

Antwort: B

Begründung:
When FortiGate is operating in proxy mode with full SSL inspection enabled, it inspects encrypted HTTPS traffic by default on port
443. However, some websites may use non-standard HTTPS ports (such as 8443), which FortiGate does not inspect unless
explicitly configured.
To ensure that FortiGate inspects HTTPS traffic on port 8443, administrators must manually add port 8443 in the Protocol Port
Mapping section of the SSL/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic



on port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering.

23. Frage 
Which hardware improves VXLAN performance?

A. NPU7
B. CP10
C. CPU
D. NTurbo

Antwort: A

24. Frage 
Refer to the exhibit, which shows the ADVPN network topology and partial BGP configuration.



Which two parameters must an administrator configure in the config neighbor range for spokes shown in the exhibit? (Choose two.)

A. set prefix 172.16.1.0 255.255.255.0
B. set route-reflector-client enable
C. set max-neighbor-num 2
D. set neighbor-group advpn

Antwort: A,D

Begründung:
In the given ADVPN (Auto-Discovery VPN) topology, BGP is being used to dynamically establish routes between spokes. The
neighbor-range configuration is crucial for simplifying BGP peer setup by automatically assigning neighbors based on their IP range.
set neighbor-group advpn
The neighbor-group parameter is used to apply pre-defined settings (such as AS number) to dynamically discovered BGP
neighbors.
The advpn neighbor-group is already defined in the configuration, and assigning it to the neighbor- range ensures consistent BGP
settings for all spoke neighbors.
set prefix 172.16.1.0 255.255.255.0
This command allows dynamic BGP peer discovery by defining a range of potential neighbor IPs (172.16.1.1 - 172.16.1.255).
Since each spoke has a unique /32 IP within this subnet, this ensures that any spoke within the
172.16.1.0/24 range can automatically establish a BGP session with the hub.

25. Frage 
Refer to the exhibit.



An administrator is deploying a hub and spokes network and using OSPF as dynamic protocol.
Which configuration is mandatory for neighbor adjacency?

A. Set network-type point-to-multipoint in the hub interface
B. Set bfd enable in the router configuration
C. Set rfc1583-compatible enable in the router configuration
D. Set virtual-link enable in the hub interface

Antwort: A

Begründung:
In a hub-and-spoke topology using OSPF over IPsec VPNs, the point-to-multipoint network type is necessary to establish neighbor
adjacencies between the hub and spokes. This network type ensures that OSPF operates correctly without requiring a designated
router (DR) and allows dynamic routing updates across the IPsec tunnels.

26. Frage
......
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