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The New CKS Exam:
What's Changed and
How to Prepare in 2025

Domain Key 2025 Focus Areas
Cluster Setup Ingress TLS configuration
Cluster & System Hardening RBAC best practices

Minimize Microservice Apply Pod Security Standards
Vulnerabilities
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Linux Foundation Certified Kubernetes Security Specialist (CKS) s2 & CKS
A BB (Q35-Q40):

B #35
You are working on a Kubernetes cluster that hosts an application that interacts With sensitive data. You need to performa static
analysis of the application's container image to identify potential security vulnerabilities before deploying it to the cluster.
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https://www.mogiexam.com/CKS-exam.html
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Solution (Step by Step) :

1. cnoose a Static Analysis Tool:

- Select a suitable static analysis tool for container images. Some popular options include:
- Trivy: [https:/aquasecurity.github.io/trivy/](https:/aquasecurity. github. io/trivy/)

- Snyk: [https://snyk.io/](https://snyk.i0/)

- Anchore Engine: [https:/anchore.con¥l(https:/anchore.cony)

2 Install and Configure the Tool:

- Install the chosen tool on your machine or integrate it into your CI/CD pipeline.

- Configure the tool to scan the container image for vulnerabilities.

3. Scan the Container Image:

- Use the tool's command-line interface or API to scan the container image.

- Provide the image name or tag as nput to the tool.

4. Analyze the Results:

- The tool will generate a report detailing the identified vulnerabilities.

- Review the report and prioritize remediation actions based on the severity and impact of the vulnerabilities.
- Use the tool's features to track the status of vulnerabilities and their remediation.

HR #36
SIMULATION

Context
AppArmor is enabled on the cluster's worker node. An AppArmor profile is prepared, but not enforced yet.

Task

On the cluster's worker node, enforce the prepared AppArmor profile located at /etc/apparmor.d/nginx_apparmor.
Edit the prepared manifest file located at /home/candidate/K SSH00401/nginx-pod.yaml to apply the AppArmor profile.
Finally, apply the manifest file and create the Pod specified in it.
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See the Explanation belowExplanation:

HEA #37

Use the kubesec docker images to scan the given YAML manifest, edit and apply the advised changes, and passed with a score of
4 points.

kubesec-test.yaml

apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

image: ger.io/google-samples/node-hello:1.0

securityContext:

readOnlyRootFilesystem: true

Hint: docker run -i kubesec/kubesec:512¢5¢0 scan /dev/stdin < kubesec-test.yaml
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kubesec scan k8s-deployment.yaml
cat <<EOF > kubesec-test.yaml
apiVersion: vl

kind: Pod



metadata:

name: kubesec-demo

spec:

containers:

- namre: kubesec-demo

image: ger.io/google-samples/node-hello:1.0

securityContext:

readOnlyRootFilesystem: true

EOF

kubesec scan kubesec-test.yaml

docker run -1 kubesec/kubesec:512c5e0 scan /dev/stdin < kubesec-test.yaml kubesec http 8080 &

[1] 12345

{"severity":"info","timestamp":"2019-05-12T11:58:34.662+0100", "caller""server/server.go:69", "message""Starting HT TP server on
port 8080"} curl -sSX POST --data-binary @test/asset/score-0-cap-sys-admin.yml http:/localhost:8080/scan
[

{
"object™: "Pod/security-context-demo.default",

"valid": true,

"message": "Failed with a score of -30 points",

"score": -30,

"scoring™ {

"critical™: [

{

"selector™: "containers[] .securityContext .capabilities .add = SYS ADMIN",

"reason™: "CAP_SYS ADMIN is the most privileged capability and should always be avoided"
5>

{

"selector: "contamers|[] .securityContext .nnAsNonRoot = true",

L

"reason™: "Force the running image to run as a non-root user to ensure least privilege"

5>
" ...

B #38

You have a Kubernetes cluster running an application with multiple deployments. You want to implement RBAC rules to ensure that
only specific users can manage the deployments belonging to their respective teams. For instance, the "dev" team should only be able
to manage deployments With the label 'team: dev' , while the "ops" team should only manage deployments With the label steam:
ops'.
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Solution (Step by Step) :

1. Create Role for Each Team:

- dev-role.yaml:

- ops-role_yaml:

2. Create RoleBindings for Each Team: - dev-rolebinding.yaml:

- ops-rolebinding, yaml:

3. Apply the Roles and RoleBindings: - Apply the YAML files using kubectl apply -f dev-role.yaml dev-rolebinding. yaml ops-
role.yaml ops-rolebinding. yan 4. Create Test Deployments (with Team Labels): - Create a deployment labeled with steam: devs
and another labeled with 'team: ops'. You can use 'kubectl create deployment with the appropriate label. 5. Verify RBAC
Permissions: - Log in as the "dev'" user and attempt to manage the "dev" team deployment. - Log in as the "ops" user and attempt to
manage the "ops" team deployment - The users should only be able to access the deployments belonging to their respective tears.

HR #39

You are deploying a Kubernetes cluster in a public cloud environment and are considering using a managed container registry service
offered by the Cloud provider. What are the security considerations you Should take nto account before Choosing a managed
container regjstry service?
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Solution (Step by Step) :

1. Data Security: Ensure that the managed container registry service has strong encryption mechanisis in place for data at rest and in
transit Vertty if they support encryption keys managed by you or if they provide their own key management service.

2. Access Control and Authentication: Check the service's access control policies and authentication mechanisms. Verify if you can
enforce granular access permissions for different users and roles and whether you can integrate with your existing identity
management systems.

3. Vulnerability Scanning; Determine if the managed container registry service includes built-in vulnerability scanning capabilities. If
not, consider using third-pany tools that can integrate with the service.

4. Compliance and Certification: Evaluate whether the managed container registry service complies with relevant security standards
and certifications, such as ISO 27001, SOC 2, or PCI1DSS.

5. Service Availability: Consider the service's availability and redundancy guarantees. Evaluate the providers SLAS for uptime and
performance.

6. Auditing and Logging: Check it the managed container registry service provides comprehensive auditing and logging features to
track access patterns and identify potential security breaches.

7. Data Residency and Sovereignty: If you have data residency or sovereignty requirements, ensure that the managed container
registry service can fulfill those requirements.

8. Open Source Components: Review the open-source components used by the managed container registry service. Ensure that
these components are regularly updated and patched to mitigate security risks.

9. Data Backup and Recovery: Determine how data backups are handled. Ensure that you have access to backups and a clear
recovery plan.
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