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20. Frage
‘Which technique involves analyzing threat intelligence feeds and reports to better understand the tactics, techniques, and procedures
of threat actors?

e A Threat intelligence analysis
¢ B. Behavioral analysis
e C. Log correlation
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¢ D. Signature-based detection

Antwort: A

21. Frage
How can threat hunting benefit from leveraging threat intelligence feeds?

A. By limiting the scope of investigations to known indicators
B. By providing up-to-date information on emerging threats
C. By reducing the need for regular monitoring

D. By automating the threat hunting process entirely

Antwort: B

22. Frage
After completing several successful hunts using Cisco Secure Network Analytics and Secure Endpoint, the SOC wants to ensure
long-term defensive improvement. Which action BEST represents a mature threat hunting outcome?

A. Blocking all suspicious network connections automatically
B. Performing additional ad-hoc hunts weekly

C. Increasing alert sensitivity across all Cisco security tools
D. Converting hunt findings into permanent detection rules

Antwort: D

Begrindung;

The correct answer isconverting hunt findings into permanent detection rules. This action reflects the highest maturity outcomeof
threat hunting,

Threat hunting is not complete until discoveries are:

* Documented

* Operationalized

* Autormated where appropriate

Without converting findings into detections, SOC teamms repeatedly rediscover the same threats, wasting time and effort.
Options A and B increase noise and risk false positives. Option D improves experience but does not institutionalize knowledge.
Cisco'sCBRTHD blueprintemphasizes:

* Continuous improvement

* Detection engineering

* Feedback loops between hunting and monitoring

By creating permanent detections, organizations:

* Reduce dwell time

* Improve consistency

* Increase adversary cost

Therefore,Option Cis the correct and most Cisco-aligned answer.

23. Frage
What is Threat Actor Attribution?

A. The act of identifying a threat actor's location

B. The act of identifying a threat actor's motivation

C. The act of identifying a threat actor's name

D. The act of identifying a threat actor's email address

Antwort: A

24. Frage
‘Which PowerShell cdlet is useful for gathering system information during threat hunting?



A. Get-Host

B. Get-SystemInfo
C. Get-Info

D. Get-Process

Antwort: D
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