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EE #40
What is required to trigger code scanning on a specified branch?

A. The workflow file must exist in that branch.

B. Secret scanning must be enabled on the repository.
C. The repository must be private.

D. Developers must actively maintain the repository.

HE:. A
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Comprehensive and Detailed Explanation:

For code scanning to be triggered on a specific branch, the branch must contain the appropriate workflow file, typically located in
the .github/workflows directory. This YAML file defines the code scanning configuration and specifies the events that trigger the scan
(e.g., push, pull request).

Without the workflow file in the branch, GitHub Actions will not execute the code scanning process for that branch. The repository's
visibility (private or public), the status of secret scanning, or the activity level of developers do not directly influence the triggering of
code scanning,

EE #41
Assuming security and analysis features are not configured at the repository, organization, or enterprise level, secret scanning is
enabled on:

A. Allnew repositories within your organization
B. Public repositories

C. Private repositories

D. User-owned private repositories

He: B

3.

By default,secret scanning is enabled automatically for all public repositories. For private or internal repositories, secret scanning
must be enabled manually unless configured at the organization or enterprise level.

This default behavior helps protect open-source projects without requiring additional configuration.

AE #42
Which of the following tasks can be performed by a security team as a proactive measure to help address secret scanning alerts?
(Each answer presents a complete solution. Choose two.)

A. Disniss alerts that are older than 90 days.

B. Configure a webhook to monitor for secret scanning alert events.

C. Document alternatives to storing secrets in the source code.

D. Enable system for cross-domain identity management (SCIM) provisioning for the enterprise.

HE. B,C

dE:

To proactively address secret scanning;

* Webhookscan be configured to listen for secret scanning events. This allows automation, logging, or alerting in real-time when
secrets are detected.

* Documenting secure development practices(like using environment variables or secret managers) helps reduce the likelihood of
developers committing secrets in the first place.

Dismissal based on age is not a best practice without triage. SCIM deals with user provisioning, not scanning alerts.

EE #43
What does a CodeQL database of your repository contain?

A. A representation of all of the source code GitHub Agentic Al for AppSec Teans
B. A build of the code and extracted data

C. Build commands for C/C++, C#, and Java

D. A build for Go projects to set up the project

He:. B
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Comprehensive and Detailed Explanation:

A CodeQL database contains a representation of your codebase, including the build of the code and extracted data. This database
is used to run CodeQL queries to analyze your code for potential vulnerabilities and errors.
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EE #4
You have enabled security updates for a repository. When does GitHub mark a Dependabot alert as resolved for that repository?

A. When Dependabot creates a pull request to update dependencies
B. When the pull request checks are successful

C. When you merge a pull request that contains a security update

D. When you dismiss the Dependabot alert

HE: C

MY

A Dependabot alert is marked asresolvedonly after the relatedpull request is mergedinto the repository. This indicates that the
vulnerable dependency has been officially replaced with a secure version in the active codebase.

Simply generating a PR or passing checks does not change the alert status; merging is the key step.
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