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Context
AppArmor is enabled on the cluster's worker node. An AppArmor profile is prepared, but not enforced yet.

You may use your browser
to open one additional tab
to access the’AppArmor

documenta,'fgr]_.lNux
Task

On the cluster's worker node, enforce the prepared AppArmor profile located at /etc/apparmor.d/nginx _apparmor.
Edit the prepared manifest file located at /home/candidate/KSSH00401/nginx-pod.yaml to apply the AppArmor profile.
Finally, apply the manifest file and create the Pod specified in .
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candidate@cli:~$ kubectl config use-context KSSH00401

Switched to context "KSSHO00401".

candidate@cli:~% ssh kssh00401-workerl

Warning: Permanently added '10.240.86.172" (ECDSA) to the 1i known hosts.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@kssh00401-workerl:~# head /etc/apparmor.d/nginx apparmor
#include <tunables/global>

profile nginx-profile-2 flags=(attach disconnected,medi md} {

$include <abstractions/base> c
network inet tcp, ‘
network inet udp, 6
network inet icmp, 2‘3
deny network raw, ‘
root@kssh00401-work ‘ rmor parser -q /etc/apparmor.d/nginx apparmor
root@kssh004014wg 1P exit
logout

Connection to 18°240.86.172 closed.
candidate@cli:~§ cat KSSH00401/nginx-pod.yaml

apiversion: vl
kind: Pod
metadata:
name: nginx-pod
spec:
containers:
name: nginx-pod
image: nginx:1.19.0
ports:
containerPort: 80
candidate@cli:~$ vim KSSH00401/nginx pod.yamtl

Pod

nginx-pod

localhost/nginx-p

nginx—-pod
nginx:1.19.0




00401 /nginx-pod.yaml
tl create -f KSSH00401/nginx-pod.yaml

(SSH00401/nginx-pod.yaml

apiVersion

ki : Pod

metadata:
name :

annot

container.apparmor.security.pema™libernetes.io/nginx-pod: localhost/nginx-profile-2
spec:

containers:

name: nginx-pod

image: nginx:1.159.0
ILIEM -
containerPort;: 80
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You have a Kubernetes cluster that runs a sensitive application called "banking-app" in a Deployment The application needs access
to a private registry to pull container images. You want to ensure that the "banking-app" container only communicates with the
private registry and no other external networks. How can you use NetworkPolicy to enforce this network security restriction?
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Solution (Step by Step) :
1. Create a NetworkPolicy tor the Private Registry: You'll create a NetworkPolicy that allows the "banking-app" container to
commumnicate with the private registry but blocks access to all other external networks.
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: banking-app-registry-access
namespace: default # Your application's namespace
spec:
podSelector:
matchLabels:
app: banking-app
policyTypes:
- Ingress
ingress:
- from:
- podSelector:
matchLabels:
app: banking-app
- ipBlock:
cidr: "172.17.6.0/16" # Replace with your private registry's CIDR
except: []
'podSelectors: This defines which pods are affected by the policy. - "policy TypeS: This specifies the type of traffic that the policy
governs (Ingress in this case). - 'ingress': Defines the allowed incoming traffic. - 'trom': Specifies the source of allowed traffic. -
spodSelector': Allows traffic from other pods with the "banking-app" label. - 'ipBlock’: Allows traffic froma specific CIDR range. -
'cidr': Replace '172.17.0.0/16" with the actual CIDR of your private registry. - 'except': Optional for excluding specific IP addresses
or ranges. 2 Apply the NetworkPolicy: Apply the YAML file to your cluster: bash kubectl apply -f banking-app-registry-
access.yaml 3. Verify NetworkPolicy: After applying the policy, run: bash kubectl get networkpolicy -n default # Replace 'default’
with your namespace You should see your new "banking-app-registry-access" NetworkPolicy listed. 4. Test the Policy: - Try to
access external networks from within the "banking-app" container. - You should observe that the container is unable to connect to
any external services except the private registry. - Make sure your application can still pull images from the private registry. 5.
Additional Considerations: - Egress Traffic: You might need to define a separate NetworkPolicy for "Egress' traffic if you want to
allow the "banking-app" to communicate with specific internal services. - Detailed Controls: You can add more specific rules to the




'ingress' section to allow specific ports or protocols from the private registry.
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You are managing a Kubernetes cluster with a deployment named 'database-deployment' running 3 replicas of a PostgreSQL
database container. You need to implement a security policy that restricts the database pods from accessing the internet, allowing
them to only commumicate with each other and with specific external services. The allowed external services include a dedicated
monitoring service at "monitoring-example-com:8080' and a logging service at 'logging-example-com:514'. Additionally, you want to
enforce this policy using NetworkPolicy.

ER:
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Solution (Step by Step) :

1. Create a NetworkPolicy for database pods:

- Create a YAML file named "database-networkpolicy.yamr with the following contents:
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cidr: 192.168.0.0/14
except:
- to:

- ipBlock:

cidr: 192.168.08.0/16 # Exclude a specific range for security reasons (optional)

ipBlock:

cidr: 192.168.99.0/24
- ipBlock:

cidr: 172.17.0.0/24
- ipBlock:

cidr: 10.0.0.0/24

ipBlock:
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except:
- to:
- ipBlock:
cidr: 10.128.9.0/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.9.9/14
except:
- to:
- ipBlock:
cidr: 192.168.0.0/16 # Exclude a specific range for security reasons (optional)
ipBlock:

cidr: 192.168.99.06/24
ipBlock:
cidr: 172.17.0.0/24
ipBlock:
cidr: 10.2.9.0/24
ipBlock:
cidr: 10.128.0.0/14 # Allow communication to logging service
except:
- to:
- ipBlock:

cidr: 10.128.0.8/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.0.8/14
except:
- to:
- ipBlock:
cidr: 192.168.0.0/16 # Exclude a specific range for security reasons (optional)
ipBlock:
cidr: 192.168.99.0/24
ipBlock:
cidr: 172.17.0.0/24
ipBlock:
cidr: 10.0.8.6/24
ipBlock:
cidr: 100.64.0.0/10 # Allow communication to monitoring service
except:
- to:
- ipBlock:
cidr: 100.64.0.0/12 # Exclude a specific range for security reasons (optional)

ipBlock:

cidr: 172.16.06.0/12
except:
- to:

- ipBlock:

cidr: 192.168.2.8/16 # Exclude a specific range for security reason
ipBlock:
cidr: 192.168.99.0/24
ipBlock:
cidr: 172.17.0.0/24
ipBlock:
cidr: 10.0.90.0/24
ipBlock:
cidr: 10.128.0.0/14 # Allow communication to logging se
except:
- to:
- ipBlock:
cidr: 10.128.0.0/16 # Exclude a specific ra

¢

urity reasons (optional)
ipBlock:
cidr: 192.168.0.9/14
except:
- to:
- ipBlock:

cidr: 192.168.0.8/16 # ific range for security reasons (optional)

ipBlock:

cidr: 192.168.99.0/24
ipBlock:

cidr: 172.17.0.0/24
ipBlock:

midms 10 A A AfaA il
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- ipBlock:
cidr: 10.128.0.0/14
except:
- to:

w

nication to logging service

- ipBlock:
cidr: 192.1

- ipB 2
»cidr: 172.17.8.9/24
pBlock:
cidr: 10.0.9.0/24
- ipBlock:
cidr: 10.128.0.6/14 # Allow communication to logging service
except:
- to:
- ipBlock:
cidr: 10.128.0.0/16 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 192.168.0.0/14
except:
- to:
- ipBlock:
cidr: 192.168.0.0/16 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 192.168.99.0/24
- ipBlock:
cidr: 172.17.0.0/24
- ipBlock:
cidr: 10.0.0.0/24
- ipBlock:
cidr: 10.128.0.06/14 # Allow communication to logging service
except:
- to:
- ipBlock:
cidr: 190.128.0.0/16 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 192.163.0.0/14
except:
- to:
- ipBlock:
cidr: 192.168.2.0/16 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 192.168.99.0/24
- ipBlock:
cidr: 172.17.8.0/24
- ipBlock:
cidr: 10.0.0.0/24
- ipBlock:
cidr: 100.64.0.0/10 # Allow communication to monitoring service
except:
- to:
- ipBlock:
cidr: 100.64.0.8/12 # Exclude a specific range for security reasons (optional)
- ipBlock:
cidr: 172.16.0.0/12

except:
EEN Wpecific range for security reasons (optional)

- to:
- ip
FOUNDATION

- ipBlock: |
cidr: 192.16
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SIMULATION

Create a network policy named allow-np, that allows pod in the namespace staging to connect to port 80 of other pods in the same
namespace.

Ensure that Network Policy:-

1. Does not allow access to pod not listening on port 80.

2. Does not allow access from Pods, not in namespace staging.

ER:
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apiVersion: networking k8s.io/v1

kind: NetworkPolicy

metadata:

name: network-policy

spec:

podSelector: {} #selects all the pods in the namespace deployed
policyTypes:

- Ingress

ingress:

- ports: #in input traffic allowed only through 80 port only
- protocol: TCP

port: 80
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You are managing a Kubernetes cluster With a critical application deployed as a Deployment. You need to ensure that only
authorized users can access the Kubernetes API to manage this application's resources. Describe the security measures you would
implement to restrict access to the Kubernetes API and ensure only authorized users can manage this specific Deployment

ER:
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Solution (Step by Step):

1. Create a Service Account:

- Create a dedicated Service Account for the application:



apiVersion: vl
kind: ServiceAccount
metadata:
name: critical-app-sa
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: critical-app-role
rules: o((\

- apiGroups: ["apps"]
resources: ["deployments“]

verbs: ["get", "list", }Zl’\eadate » "patch", "delete"]

apiVersion: rbac.autho qs;io k8s.io/vl HE

kind: RoleBinding % LINUX
g pp-rolebinding

Wetacste: FOUNDATION
name: crit1c

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: critical-app-role
subjects:
- kind: ServiceAccount
name: critical-app-sa
namespace: default

2. Configure the Deployment to use the Service Account - Update the Deployment YAML to specify the Service Account:
Jpiversion: apps/vl

<ind: Deployment
netadata:
name: critical-app

spec:
replicas: 3 (jcc\
template:

metadata:
labels:

"
SI:}eca;:ip cr:.tk;#

.s:rv1ce33§%untﬂame critical-app-sa
emeY Mtical-app-container
lmage examplefcrltlcal app:latest

m[a
# ... other container configurations ...
3. Use RBAC (Role-Based Access Control): - Create a Role and RoleBinding for the Service Account:
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metadata:
name: critical-app-role
rules:
- apiGroups: ["apps”]
resources: [“deployments”]
verbs: ["get", "list", "watch", "upddte”™, "patch", "delete"]

apiVersion: rbac.authorization.k8s io/vl

kind: RoleBinding
metadata:
name: critical-app-rolebinding
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: critical-app-role
subjects:
- kind: ServiceAccount
name: critical-app-sa
namespace: default

4. Apply the Changes: - Apply the YAML configurations using 'kubectl apply -f critical-app.yam!' 5. Restrict Access to the
Kubernetes API: - Use kubeconfig files to limit access to the API for specific users or groups. - Use tools like 'kubectl auth can-1 to
verify access permissions. 6. Limit Access to Specific Namespaces: - By default, Service Accounts have access to resources in their
respective namespaces. - To further restrict access, create a Namespace and limit the Service Account's permissions within that
namespace. By implementing these measures, you create a secure environment where only authorized users (through the Service
Account) can manage the critical application's Deployment
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