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Oracle 1z0-1104-25 Priifungsplan:

Thema Einzelheiten

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of

OCI Admmistrators and emphasizes monitoring and maintaining security posture across cloud resources. It
Therma 1 focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.

¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

Thema 2 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL
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¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load

Therm 3 balancers for availability. The section further addresses the configuration of OCI certificates and web

application firewalls to strengthen infrastructure security.

Oracle Cloud Infrastructure 2025 Security Professional 1z0-1104-25
Priifungsfragen mit Losungen (Q13-Q18):

13. Frage

Task 6: Create Load Balancer and Attach Certificate

Create a Load Balancer with the name PBT-CERT-LB-01 i subnet I B-Subnet-PBT-CERT-SNET-02 Create a Listener for the
load balancer, where:

Name: PBT-CERT-LB_LTSN 01

Protocol: HTTPS

Port: 443

Attach the certificate PBT-CERT-01-<username> to the load balancer

Attach the security list PBT-CERT-LB-SL-01 to subnet LB-Subnet-PBT-CERT-SNET-02 See the solution below in Explanation.

Antwort:

Begrindung;

Task 6: Create Load Balancer and Attach Certificate

Step 1: Create the Load Balancer

* Log in to the OCI Console.

* Navigate toNetworking>Load Balancers.

* ClickCreate Load Balancer.

* Enter the following details:

* Name: PBT-CERT-LB-01

* Compartment: Select your assigned compartment.

* Load Balancer Type: SelectPublic.

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select LB-Subnet-PBT-CERT-SNET-02.

* Shape: Choose a shape (e.g., 10 Mbps, adjust based on needs).

* ClickNext.

* Leave backend sets and listeners as default for now (we'll configure the listener next).
* ClickCreate Load Balancerand wait for it to be provisioned.

Step 2: Create a Listener

* Once the load balancer is created, go to thelLoad Balancerspage and click on PBT-CERT-LB-01.
* UnderResources, clickListeners.

* ClickCreate Listener.

* Enter the following details:

* Name: PBT-CERT-LB_LTSN 01

* Protocol: SelectHTTPS.

* Port: Enter 443.

* Certificate: ClickAdd Certificate, then select the PBT-CERT-01<username> certificate (e.g., PBT-CERT-
0199008677labuser01) created in Task 5.

* Leave other settings (e.g,, SSL handling) as default unless specified.

* ClickCreate.

Step 3: Configure the Backend Set

* In the PBT-CERT-LB-01 details page, underResources, clickBackend Sets.

* ClickCreate Backend Set(if not already created).

* Enter basic details (e.g., name like PBT-CERT-BS-01).

* Add a backend server:

* TP Address: Use the private IP of PBT-CERT-VM-01 (find this in the instance details under Compute>Instances).
* Port: 80 (HTTP, as configured on the web server).

* Protocol: HTTP.

* ClickCreate.



Step 4: Attach the Security List to the Subnet

* Navigate toNetworking>Virtual Cloud Networks.

* Select PBT-CERT-VCN-01 and clickSubnets.

* Click on LB-Subnet-PBT-CERT-SNET-02.

* UnderSecurity Lists, ensure PBT-CERT-LB-SL-01 is attached. Ifnot:

* ClickEdit.

* Remove the default security list and add PBT-CERT-LB-SL-01.

* ClickSave Changes.

Step 5: Verify the Configuration

* Ensure the load balancer health status is OK (check underBackend Sets>Health).
* Test by accessing httpsz/<load-balancer-public-ip> in a browser (replace with the public IP from the load balancer details).

14. Frage

A company has deployed OCI Zero Trust Packet Routing (ZPR) to secure its network. They have two compute instances, VM1-
01 and VM-02, in a public subnet. VM-01 is tagged with the security attribute app:

vim01, and VM-02 is tagged with app:vm02. The VCN is labeled with network:ven01, The ZPR policy states:

IN IPR:network:venQl VCN ALLOW IPR:app:vall TO COMMECT IPR:app:vell ON PORT 22
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"What is the expected outcome of this policy?

A. Neither VM-01 nor VM-02 can SSH nto each other."

B. Both VM-01 and VM-02 can SSH into each other.

C. VM-01 can SSH into VM-02, but VM-02 cannot SSH into VM-01.
D. VM-02 can SSH into VM-01, but VM-01 cannot SSH mto VM-02.

Antwort: C



15. Frage

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. If a security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirement, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:
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Preconfigured

To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task 2: Create a Security Zone

Create a security Zone named IAD SAP-PBT-CSZ-01 in your assigned compartement and associate it with the Custom Security
Zone Recipe (IAD-SAP-PBT-CSP-01) created in the previous task.

Enter the OCID of the created Security zone in the box below.

Security Zone name: IAD-SP-PBT-CSZ--01
Associated Rex SP-PBT-CSP-01

pe. IAD.
Compartment ‘98815993, CO1
Purpose: Allow compute in Public Subnet

Antwort:

See the solution below in Explanation.

Explanation:

To create a Security Zone named IAD_SAP-PBT-CSZ-01 in your assigned compartment and associate it with the Custom Security
Zone Recipe IAD-SP-PBT-CSP-01 created in the previous task, follow these steps based on the Oracle Cloud Infrastructure
(OCI) Security Zones documentation.

Step-by-Step Solution for Task 2: Create a Security Zone

* Log in to the OCI Console:



* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn- 1.oraclecloud.

com).

* Ensure you have access to the assigned compartment.

* Navigate to Security Zones:

* Fromthe OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderGovernance and Administration, selectSecurity Zones.

* Create a New Security Zone:

* In the Security Zones dashboard, click theCreate Security Zonebutton.

* Configure the Security Zone Details:

* Name:Enter IAD_SAP-PBT-CSZ-01.

* Compartment:Select the assigned compartment provided.

* Description:(Optional) Add a description, e.g,, "Security Zone for public subnet compute instances."

* Associate the Custom Security Zone Recipe:

* In theRecipesection, select the custom recipe IAD-SP-PBT-CSP-01 created in Task 1 from the dropdown list.
* Ensure the recipe is correctly associated to enforce the policy allowing compute instances in the public subnet.

* Define the Security Zone Scope:

* UnderResources to Protect, select the compartment or specific resources (e.g., the VCN with CIDR 10.0.0.0/16 and public
subnet 10.0.10.0/24) to apply the security zone.

* Check the box to include all resources in the selected compartment if applicable.

* Create the Security Zone:

* ClickCreateto finalize the security zone creation.

* Once created, note theOCIDof the security zone from the security zone details page. The OCID will be a unique identifier starting
with ocid1.securityzone.

* Verify the Security Zone:

* Go to theSecurity Zonestab and locate IAD_SAP-PBT-CSZ-01.

* Confirm the associated recipe (IAD-SP-PBT-CSP-01) and the applied policies.

OCID of'the Created Security Zone

* The exact OCID will be generated upon creation (e.g,, ocid1.securityzone.ocl..<unique _string>).

Please enter the OCID displayed in the OCI Console after completing Step 7.

16. Frage
When trying to encrypt plaintext using Command Line Interface (CLI), the developer gets a Service Error.
This is the command the developer tried to run:

| ocs kms crypre emceype --key-id ocidl xey - - wel3e32ergte bl sugluvcs Slarmitad gie ke Ja IMBHCoravashsta ~~plaintexs foobar --endpaimt hteps://bbprfrriaseuk-mansgement.ims.us

‘What is the reason for this error?

A. The developer has the wrong endpoint.

B. The plaintext needs to be in JSON form.

C. The user should pass the key version OCID instead of the key OCID.
D. The developer forgot to specify the region.

Antwort: C

17. Frage

Task 3: Create a Master Encryption Key

Note: OCI Vault to store the key required by this task is created in the root compartment as PBI_ Vault SP Create an RSA Master
Encryption Key (MEK), where:

Key name: PBT-CERT-MEK-01-<username>

For exanple, if your username is 99008677-lab.user01, then the MEK name should be PBT-CERT-MEK-
01990086771abuser01

Ensure you eliminate special characters from the user name.

Key shape: 4096 bits

Enter the OCID of the Master Encryption Key created in the provided text box:

Antwort:

Begriindung;
See the solution below in Explanation.



Explanation:

Task 3: Create a Master Encryption Key

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vaullt.

* Select the root compartment.

* Locate and click on the vault named PBI_Vault SP.

Step 2: Create the Master Encryption Key

* Inthe PBI_Vault SP vault details page, underResources, clickKeys.

* ClickCreate Key.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-MEK-

019900867 7labuser01).

* Key Shape: SelectRSAwith4096 bits.

* Protection Mode: SelectHSM(Hardware Security Module) if available, orSoftwareif HSM is not required (based on vault
capabilities).

* Compartment: Ensure it's set to the root compartment (where PBI_Vault SP resides).

* Leave other settings (e.g,, key usage) as default unless specified.

* ClickCreate Keyand wait for the key to be generated.

Step 3: Retrieve and Enter the OCID

* After the key is created, go to theKeyssection under PBI Vault SP.

* Click on the key named PBT-CERT-MEK-01<username> (e.g., PBT-CERT-MEK-
0199008677labuser01).

* Copy theOCID(a long string starting with ocid1.key., unique to your tenancy) from the key details page.
* Enter the copied OCID exactly as it appears into the provided text box.
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