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Fortinet FCSS_CDS_AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
Terraformand Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.

Topic 1

e Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on

deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
Topic 2 (TaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on

diagnosing and resolving connectivity problens within AWS and Azure cloud services. It emphasizes
Topic 3 troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.

¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud

networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
Topic 4 section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

Fortinet FCSS - Public Cloud Security 7.6 Architect Sample Questions (Q67-
Q72):

NEW QUESTION # 67
Refer to the exhibit.
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Refer to the exhibit.
In your Amazon Web Services (AWS), you must allow inbound HTTPS access to the Customer VPC FortiGate VM from the
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internet. However, your HTTPS connection to the FortiGate VM in the Customer VPC is not successful.
Also, you nust ensure that the Customer VPC FortiGate VM sends all the outbound internet traffic through the Security VPC.
How do you correct this issue with minimal configuration changes? (Choose three.)

A. Add a route with your local internet public IP address as the destination and the internet gateway as the target.

B. Add a route with your local internet public IP address as the destination and the transit gateway as the target.

C. Deploy an internet gateway, attach it to the Customer VPC, and then associate an EIP with portl of the FortiGate in the
Custommer VPC.

D. Deploy an internet gateway, associate an EIP with the Customer VPC private subnet, and then add a new route with
destination 0.0.0.0/0 with the internet gateway as the target.

¢ E. Add a route to the destination 0.0.0.0/0 with the transit gateway as the target.

Answer: B,CE

NEW QUESTION # 68

A DevOps team is configuring Terraform to deploy Amazon Web Services (AWS) resources.

They want to use environment variables to authenticate Terraform with AWS, while ensuring that the setup works across muiltiple
developers' machines without exposing credentials in configuration files.

Which two environment variables must the team configure, at a minimum, to allow Terraform to authenticate with AWS? (Choose
two.)

A. AWS_ROLE ARN

B. AWS_ACCOUNT ID

C. AWS_SECRET ACCESS KEY
D. AWS_ACCESS KEY ID

Answer: C,D

NEW QUESTION # 69

Refer to the exhibit. After the mitial Terraform configuration in Microsoft Azure, the terraform plan command is run. Which two
statements about running the terraform plan command are true?

(Choose two.)

Terraform configuration

A. The terraform plan command makes Terraformdo a dry run.

B. The terraform plan command will deploy the rest of the resources except the service principal details.
C. You cannot run the terraform apply command before the terraform plan command.

D. You must run the terraform init command once, before the terraform plan command.

Answer: A,D

Explanation:

The terraform plan command performs a dry run, showing what actions Terraform will take without actually applying them.

Before ruming terraform plan, you must run terraform init at least once to initialize the working directory and download the required
provider plugins.

NEW QUESTION # 70



Refer to the exhibit. An administrator used the what-iftool to preview the changes to an Azure Bicep file.

‘What will happen if the administrator applies these changes in Azure?
what-if tool

Resource and property changes are indicated with these symbols:
- Delete
+ Create
~ Modify
The deployment will update the following scopejo(“
»
Scope: fsubscriptionsf.."resourceGa leGroup

~ Microsoft.Network/virtualNe e vnet-002 [2018-10-01]

- tags.Owner: "Br Qﬁ\

~ propertl m
+ 0 () F:=:RTINET
name : "subnet001"
properties.addressPrefix: "10.0.0.0/25
]

Resource changes: 1 to modify.

A. The VNet address space will be updated.

B. The vnet-002 VNet will be renamed Production.
C. A new subnet will be added to vnet-002.

D. The resulting VNet will have a single subnet.

Answer: C

Explanation:
The what-if output shows a modification (~) to the VNet vnet-002 where a new subnet (+ subnet001 with address prefix
10.0.0.0/25) will be created. Applying the changes will therefore add a new subnet to the existing VNet.

NEW QUESTION # 71
Refer to the exhibit.

what=if ool

Rasource and property changes are indicated with these symbeols:
Delete
Croate
Modify
2 deployment will update the following acopet
Szopa: favkasriptiona/./reasurceGroups/DemoGroup
= Micreosoft.Network/virtualNetworks/Serverfpps ynec [2023-11-01]

- tags.Owner: "AppRdmins™

- Hﬁn ET::-EFHUE caddressPrefixes: |
-
o L F1E*®

182 1680024
1
~ properties.sobneta: |
- 0
= properties.addressPrefix:

Eesource changes: 1 cto modify.

Refer to the exhibit.



An administrator used the what-if tool to preview changes to an Azure Bicep file.
‘What will happen if the administrator decides to apply these changes in Azure?

A. The ServerApps VNet will be renamed.

B. A new subnet will be added to ServerApps.

C. This deployment will fail and no changes will be applied.
D. Subnet 10.0.1.0/24 will replace subnet 10.0.2.0/24.

Answer: D

NEW QUESTION # 72
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