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HA #218
‘When reviewing past results of a recurring annual audit, an IS auditor notes that findings may not have been reported and

independence may not have been maintained Which of the following is the auditor's BEST course of action?

A. Inform audit management

B. Re-perform past audits to ensure independence
C. Reevaluate nternal controls

D. Inform senior management

Ef#: A

HM #219
Which of'the following should an IS auditor do FIRST when assessing the level of compliance for an organization in the banking
industry?

A. Review internal documentation to evaluate adherence to external requirements.

B. Confirm there are procedures in place to ensure organizational agreements address legal requirements.
C. Determine whether the organization has established benchimarks against industry peers for compliance.
D. Identify industry-specific requirements that apply to the organization.

Ef#: D

R #220
Which of'the following BEST demonstrates the degree of alignment between IT and business strategy?

A. Number of IT policies that refer directly to business goals

B. Percentage of users aware of information security policies

C. Number of IT projects driven by business requirements

D. Percentage of IT value drivers mapped to business value drivers

F
R

: D

R #221
Which of'the following will help detect changes made by an intruder to the system log of a server?

A. Storing the backup of'the system log offsite

B. Mirroring the system log on another server

C. Sinultaneously duplicating the system log on a write-once disk
D. Write-protecting the directory containing the system log

Ef: C

R

A write-once CD cannot be overwritten. Therefore, the system log duplicated on the disk could be compared to the original log to
detect differences, which could be the result of changes made by an intruder. Write-protecting the system log does not prevent
deletion or modification, since the superuser can override the write protection. Backup and mirroring may overwrite earlier files and
may not be current.

B #222

An S auditor observes a weakness in the tape management systemat a data center in that some parameters are set to bypass or
ignore tape header records. Which of the following is the MOST effective compensating control for this weakness?


https://www.xhs1991.com/CISA.html

A. Staging and job set up

B. Supervisory review of logs
C. Regular back-up of tapes
D. Offsite storage of tapes

EfE: A

fiR .-

Ifthe IS auditor finds that there are effective staging and job set up processes, this can be accepted as a compensating control.
Choice B is a detective control while choices C and D are corrective controls, none of which would serve as good compensating
controls.
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