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WGU Managing Cloud Security (JY02) Sample Questions (Q49-Q54):
NEW QUESTION # 49 
An organization is informed by its cloud provider that a storage device containing some of the organization's data has been seized as
possible evidence in a court case, but the organization itself is not involved in any ongoing court cases. Which characteristic of a
cloud environment architecture makes such a scenario possible?

A. Virtualization
B. Platform as a service (PaaS)
C. Software as a service (SaaS)
D. Multitenancy
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Answer: D

Explanation:
The scenario arises because ofmultitenancy, a core cloud characteristic where multiple customers share the same physical
infrastructure. If a storage device containing multiple tenants' data is seized as part of a case involving another customer, unrelated
organizations may still be affected.
Virtualization enables resource abstraction, but multitenancy specifically introduces shared infrastructure risks. SaaS and PaaS are
service models, not architectural characteristics.
Multitenancy offers efficiency and cost benefits but raises challenges for data sovereignty, legal jurisdiction, and evidentiary control.
Providers mitigate these risks through encryption, logical isolation, and contractual terms. Customers must understand these
implications when handling regulated or sensitive data in cloud environments.

NEW QUESTION # 50 
Which component allows customers to transfer data into and out of a cloud computing vendor's environment?

A. Virtual display
B. Firewall
C. Load balancer
D. Network

Answer: D

Explanation:
Thenetworkis the component that enables customers to transfer data into and out of a cloud environment. It provides the
connectivity through which data is uploaded, downloaded, and exchanged between customer systems and cloud infrastructure.
Firewalls protect the network by filtering traffic, load balancers distribute requests across resources, and virtual displays present
interfaces, but none directly facilitate the transfer of data.
In cloud models, secure networking is critical. Protocols like TLS encrypt traffic, while VPNs and private links provide additional
isolation. Reliable networking ensures availability, while strong controls safeguard confidentiality and integrity. Customers must
ensure that the cloud provider offers secure, high-performance network services to support business needs.

NEW QUESTION # 51 
An organization is going through the process of selecting a new enterprise resource management (ERM) vendor. The organization
has already selected the vendor and is now preparing to go through the onboarding process. Which specific issues should be
discussed between the organization and the vendor during this phase?

A. Ensuring the vendor has securely destroyed all confidential information
B. Deciding how to respond to the request for proposal (RFP)
C. Identifying the business need the vendor will address
D. Verifying the details of the contract and arrangements for data transfer

Answer: D

Explanation:
Once a vendor has been selected, the onboarding phase requirescontractual verification and technical arrangements for data transfer.
This step ensures that service levels, compliance requirements, encryption standards, and responsibilities are clearly defined before
operations begin.
Options such as identifying the business need or responding to the RFP are pre-selection activities. Ensuring secure destruction of
data is relevant to offboarding, not onboarding. Therefore, the most critical onboarding task is verifying the contract details and
ensuring secure data transfer agreements.
Discussing these issues protects the organization from legal disputes, ensures smooth technical integration, and supports compliance
with frameworks such as GDPR and PCI DSS. It also defines the scope of vendor accountability in case of security incidents.

NEW QUESTION # 52 
An organization is implementing a new hybrid cloud deployment. Before granting access to any of the resources, the security team
wants to ensure that all employees are checked against a database to see if they are allowed to access the requested resource.
Which type of security control is the organization leveraging for its employees?



A. Authentication
B. Authorization
C. Antispyware program
D. Web application firewall (WAF)

Answer: B

Explanation:
The described control isauthorization, which occurs after authentication. Authorization determines what resources a user can access
based on their role, attributes, or policies stored in an access control database.
Authentication confirms identity, but authorization validates permissions. WAFs protect applications from malicious traffic, and
antispyware tools detect malware. Neither applies to access decisions.
By checking users against a database of permissions, the organization enforces the principle of least privilege, ensuring employees
only access the resources necessary for their role. This strengthens data protection, reduces insider threats, and aligns with
compliance requirements for access governance.

NEW QUESTION # 53 
Which U.S. standard is used by federal government agencies to manage enterprise risk?

A. The Statement on Standards for Attestation Engagements 18 (SSAE 18)
B. The Committee of Sponsoring Organizations (COSO) framework
C. International Organization for Standardization (ISO) 37500
D. The National Institute of Standards and Technology (NIST) SP 800-37

Answer: D

Explanation:
Federal agencies in the U.S. rely onNIST SP 800-37, Risk Management Framework (RMF), to manage enterprise risk. RMF
provides a structured process for categorizing systems, selecting controls, implementing safeguards, assessing effectiveness,
authorizing operations, and continuous monitoring.
ISO 37500 deals with outsourcing governance, SSAE 18 governs service provider audits, and COSO is a corporate governance
framework but not specific to federal agencies.
NIST RMF is integrated with the Federal Information Security Modernization Act (FISMA) requirements, ensuring agencies
manage cybersecurity risks consistently. Its adoption is expanding beyond government into industries seeking comprehensive,
repeatable risk management processes.
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