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Microsoft Security Compliance and Identity Fundamentals Sample Questions
(Q158-Q163):

NEW QUESTION # 158
Select the answer that correctly completes the sentence.

Answer:

Explanation:

Explanation:

Assessments

In Microsoft Purview Compliance Manager, assessments are the core components used to track compliance with groupings of
controls from specific regulations, standards, or requirements.

According to official Microsoft Security, Compliance, and Identity (SCI) learning content, particularty within the SC-400 and SC-
900 certification tracks, the role of assessments is explicitly defined as:

"Assessments in Compliance Manager help you track, implement, and improve compliance with requirements from standards and
regulations. Each assessment maps to a specific regulation or control framework, such as ISO 27001, NIST, GDPR, or HIPAA,
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and includes a set of controls and recommended improvement actions." Further extracted content from SCI documentation confirns:
"An assessiment is used to measure your compliance posture against a particular regulation or standard. It includes control mappings
and provides insight into what's in place and what still needs to be addressed to meet the compliance goals." The other options in the
dropdown - Templates, Improvement actions, and Solutions - serve different functions:

* Templates provide a blueprint for creating assessments.

* Improvement actions are actionable steps generated within assessments.

* Solutions in Microsoft Purview refer to bundled capabilities like Insider Risk Management, Information Protection, etc.

Therefore, to track compliance with groupings of controls from a specific regulation or requirerment, the correct and Microsoft-
verified termis "Assessments."

NEW QUESTION # 159

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer:

Explanation:

Section: Describe the Capabilities of Microsoft Compliance Solutions

Explanation:

Box 1: Yes

You can use sensitivity labels to provide protection settings that include encryption of emails and docurments to prevent unauthorized
people from accessing this data.

Box 2: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding watermarks, headers, or footers to
documents that have the label applied.

Box 3: Yes

You can use sensitivity labels to mark the content when you use Office apps, by adding headers, or footers to email that have the
label applied.

Reference:

httpsz/docs.microsoft.comyen-us/microsoft-365/compliance/sensitivity-labels ?view=0365-worldwide

NEW QUESTION # 160

Match the Azure networking service to the appropriate description.

To answer, drag the appropriate service from the column on the left to its description on the right. Each service may be used once,
more than once, or not at all.

NOTE: Each correct match is worth one point.

Answer:

Explanation:

Explanation

Graphical user interface, application Description automatically generated

Box 1: Azure Firewall

Azure Firewall provide Source Network Address Translation and Destination Network Address Translation.

Box 2: Azure Bastion

Azure Bastion provides secure and seamless RDP/SSH connectivity to your virtual machines directly fromthe Azure portal over
TLS.

Box 3: Network security group (NSG)

You can use an Azure network security group to filter network traffic to and from Azure resources in an Azure virtual network.

NEW QUESTION # 161
You need to create a data loss prevention (DLP) policy. What should you use?

e A. the Microsoft 365 Defender portal



¢ B. the Microsoft Endpoint Manager admin center
e (. the Microsoft 365 Compliance center
e D. the Microsoft 365 admin center

Answer: C

Explanation:

In Microsoft's Security, Compliance, and Identity guidance, Data Loss Prevention (DLP) is configured from the compliance portal
(formerly called the Microsoft 365 Conpliance Center, now Microsoft Purview compliance portal). Microsoft's documentation
states that DLP is administered from the compliance experience: "Use data loss prevention (DLP) policies in the Microsoft Purview
compliance portal to help identify, monitor, and automatically protect sensitive itens" across Microsoft 365 workloads. It further
specifies where you create policies: "To create a DLP policy, go to the Microsoft Purview compliance portal

> Data loss prevention > Policies and choose Create policy." The portal provides policy templates, locations, and rules that "help
prevent the inadvertent sharing of sensitive information” and enable "policy tips and automatic remediation actions" (such as
restricting access, auditing, or blocking).

By contrast, the Microsoft 365 admin center is for tenant administration and licensing, not DLP policy authoring. The Microsoft
Endpoint Manager admin center (Intune) manages device and app protection policies, not Microsoft 365 DLP policies. The
Microsoft 365 Defender portal surfaces security alerts and investigations but does not host the creation workflow for DLP policies.
Therefore, when the requirement is to create a DLP policy, Microsoft directs administrators to the Microsoft 365 Compliance center
(Microsoft Purview conpliance portal) where the DLP solutions and policy creation wizard reside.

NEW QUESTION # 162
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Microsoft Entra Permissions Management is Microsoft's cloud infrastructure entitlement management (CIEM) solution delivered in
the Microsoft Entra admin center, not in the Microsoft Purview compliance portal. Microsoft guidance describes it as a CIEM
service that provides "centralized visibility, right-sizing, and governance of permissions across clouds" and is accessed and
administered from the Entra portal under Permissions Management. The Purview compliance portal is used for compliance solutions
such as Compliance Manager, Information Protection, DLP, eDiscovery, and Insider Risk-not CIEM-so statement

1 is No.

Permissions Management supports multicloud environments. Microsoft documentation states that it

"discovers, monitors, and manages permissions for identities and resources across Microsoft Azure, Amazon Web Services (AWS),
and Google Cloud Platform (GCP)." It calculates a Permission Creep Index (PCI), surfaces excessive permissions, and
recommends remediation across these clouds; therefore, using it to manage permissions in AWS is supported-statement 2 is Yes.
Regarding secure scores: Permissions Management focuses on entitlements (e.g,, effective permissions, PCI, right-sizing actions).
Microsoft Secure Score (and Identity Secure Score) are separate posture metrics exposed in Microsoft 365 Defender and
Microsoft Entra ID, respectively. The Permissions Management blade does not present Microsoft Secure Score; instead, it shows
CIEM-specific insights and PCI. Consequently, the claim that Secure Score can be reviewed from Permissions Management in the
Entra admin center is No.

NEW QUESTION # 163

Fortunately, there's no need to worry anymore. Now you can access and analyze your SC-900 exam dumps by using the
resourceful and well-researched Microsoft Security Compliance and Identity Fundamentals exam questions that is available only on
Itcertking. This easy-to-use SC-900 practice material encompasses the whole syllabus and its users find it very competitive as its
Real SC-900 Questions are specially Itcertking in this field. Each candidate has a different style of learning and preparation. They
find it beneficial to pursue their desired study pattern for improved results.
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