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HE#21

You manage a critical, user-facing application and have configured a service level objective (SLO) in Cloud Monitoring to track
99% availability over a 30-day rolling window. Recently, a series of mnor issues have increased latency, causing the error budget to
be consumed at an accelerated rate. You need to be proactively notified when the service is at risk of violating its SLO before the
error budget is fully depleted. What should you do?

¢ A Create a custom dashboard in Cloud Monitoring that visualizes the SLO compliance percentage and the remaining error
budget. Configure the dashboard to send a scheduled daily report through email.

¢ B. In Cloud Monitoring, create an alerting policy based on the SLO's error budget burn rate. Configure the alert to trigger
when the current consumption rate is projected to exhaust the budget before the end of the 30-day compliance period.

¢ C. Configure a log-based metric in Cloud Monitoring that tracks the rate of application error logs. Create an alerting policy on
this metric that triggers when the error rate shows a significant anomalous deviation from its historical baseline.

¢ D. In Metrics Explorer, create an alerting policy based on the average request latency for the application's load balancer.
Configure the alert to trigger if latency exceeds a predefined threshold.

Ef#: B
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Comprehensive and Detailed 150 to 200 words of Explanation From Google Cloud DevOps guides docurments:

In Site Reliability Engmeering (SRE), the most effective way to manage an SLO is through Burn Rate Alerting. According to Google
Cloud's SRE documentation, a burn rate is the speed at which the error budget is being consumed relative to the SLO's compliance
period. Relying on simple threshold alerts (Option D) or manual dashboard checks (Option B) often leads to "alert fatigue" or missed
signals because they do not account for the rate of depletion over time.

By creating an alerting policy in Cloud Monitoring specifically based on the burn rate, you can identify

"fast burns" (sudden outages) and "slow burns" (gradual regressions like increased latency). The system calculates the projection; if
the current rate of error budget consumption is high enough to exhaust the remaining budget before the end of the 30-day window, it
triggers a proactive notification. This allows the team to intervene while they still have a portion of the error budget remaining,
effectively preventing an SLO violation rather than merely reacting to one after the fact. This approach aligns perfectly with Google
Cloud's recommended practices for automated, data-driven incident prevention.

B #22

You are the Site Reliability Engineer responsible for managing your company's data services and products.

You regularly navigate operational challenges, such as unpredictable data volume and high cost, with your company's data ingestion
processes. You recently learned that a new data ingestion product will be developed in Google Cloud. You need to collaborate with
the product development team to provide operational input on the new product. What should you do?

¢ A. When the initial product version passes the quality assurance phase and compliance assessments, deploy the product to a
staging environment. Share error logs and performance metrics with the product development team.

e B. Review the design of the product with the product development team to provide feedback early in the design phase.

e C. When the new product is used by at least one internal customer in production, share error logs and monitoring metrics with
the product development team.

¢ D. Deploy the prototype product in a test environment, run a load test, and share the results with the product development
team

EfE: B
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Explanation

The correct answer is D. Review the design of the product with the product development team to provide feedback early in the
design phase.

According to the Google Cloud DevOps best practices, a Site Reliability Engineer (SRE) should collaborate with the product
development team from the beginning of the product lifecycle, not just after the product is deployed or tested. This way, the SRE
can provide operational input on the product design, such as scalability, reliability, security, and cost efficiency. The SRE can also
help define service level objectives (SLOs) and service level indicators (SLIs) for the product, as well as monitoring and alerting
strategies. By collaborating early and often, the SRE and the product development team can ensure that the product meets the
operational requirements and expectations of the customers.



B #23

You work for a global organization and are running a monolithic application on Compute Engine You need to select the machine
type for the application to use that optimizes CPU utilization by using the fewest number of steps You want to use historical system
metnes to identify the machine type for the application to use You want to follow Google-recommended practices What should you
do?

A. Use the Recommender API and apply the suggested recommendations

B. Create an Agent Policy to automatically install Ops Agent in all VMs

C. Review the Cloud Monitoring dashboard for the VM and choose the machine type with the lowest CPU utilization
D. Install the Ops Agent in a fleet of VM by using the gcloud CLI

EfE: A
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You are responding to a high-priority incident where a critical, user-facing payment service is experiencing a

50% error rate. The cause is a non-critical, batch analytics Dataflow pipeline flooding a shared Memorystore for Redis instance with
writes, which has spiked read latency for the payment service. A full rolback of the Dataflow pipeline's deployment will take 15

minutes to complete through your CI/CD process. You need to restore the payment service as quickly as possible. What should you
do?

¢ A Inthe Google Cloud console, edit the Memorystore for Redis instance and increase its capacity tier.

¢ B. Use Cloud Profiler to inspect the Dataflow pipeline's execution graph to pinpoint the source of the excessive writes.
¢ (. Cancel the active Dataflow job.

e D. Initiate an automated rollback of the Dataflow pipeline's deployment to revert to the last stable version.

Ef#: C
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Comprehensive and Detailed 150 to 200 words of Explanation From Google Cloud DevOps guides documents:

In incident management, the primary goal during the "Mitigation" phase is to restore service levels as quickly as possible, often
referred to as "stopping the bleeding." Google Cloud's SRE principles emphasize that during a high-priority incident, you should
prioritize actions that have an immediate impact over long-term fixes or deep-dive forensics. While a rollback (Option C) is a
standard procedure, the 15-minute CI/CD overhead is too slow when a critical payment service is failing, Using Cloud Profiler
(Option A) is a diagnostic step that should be reserved for the post-mortem phase, not the heat of the outage.

Canceling the active Dataflow job (Option D) is the fastest way to alleviate the pressure on the shared Memorystore instance. Since
the Dataflow pipeline is "non-critical" and "batch-based," stopping it has a low business impact compared to the payment service
outage. Once the job is canceled, the write pressure on Redis drops instantly, reducing read latency and restoring the payment
service to health. This aligns with the SRE practice of "shedding load" to protect critical system components. Once the immediate
crisis is resolved, the team can then investigate the root cause and implement long-term fixes like rate limiting or resource isolation.

I #25

Your application services run in Google Kubernetes Engine (GKE). You want to make sure that only images from your centrally-
managed Google Container Registry (GCR) image registry in the altostrat-images project can be deployed to the cluster while
minimizing development time. What should you do?

A. Add a tag to each image in ger.io/altostrat-images and check that this tag is present when the image is deployed.
B. Create a custom builder for Cloud Build that will only push images to ger.io/altostrat-images.

C. Use a Binary Authorization policy that includes the whitelist name pattern ger.io/attostrat-images/.

D. Add logic to the deployment pipeline to check that all manifests contain only images from ger.io/altostrat-images.
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