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Ping Identity PT-AM-CPE Exam Syllabus Topics:

Topic Details

Topic 1
Federating Across Entities Using SAML2: This domain covers implementing single sign-on using SAML
v2.0 and delegating authentication responsibilities between SAML2 entities.

Topic 2
Installing and Deploying AM: This domain encompasses installing and upgrading PingAM, hardening
security configurations, setting up clustered environments, and deploying PingOne Advanced Identity
Platform to the cloud.

Topic 3
Extending Services Using OAuth2-Based Protocols: This domain addresses integrating applications with
OAuth 2.0 and OpenID Connect, securing OAuth2 clients with mutual TLS and proof-of-possession,
transforming OAuth2 tokens, and implementing social authentication.
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Topic 4
Improving Access Management Security: This domain focuses on strengthening authentication security,
implementing context-aware authentication experiences, and establishing continuous risk monitoring
throughout user sessions.

Topic 5
Enhancing Intelligent Access: This domain covers implementing authentication mechanisms, using
PingGateway to protect websites, and establishing access control policies for resources.

Ping Identity Certified Professional - PingAM Exam Sample Questions (Q83-
Q88):
NEW QUESTION # 83 
Which of the following code examples inserts a may_act claim to the resulting token in a PingAM implementation?

A. var mayAct = /* is a JSON object with may act property data */ requestedToken.setMayAct(mayAct)
B. var mayAct = /* is a JSON object with may act property data */ requestedToken.addMayAct(mayAct)
C. var mayAct = /* is a JSON object with may act property data */ token.addMayAct(mayAct)
D. var mayAct = /* is a JSON object with may act property data */ token.setMayAct(mayAct)

Answer: B

Explanation:
In PingAM 8.0.2, the OAuth 2.0 Token Exchange (RFC 8693) implementation allows for complex identity delegation scenarios.
The may_act claim is a specific claim used to indicate that one entity is authorized to act on behalf of another. When customizing the
behavior of token exchange via the OAuth2 Token Exchange Script, developers interact with specific scriptable objects provided by
the PingAM engine.
According to the "Scripting API" for OAuth2 and the "Token Exchange" developer guide, the requestedToken object is the primary
interface used to modify the structure of the token being issued during the exchange. To insert the may_act claim, the API provides
the addMayAct() method.
The may_act claim is technically a JSON object that contains a sub (subject) claim of the entity that is allowed to act as the subject
of the token. In the scripting environment:
The requestedToken variable represents the token currently being minted.
The .addMayAct() method is the defined function signature to append this delegation metadata.
Why other options are incorrect:
Options A and D: The object name token is not the standard binding used for the target token in the Token Exchange script context;
requestedToken is the correct binding.
Option C: The method name setMayAct is incorrect. The PingAM API uses the add prefix for these types of claims (similar to
addActor), reflecting the underlying structure where these claims are added to the claim set of the JWT.
Using the correct syntax requestedToken.addMayAct(mayAct) ensures that the resulting Access Token or ID Token contains the
correctly formatted delegation information required by resource servers to validate that the "Actor" has the permission to represent
the "Subject."

NEW QUESTION # 84 
Does the user who runs the PingAM process need to have a home directory?

A. Yes, because this is where PingAM stores some of the configuration
B. No, not at all
C. Yes, because otherwise the process cannot listen on a port below 1024
D. Yes, because this is where PingAM stores a pointer to the configuration

Answer: D

Explanation:
According to the PingAM 8.0.2 Installation Guide, the user account on the operating system that runs the web application container
(such as Apache Tomcat) must have a home directory. This requirement is critical for the "Bootstrap" process of the application.
When PingAM starts for the first time or after a restart, the binaries need to know where the configuration data resides. PingAM
looks for a hidden directory in the user's home directory named .openamcfg (or a similar name based on the deployment path).
Inside this directory, AM creates and reads a file that contains the absolute path to the actual configuration directory (e.g.,
/home/tomcat/openam). This file acts as the pointer or "bootstrap" record.



If the user running the process does not have a home directory, the AM application will fail to initialize because it cannot create this
bootstrap pointer. This often results in a "Configuration failed" error or the application reverting to an "unconfigured" state upon every
restart. While it is possible to override the location of the configuration directory using JVM system properties (like -
Dcom.sun.identity.configuration.directory), the default behavior and best practice documented for standard deployments assume the
existence of a home directory for the service user. This ensures that configuration remains persistent and isolated from the web
container's temporary application files. Option C is incorrect as port listening restrictions are handled by the OS kernel/root
privileges, not the existence of a home directory.

NEW QUESTION # 85 
What is the purpose of the extended metadata in PingAM?

A. It specifies the certificates and keys for the SAML2 entity
B. It specifies additional information about a SAML2 entity specific to PingAM
C. It is a standard way to communicate supported SAML2 features
D. It specifies the policy to invoke during SAML2 federation

Answer: B

Explanation:
In SAML 2.0 Federation, there is a standard XML schema (defined by OASIS) that all vendors use to describe an Identity
Provider (IdP) or Service Provider (SP). This is known as "Standard Metadata." However, standard metadata does not include
every configuration option required to run a sophisticated Access Management server.
PingAM 8.0.2 uses Extended Metadata to store implementation-specific settings that fall outside the OASIS SAML 2.0
specification. According to the "SAML 2.0 Guide," extended metadata is stored as a separate configuration file (or JSON entry in
newer versions) and includes parameters such as:
Identity Store Mapping: Which attribute in the local datastore matches the SAML NameID.
Session Information: How AM should handle the session lifecycle after a successful SAML assertion.
Attribute Mapping: Detailed instructions on how to transform local LDAP attributes into SAML attributes (and vice versa).
Authentication Trees: Which specific tree should be triggered when a request arrives at the IdP.
Option D is the correct description. Option C is incorrect because extended metadata is not a standard way to communicate
features; in fact, other SAML products (like ADFS or Okta) cannot read or process PingAM's extended metadata. Option A is
incorrect because basic certificates/keys are usually part of the standard metadata (KeyDescriptor), and Option B is incorrect
because SAML federation usually triggers authentication journeys or attribute mapping rather than a standard authorization "policy."

NEW QUESTION # 86 
Which one of the default PingAM audit log file contains messages related to changes made to sessions by end users?

A. authentication.audit.json
B. access.audit.json
C. config.audit.json
D. activity.audit.json

Answer: B

Explanation:
In PingAM 8.0.2, the audit logging service is designed to provide a comprehensive record of events for security, compliance, and
troubleshooting. The audit logs are categorized by the type of event they record. According to the "Audit Logging Reference,"
PingAM generates several default log files, typically in JSON format.
The access.audit.json file is the primary log for events related to the lifecycle of a session and access to resources. This includes:
Session Creation: When a user successfully authenticates and a new session is established.
Session Termination: When a user logs out or a session expires.
Session Updates: Any changes made to the session, such as a Session Upgrade or modification of session properties by the end user
or an application.
Policy Evaluations: Records of when a user requests access to a protected resource and the resulting permit or deny decision.
By contrast, the config.audit.json (Option B) records administrative changes to the system configuration (e.g., modifying a realm or a
node). The authentication.audit.json (Option C) focuses specifically on the steps within an authentication tree, such as which nodes
were visited and whether they succeeded or failed. While session changes happen after or as a result of authentication, the resulting
session management event is logged in the access audit. The activity.audit.json (Option D) is generally used for internal system tasks
and background processes. Therefore, for monitoring end-user session modifications, the access.audit.json is the correct



authoritative source defined in the PingAM 8 documentation.

NEW QUESTION # 87 
Which of the following statements about the PingAM tree designer is not true?

A. The PingAM tree designer is able to display custom and Ping Identity Marketplace nodes to use together with shipped
nodes
B. The PingAM tree designer lets you terminate the tree with a success node, a failure node, or a node linking to another
authentication tree
C. The PingAM tree designer lets you create complex authentication by linking nodes together, creating loops, and nesting
nodes within a tree
D. The PingAM tree designer lets you integrate inner trees in the authentication flow

Answer: C

Explanation:
The Tree Designer in PingAM 8.0.2 is a visual, drag-and-drop tool used to build sophisticated login journeys. While it is highly
flexible, it follows specific structural rules to ensure the authentication engine can execute the logic predictably.
Analysis of the statements:
Statement A is true: Trees must terminate in an outcome. Success and Failure nodes are standard. Additionally, the Inner Tree
Evaluator node allows one tree to hand off processing to another "child" tree.
Statement C is true: The designer is extensible. Administrators can develop their own Java or Scripted nodes, and the Ping Identity
Marketplace provides a wide range of third-party nodes (e.g., for biometric providers or specialized risk engines) that appear in the
designer palette once installed.
Statement D is true: "Inner trees" are a supported concept, allowing for modularity where common logic (like MFA) can be built
once and called from multiple parent trees.
Statement B is the "not true" statement. While the designer allows for complex logic and loops (e.g., looping back to a username
prompt if a password is wrong), it does not support nesting nodes within a tree. In PingAM architecture, nodes are atomic
components placed on a flat canvas. You cannot "nest" a node inside another node's configuration in the visual designer. Complexity
is achieved through the branching and linking of these atomic nodes. If logic needs to be "nested" or grouped, it is done by creating a
separate tree and calling it as an Inner Tree. Understanding this structural limitation is key for architects designing modular
authentication frameworks.
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