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(Q187-Q192):
NEW QUESTION # 187 
What useful information is gathered during a successful Simple Mail Transfer Protocol (SMTP) enumeration?

A. The two internal commands VRFY and EXPN provide a confirmation of valid users, email addresses, aliases, and mailing
lists.
B. A list of all mail proxy server addresses used by the targeted host
C. Reveals the daily outgoing message limits before mailboxes are locked
D. The internal command RCPT provides a list of ports open to message traffic.
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Answer: A

NEW QUESTION # 188 
As a cybersecurity analyst for SecureNet, you are performing a security assessment of a new mobile payment application. One of
your primary concerns is the secure storage of customer data on the device. The application stores sensitive information such as
credit card details and personal identification numbers (PINs) on the device. Which of the following measures would best ensure the
security of this data?

A. Regularly update the app to the latest version.
B. Implement biometric authentication for app access.
C. Enable GPS tracking for all devices using the app.
D. Encrypt all sensitive data stored on the device.

Answer: D

Explanation:
Encrypting all sensitive data stored on the device is the best measure to ensure the security of this data, because it protects the data
from unauthorized access or disclosure, even if the device is lost, stolen, or compromised. Encryption is a process of transforming
data into an unreadable format using a secret key or algorithm. Only authorized parties who have the correct key or algorithm can
decrypt and access the data.
Encryption can be applied to data at rest, such as files or databases, or data in transit, such as network traffic or messages.
Encryption can prevent attackers from stealing or tampering with the customer data stored on the device, such as credit card details
and PINs, which can cause financial or identity fraud.
The other options are not as effective or sufficient as encryption for securing the customer data stored on the device. Implementing
biometric authentication for app access may provide an additional layer of security, but it does not protect the data from being
accessed by other means, such as malware, physical access, or backup extraction. Enabling GPS tracking for all devices using the
app may help locate the device in case of loss or theft, but it does not prevent the data from being accessed by unauthorized parties,
and it may also pose privacy risks. Regularly updating the app to the latest version may help fix bugs or vulnerabilities, but it does not
guarantee the security of the data, especially if the app does not use encryption or other security features.
References:
Securely Storing Data | Security.org
Data Storage Security: 5 Best Practices to Secure Your Data
M9: Insecure Data Storage | OWASP Foundation

NEW QUESTION # 189 
What is the algorithm used by LM for Windows 2000 SAM?

A. DES
B. SHA
C. SSL
D. MD4

Answer: A

Explanation:
LAN Manager (LM) hashes are legacy password hashing methods used in older Windows systems (including Windows 2000 for
backward compatibility). LM hashing works by:
Converting the password to uppercase.
Padding or truncating it to 14 characters.
Splitting it into two 7-character halves.
Using each half as a DES key to encrypt a known constant ("KGS!@#$%").
Therefore, LM hashing uses the DES (Data Encryption Standard) algorithm.
From CEH v13 Official Courseware:
Module 6: Malware Threats # Password Storage and LM Hash Structure
Reference:CEH v13 Study Guide - Module 6: Windows Password StorageMicrosoft Security Documentation
- LM/NTLM Authentication
======



NEW QUESTION # 190 
A DDOS attack is performed at layer 7 to take down web infrastructure. Partial HTTP requests are sent to the web infrastructure or
applications. Upon receiving a partial request, the target servers opens multiple connections and keeps waiting for the requests to
complete.
Which attack is being described here?

A. Slowloris attack
B. Phlashing
C. Session splicing
D. Desynchronization

Answer: A

Explanation:
Developed by Robert "RSnake" Hansen, Slowloris is DDoS attack software that permits one computer to require down an internet
server. Due the straightforward yet elegant nature of this attack, it requires minimal bandwidth to implement and affects the target
server's web server only, with almost no side effects on other services and ports.
Slowloris has proven highly-effective against many popular sorts of web server software, including Apache 1.
x and 2.x.
Over the years, Slowloris has been credited with variety of high-profile server takedowns. Notably, it had been used extensively by
Iranian 'hackivists' following the 2009 Iranian presidential election to attack Iranian government internet sites .
Slowloris works by opening multiple connections to the targeted web server and keeping them open as long as possible. It does this
by continuously sending partial HTTP requests, none of which are ever completed. The attacked servers open more and connections
open, expecting each of the attack requests to be completed.
Periodically, the Slowloris sends subsequent HTTP headers for every request, but never actually completes the request. Ultimately,
the targeted server's maximum concurrent connection pool is filled, and extra (legitimate) connection attempts are denied.
By sending partial, as against malformed, packets, Slowloris can easily elapse traditional Intrusion Detection systems.
Named after a kind of slow-moving Asian primate, Slowloris really does win the race by moving slowly and steadily. A Slowloris
attack must await sockets to be released by legitimate requests before consuming them one by one.
For a high-volume internet site , this will take a while . the method are often further slowed if legitimate sessions are reinitiated. But
within the end, if the attack is unmitigated, Slowloris-like the tortoise-wins the race.
If undetected or unmitigated, Slowloris attacks also can last for long periods of your time . When attacked sockets outing , Slowloris
simply reinitiates the connections, continuing to reach the online server until mitigated.
Designed for stealth also as efficacy, Slowloris are often modified to send different host headers within the event that a virtual host is
targeted, and logs are stored separately for every virtual host.
More importantly, within the course of an attack, Slowloris are often set to suppress log file creation. this suggests the attack can
catch unmonitored servers off-guard, with none red flags appearing in log file entries.
Methods of mitigation
Imperva's security services are enabled by reverse proxy technology, used for inspection of all incoming requests on their thanks to
the clients' servers.
Imperva's secured proxy won't forward any partial connection requests-rendering all Slowloris DDoS attack attempts completely
and utterly useless.

NEW QUESTION # 191 
Bill has been hired as a penetration tester and cybersecurity auditor for a major credit card company. Which information security
standard is most applicable to his role?

A. FISMA
B. Sarbanes-Oxley Act
C. PCI-DSS
D. HITECH

Answer: C

Explanation:
In CEH v13 Module 01: Information Security Governance, PCI-DSS (Payment Card Industry Data Security Standard) is
introduced as the mandatory compliance framework for organizations handling credit card transactions.
PCI-DSS Requirements Include:
Encrypting cardholder data.
Maintaining secure systems and applications.



Regular vulnerability testing and audits.
Restricting access to sensitive data.
Option Clarification:
A: FISMA: Applies to U.S. federal information systems.
B: HITECH: Related to health information privacy and HIPAA.
C: PCI-DSS: Correct for credit card companies and merchant environments.
D: SOX (Sarbanes-Oxley): Focuses on financial reporting, not card data.
Reference:
Module 01 - Compliance Standards: PCI-DSS Overview
CEH eBook: Security Regulations in the Financial Sector
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