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Z| &l CrowdStrike Falcon Certification Program CCFH-202b S 2 S &EX|
(Q24-Q29):

A2 #24
Which SPL (Splunk) field name can be used to automatically convert Unix times (Epoch) to UTC readable time within the Flacon
Event Search?

A, time

B. utc_time
C. conv_time
D. time

HE. A

dE:

_time is the SPL (Splunk) field name that can be used to automatically convert Unix times (Epoch) to UTC readable time within the
Falcon Event Search. It is a default field that shows the timestamp of each event in a human-readable format. utc_time, conv_time,
and time are not valid SPL field names for converting Unix times to UTC readable time.

BE #25
What information is provided when using [P Search to look up an IP address?

A. Both internal and external IPs
B. Suspicious IP addresses

C. External IPs only

D. Internal IPs only

.|

o
m

: C

Y.

IP Search is an Investigate tool that allows you to look up information about external IPs only. It shows information such as
geolocation, network connection events, detection history, etc. for each external IP address that has communicated with your hosts.
It does not show information about internal IPs, suspicious IPs, or both internal and external IPs.

EE #26
The Events Data Dictionary found in the Falcon documentation is useful for writing hunting queries because:

A. Tt provides a list of compatible splunk commands used to query event data

B. It provides a reference of information about the events found in the Investigate > Event Search page of the Falcon Console
C. It provides a list of all the detect names and descriptions found in the Falcon Cloud

D. It provides pre-defined queries you can customize to meet your specific threat hunting needs

HE: B

Y.

This is the correct answer for the same reason as above. The Events Data Dictionary provides a reference of information about the
events found in the Investigate > Event Search page of the Falcon Console, which is useful for writing hunting queries. It does not
provide pre-defined queries, detect names and descriptions, or compatible splunk commands.

HE#27
A benefit of using a threat hunting framework is that it:

A. Eliminates false positives

B. Provides high fidelity threat actor attribution

C. Provides actionable, repeatable steps to conduct threat hunting
D. Automatically generates incident reports



He: C

Y.

A threat hunting framework is a methodology that guides threat hunters in planning, executing, and improving their threat hunting
activities. A benefit of using a threat hunting framework is that it provides actionable, repeatable steps to conduct threat hunting in a
consistent and efficient manner. A threat hunting framework does not automatically generate incident reports, elimmnate false
positives, or provide high fidelity threat actor attribution, as these are dependent on other factors such as data sources, tools, and
analysis skills.

HAE #28

Adversaries commonly execute discovery commands such as netexe, ipconfig.exe, and whoami exe. Rather than query for each of
these commands individually, you would like to use a single query with all of them. What Splunk operator is needed to complete the
following query?

iﬁd-v-ntd event._simple!l’m-é: ocessRollup2 (FileNarme=net.exe FileName=ipconfig.exe
_'_B'l'.[elm'-whaami .ex=) | table ComputerName U=zerName CileName CommandLine

A. OR
B.NOT
C.IN
D. AND

HE: A

ME.

The OR operator is needed to complete the following query, as it allows to search for events that match any of the specified values.

The query would look like this:

event_simpleName=ProcessRollup2 FileName=net.exe OR FileName=ipconfig.exe OR FileName=whoami.exe The OR operator

is used to combine multiple search terms or expressions and return events that match at least one of them. The IN, NOT, and AND
operators are not suitable for this query, as they have different functions and meanings.
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