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H #29
Which of'the following is required to be included in an incident response plan?

¢ A Procedures for notifying PCI SSC of the security incident.

¢ B. Procedures for securely deleting incident response records immediately upon resolution of the incident.
¢ (. Procedures for responding to the detection of unauthorized wireless access points.

¢ D. Procedures for launching a reverse-attack on the individual(s) responsible for the security incident.

Ef#: C

A -

According toRequirement 12.10.1, an effectiveincident response plan (IRP)must include steps to detect, respond to, and contain
incidents such asunauthorised wireless access points. PCI DSS11.2.1also mandates quarterly rogue AP detection.

* Option A#Incorrect. Notification to PCI SSC is not required; notification goes toacquirers/payment brands.

* Option B#Correct. The IRP must includeresponse to unauthorised wireless access detection.

* Option C#lIncorrect. Records must beretained, not deleted.

* Option D#Incorrect. Retaliatory or offensive actions arenot allowed or recommended.

References:

PCI DSS v4.0.1 - Requirements 12.10.1 and 11.2.1.

B #30
Which scenario meets PCI DSS requirements for restricting access to databases containing cardholder data?

A. User access to the database Is restricted to system and network administrators.

B. Direct queries to the database are restricted to shared database administrator accounts.
C. Application IDs for database applications can only be used by database administrators.
D. User access to the database Is only through programmatic methods.

IEf#: D

fi .-

Restricting Database Access

* PCI DSS Requirement 7.2 specifies that access to cardholder data, including databases, must be restricted by business need-to-
know.

* Restricting access to programmatic methods minimizes the risk of unauthorized queries and data breaches.

Eliminating Direct Access

* Direct database access by end-users or administrators poses significant risk unless strictly controlled and monitored. Programmatic
methods (e.g, via applications with role-based access controls) align with security best practices.

Incorrect Options

* Option B: Administrators might need access, but access should not be limited to system/network administrators.

* Option C: Application IDs should not be used directly by individuals, as this circumvents accountability.

* Option D: Shared accounts are discouraged due to a lack of traceability.

HH #31
PCI DSS Requirement 12.7 requires screening and background checks for which of the following?

A. All personnel employed by the organization.

B. Cashiers with access to one card number at a time.

C. Visitors with access to the organization's facilities.

D. Personnel with access to the cardholder data environment.

IEf#: D



PCI DSS Requirement 12.7 mandates that organizations perform background checks on personnel who have access to the
cardholder data environment (CDE) to ensure that individuals with malicious intent do not gain access to sensitive cardholder data.
* Option Ancorrect. While conducting background checks on all personnel is a good security practice, PCI DSS specifically
requires checks for those with access to the CDE.

* Option B:Correct. Background checks are required for personnel with access to the CDE to mitigate the risk of insider threats.
* Option C:Incorrect. Visitors are not typically subjected to background checks but should be escorted and monitored while in
sensitive areas.

H #32
Assigning a unique ID to each person is intended to ensure?

A. Shared accounts are only used by administrators.

B. Strong passwords are used for each user account.

C. Individual users are accountable for their own actions.

D. Access is assigned to group accounts based on need-to-know.

Ef: C

A -

According toRequirerent 8.2.1, PCI DSS mandates that all users be assigned aunique IDbefore accessing system components or
cardholder data. This ensuresaccountability, enabling identification of actions taken by each user.

* Option A#Incorrect. Password strength is addressed underRequirement 8.3, not unique ID.

* Option B#Incorrect. Shared accounts areprohibitedregardless of admin status.

* Option C#Correct. Unique IDs ensure thateach user's actions can be traced.

* Option D#Incorrect. Group accounts are discouraged in favour of individual accountability.

B #33
Which of the following types of events is required to be logged?

A. All access to all audit trails.

B. All network transmissions.

C. All access to external web sites.

D. All use of end-user messaging technologies.

EfE: A

fiR .-

Requirement10.2.2mandates that all access to audit trails must be logged. This ensures that any tampering, viewing, or deletion of
audit data is traceable. It supports the broader goal of maintaining audit trail integrity and accountability.

* Option A:Incorrect. PCI DSS does not require logging use of end-user messaging,

* Option Bincorrect. There's no explicit requirement to log access to external websites.

* Option C:Correct. PCI DSS mandates loggingall access to audit trailsto detect and respond to unauthorised attempts.

* Option DiIncorrect. Logging all network transmissions is not feasible and not required.

Reference:PCI DSS v4.0.1 - Requirement 10.2.2.
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