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Youare responsible for securing the Kubernetes clusters supply chain. Your organization utilizes a private Docker registry to host
container images. Currently, images are built and pushed to this registry without any validation or signing. How can you implement a
policy to ensure that only signed and verified images are deployed to the cluster?

Ef#:

R -
Solution (Step by Step) :
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1. Set Up a Signing Authority:

- Choose a trusted entity (e.g., a dedicated server or a dedicated user account) to act as the signing authority.
- Generate a private and public key pair using tools like 'openssr or 'gpg

- Store the private key securely and ensure only authorized individuals have access.

2. Configure Image Signing:

- Create a script or integrate signing into your image build process.

- when building an image, use the private key from the signing authority to sign the image.
- The signing process embeds a digital signature within the image manifest.

3. Integrate Image Verification

- Configure the Kubernetes cluster to enforce image signature verification.

- Utilize tools like 'admission webhookS to inspect incoming images.

- The webh00k will check if the image has a valid signature from the trusted authority.

- Ifthe signature is invalid or missing, the deployment will be blocked.

4. Example Implementation (using 'cosign’):

# Install °
curl -fsSL https / Beo tINtUd cosign.yaml | kubectl apply -f -

OUNDATION
# Generate key pair:
cosign generate-key-pair --output signing-key.pem

# Build and sign the image:
docker build -t myapp:latest .
cosign sign myapp:latest --key signing-key.pem

# Push to the private registry:
docker push myapp:latest

# Create a PodSecurityPolicy:
apiVersion: policy/vlbetal
kind: PodSecurityPolicy

metadata:
name: secure-psp
spec:

# ... other security settings ...
privileged: false
hostNetwork: false
hostPID: false
hostIPC: false
runAsUser:
rule: "MustRunAs”
seLinux:
rule: "MustRunAs"
supplementalGroups:
rule: "MustRunAs”
fsGroup:
rule: "MustRunAs"
volumes:
# ... allowed volumes ...
allowedCapabilities:
# ... allowed capabilities ...
# ... other configurations for your PSP ...

# Create an Admissionkiebhook:

apiVersion: admissionregistration.k8s.io/v1
kind: VvalidatingWebhookConfiguration

mat+adata.



name: image-signature-webhook
spec:
webhooks:
- name: image-signature-webhook
rules:
- apiGroups: [“apps"]
apiVersions: ["v1%]}
resources: [“deployments"]
operationst ["CREATE", "UPDATE"]
failurePolicy: Fail
admissionReviewversions: ["v1", "vlbetal"]
clientConfig:
service:
name: image-signature-webhook
namespace: default
caBundle:

# Create the webhook service:
apiVersion: vi
kind: Service
metadata:
name: image-signature-webhook
namespace: default
spec:
selector:
app: image-signature-webhook
ports:
- port: 443
targetPort: 8443
protocol: TCP
type: LoadBalancer

# Deploy the webhook server:
apiVersion: apps/vl
kind: Deployment
metadata:
name: image-signature-webhook
namespace: default
spec:
replicas: 1
selector:
matchLabels:
app: image-signature-webhook
template:
metadata:
labels:
app: image-signature-webhook
spec:
containers:
- name: image-signature-webhook
image:
ports:
- containerPort: 8443
# ... other configurations for the webhook server ...



5. Integrate with CI/CD pipelines: - Integrate image signing and verification into your autormated CI/CD pipelines. - This ensures
consistency and prevents accidental deployment of unsigned images.
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You are deploying a new application in a Kubernetes cluster that needs to access a confidential database- You want to ensure that
the application container can only access the database using a dedicated service account with limited permissions. Describe how you
would create and use a service account with restricted permissions for this application, ensuring the database access is secure.

Ef#:

fiE it
Solution (Step by Step) :
1. Create a Service Account: Create a new service account for the application with a descriptive name like "db-access-sa"

apiVersion: vi 1 LI NUX
kind: ServiceAccount
metadata:
name: db-access-sa
namespace: defaulf» # Your application's namespace

- Apply the YAML file to your cluster: bash kubectl apply -f db-access-sa.yaml 2. Create a Role and Role8inding; Create a Role
that defines the specific permissions for the service account. This role should only grant the necessary permissions to access the
database, like reading and writing,

apiVersion: rbac.authoriza s iof
ond: Role "'::l LCTNU¢
metadata: AN A T N
name: db-access-role it - L
namespace: default
rules:
- apiGroups: [“"database.example.com™] '# Replace with your database API group
resources: ["databases"]
verbs: ["get"”, "list", "wateh"; “create", "update”, "delete"]

- Create a RoleBinding that associates the Role with the ServiceAccount

apiversion: rbac.autfiorldadih Lk io/v1
kind: RoleBinding
metadata:
name: db-access-binding
namespace: default
roleRef:
spiGroup: rbac.auvtherization.kss.is
kind: Role
name: db-access-role
subjects:
- kind: Sefvicedccount
name: db-sccess-sa
namespace: default

- Apply these YAML files to your cluster. 3. Configure the Application Container: Modify the Deployment or Pod definition for your
application. Ensure you specify the 'serviceAccountName field to use the newly created service account.




apiVersion: apps/vi
kind: Deployment
metadata:

name: my-app
spec:

replicas: 1

selector:

matchLabels:

app: my-app

template:
metadata:
labels:
app: my-app
spec:
containers:
- name: my-app
image: my-app:latest
# ... other container configurations ...
eAccountMame: db-access-sa

4. Test Database Access: Deploy your application. Verify that the application container can successfully connect to the database and
perform the required operations. 5. Verify Permissions: Ensure that the application container is unable to access any other resources
that it's not explicitly granted permission to.

P #52
Describe now you would design a security posture for a Kubernetes cluster using the CIS Kubernetes Benchmark as a guideline.
Include key areas to focus on, relevant security controls, and how you would monitor and enforce compliance with the benchmark.

Ef#:

R -

Solution (Step by Step) :

1. Review CIS Kubernetes Benchmark:

- Thoroughly familiarize yourself With the CIS Kubernetes Benchmark, which outlines security best practices and controls.
2. Assess Current Security Posture:

- Audit the current security configuration of your Kubernetes cluster against the CIS benchmark. This includes:

- Cluster Access Control: Verity that access 1S restricted to authorized users and accounts.

- Authentication and Authorization: Ensure that strong authentication mechanisis are in place and that roles are properly assigned.
- Image Security: Review the security of images used in your deployments, ensuring they are fiom trusted sources and have
appropriate security measures.

- Network Security: Implement network policies to restrict communication between pods and enforce least-privilege access.
- Pod Security: Define PodSecurityPolicies to control resources and capabilities available to pods.

- Logging and Monitoring: Configure robust logging and monitoring systems to detect and respond to security incidents.

3. Develop Security Controls:

- Implement security controls based on the CIS benchmark findings. This may include:

- RBAC (Role-Based Access Control): Use RBAC to define granular permissions for users and service accounts.

- Network Policies: Implement network policies to restrict inter-pod commumication and external access.

- Admission Controllers: Use admission controllers like PodSecurityPolicy and NetworkPolicy to enforce security policies before
deployments are allowed.

- Image Scanning: Regularly scan container images for vulnerabilities.

- Secret Management: Securely manage and store sensitive information using Kubernetes Secrets.

- Logging and Monitoring: Configure centralized logging and monitoring systemns to track activity and identity security events.
4. Monitor and Enforce Compliance:

- Continuously monitor the cluster's security posture against the CIS benchmark using tools like:

- Kube-bench: A tool for assessing Kubernetes security posture.

- CIS Kubernetes Benchmark Scanner A dedicated scanner for compliance checks.

- Custom Monitoring Tools: Develop custom tools to monitor specific aspects of the cluster.



- Implement mechanisis to automate security cnecks and enforce compliance. This could involve:

- Automated Security Scanning: Schedule regular security scans.

- Alerting; Configure alerts for security events and non-compliant configurations.

- Remediation: Implement automated remediation actions for security vulnerabilities.

5. Continuous Improvement:

- Regularly review and update the security posture to stay ahead of evolving threats.

- Keep up with the latest security recommendations and updates to the CIS Kubernetes Benchmark.
- Conduct security training for team members to promote awareness and best practices.

ER#53

You can switch the cluster/configuration context using the following command: [desk@cli] $ kubectl config use-context prod-
account Context: A Role bound to a Pod's ServiceAccount grants overly permissive permissions. Complete the following tasks to
reduce the set of permissions. Task: Given an existing Pod named web-pod running in the namespace database. 1. Edit the existing
Role bound to the Pod's ServiceAccount test-sa to only allow performing get operations, only on resources of type Pods. 2. Create
a new Role named test-role-2 in the namespace database, which only allows performing update operations, only on resources of
type statuefulsets. 3. Create a new RoleBinding named test-role-2-bind binding the newly created Role to the Pod's
ServiceAccount. Note: Don't delete the existing RoleBinding,

config use-context KSCH00201

ate@cli
READY

-n security

gs.rbac.authofazatio

n security

role

yd-b2




verb=update

x=2=-binding

ng role-2-binding

2=binding cr
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SIMULATION

Use the kubesec docker images to scan the given YAML manifest, edit and apply the advised changes, and passed with a score of
4 points.

kubesec-test.yaml

apiVersion: vl

kind: Pod

nmetadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

image: ger.io/google-samples/node-hello:1.0

securityContext:

readOnlyRootFilesystem: true

Hint: docker run -i kubesec/kubesec:512¢5¢0 scan /dev/stdin < kubesec-test.yaml

Ef#:

it

See the Explanation belowExplanation:
kubesec scan k8s-deployment.yaml
cat <<EOF > kubesec-test.yaml
apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

mage: ger.io/google-samples/node-hello:1.0



securityContext:
readOnlyRootFilesystem: true

EOF

kubesec scan kubesec-test.yaml

docker run -1 kubesec/kubesec:512c5e0 scan /dev/stdin < kubesec-test.yaml kubesec http 8080 &

[1] 12345

{"severity":"info","timestamp":"2019-05-12T11:58:34.662+0100","caller""server/server.go:69", "message""Starting HT TP server on
port 8080"} curl -sSX POST --data-binary @test/asset/score-0-cap-sys-admin.yml http:/localhost:8080/scan

[

{
"object": "Pod/security-context-demo.default",

"valid": true,

"message": "Failed with a score of -30 points",

"score": -30,

"scoring™ {

"critical™: [

{

"selector: "containers|[] .securityContext .capabilities .add =— SYS_ADMIN",

"reason’: "CAP_SYS ADMIN is the most privileged capability and should always be avoided"
55

{

"selector™: "contamers|[] .securityContext .ninAsNonRoot = true",
"reason’: "Force the running image to run as a non-root user to ensure least privilege"

5>
/...
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