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HH #50

You are configuring a Kubernetes cluster with a deployment named 'secure-app' that uses a secret named 'my-secret to access
sensitive information You need to implement an Admission Controller webhook to enforce a policy that prevents the deployment
from starting if the "'my-secret secret is not present in the cluster.

Ef#:

R :

Solution (Step by Step) :

1. Create a Deployment with a Secret Dependency:

- Create a Deployment YAML file named 'secure-app-deployment.yaml that depends on the "'my-secret secret.

2. Create the Admission Controller Webhook Server: - You will need to create a server that will implement the Admission
Controller webhook logic This can be a simple web server written in any language that can receive and process AdmissionReview
requests. - Here's an example in Node.js using the 'express' framework:

3. Configure the Admission Controller Webhook in Kubernetes: - Create a ValidatingWebhookConfiguration YAML file named
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'secure-app-webhook.yaml that specifies the webhook configuration:

- Create the Webhook Service: - Create a Service YAML file named 'secure-app-webhook-service.yant to expose the webhook
serverk

4. Apply the Webhook Configuration and Service: - Apply the YAML files using kubectl apply -f secure-app-webhook.yaml
secure-app-webhook-service.yaml 5. Test the Admission Controller: - Try creating the 'secure-app' deployment without the 'my-
secret' secret. The deployment creation should fail, and you should see the message from the webhook server - Create the 'my-
secret' secret and then try creating the 'secure-app' deployment again. The deployment should now be created successfully.

HM #51

Fix all issues via configuration and restart the affected components to ensure the new setting takes effect.

Fix all of the following violations that were found against the API server:- a. Ensure that the RotateKubeletServerCertificate
argument is set to true.

b. Ensure that the admission control plugin PodSecurityPolicy is set.

c. Ensure that the --kubelet-certificate-authority argument is set as appropriate.

Fix all of the following violations that were found against the Kubelet:- a. Ensure the --anonymous-auth argument is set to false.
b. Ensure that the --authorization-mode argument is set to Webhook.

Fix all of the following violations that were found against the ETCD:-

a. Ensure that the --auto-tls argument is not set to true

b. Ensure that the --peer-auto-tls argument is not set to true

Hint: Take the use of Tool Kube-Bench

Ef#:

fERHL -

Fix all of the following violations that were found against the API server- a. Ensure that the RotateKubeletServerCertificate
argument is set to true.
apiVersion: vl

kind: Pod

metadata:
creationTimestamp: null
labels:

component: kubelet

tier: control-plane

name: kubelet

namespace: kube-system
spec:

containers:

- command:

- kube-controller-manager

+ - --feature-gates=RotateKubeletServerCertificate=true
image: ger.io/google containers/kubelet-amd64:v1.6.0
livenessProbe:

failure Threshold: 8

httpGet:

host: 127.0.0.1

path: /healthz

port: 6443

scheme: HTTPS
mitialDelaySeconds: 15
timeoutSeconds: 15

name: kubelet

resources:

requests:

cpu: 250m

volumeMounts:

- mountPath: /etc/kubernetes/
name: k&8s

readOnly: true

- mountPath: /etc/sslcerts



name: certs

- mountPath: /etc/pki

name: pki

hostNetwork: true

volumes:

- hostPath:

path: /etc/kubernetes

name: k8s

- hostPath:

path: /etc/sslcerts

name: certs

- hostPath:

path: /etc/pki

name: pki

b. Ensure that the admission control plugin PodSecurityPolicy is set.

audit: "/bin/ps -ef| grep $Sapiserverbin | grep -v grep"

tests:

test_iters:

- flag: "--enable-admission-plugins"

compare:

op: has

value: "PodSecurityPolicy"

set: true

remediation: |

Follow the documentation and create Pod Security Policy objects as per your environment.

Then, edit the API server pod specification file $apiserverconf

on the master node and set the --enable-admission-plugins parameter to a value that includes PodSecurityPolicy :
--enable-admission-plugins=...,PodSecurityPolicy,...

Then restart the API Server.

scored: true

c. Ensure that the --kubelet-certificate-authority argument is set as appropriate.

audit: "/bin/ps -ef| grep $apiserverbin | grep -v grep"

tests:

test _items:

- flag: "--kubelet-certificate-authority"

set: true

remediation: |

Follow the Kubernetes documentation and setup the TLS connection between the apiserver and kubelets. Then, edit the API server
pod specification file

$apiserverconf on the master node and set the --kubelet-certificate-authority parameter to the path to the cert file for the certificate
authority.

--kubelet-certificate-authority=<ca-string>

scored: true

Fix all of the following violations that were found against the ETCD:-

a. Ensure that the --auto-tls argument is not set to true

Edit the etcd pod specification file $etcdconf on the master node and either remove the --auto-tls parameter or set it to false. --auto-
tls=false b. Ensure that the --peer-auto-tls argument is not set to true Edit the etcd pod specification file $etcdconf on the master
node and either remove the --peer-auto-tls parameter or set it to false. --peer-auto-tls=false

HR #52

SIMULATION

Use the kubesec docker images to scan the given YAML manifest, edit and apply the advised changes, and passed with a score of
4 points.

kubesec-test.yaml

apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:



containers:

- name: kubesec-demo

image: ger.io/google-samples/node-hello:1.0

securityContext:

readOnlyRootFilesystem: true

Hint: docker run -i kubesec/kubesec:512c¢5e0 scan /dev/stdin < kubesec-test.yaml

o A. Send us the Feedback on it.

EfE: A

HM #53

SIMULATION

Context

A CIS Benchmark tool was run against the kubeadmcreated cluster and found multiple issues that must be addressed immediately.
Task

Fix all issues via configuration and restart the affected components to ensure the new settings take effect.

Fix all of the following violations that were found against the API server:

Fix all of the following violations that were found against the Kubelet:
Fix all of the following violations that were found against etcd:

Ef#:

A :
See the Explanation below
Explanation:

B #54
Using the runtime detection tool Falco, Analyse the container behavior for at least 20 seconds, using filters that detect newly
spawning and executing processes in a single container of Nginx.

¢ A store the incident file art /opt/falco-incident.txt, containing the detected incidents. one per line, in the format
EfE: A

fiR .-
[timestamp ], [uid],[processName]

B #55

CertShikeni2t L 2 HHOMEE E TH RS T LAV EHFOAE—F - 8132 T 3 L BIFLinx
Foundation® CKSD R RE T 2 %2 E L2 Lo 0B L T, RT3 & 4RI A0 £ 7.

CKSH # 3& & #% HU 8 : https//www.certshiken.conYCK S-shiken. html

2 % 845 L 72 v & %4 212 Limx Foundation CKSEREEfFE BBl 2 IR0t 5 2 D H 2 CertShiken 881 € T
Wi ¥ A b, Linx Foundaton CKSZEHE 25 L s W E BB 2 Y £ 9. CKSEBER # ML . B
WCKSRBC AR TEE T, £70. 2HORTHEROEFE VA KRELAHERL S I2ROYVC. BFOD
CKSIRERA 14 FiZ. D50 3 BBEOELEOENM £ 2 EMBEO=—X 4+ ¢ AT & 4. Linx
Foundation CKS# = #iH 4184 22 L i3 Y ¥ ¥ A+ Linx Foundation CKSZEHEH #256. WLIFTFEE 5 0
gL, SHKCEELRCER. CKSREB ML Y M 2BAT LR IIGE. 8522 LF £ 4,

BEDIDOEKBXLEDI. BEEE Py > 7Y TAPLIIRCKSH 55T, MEBFTI056 & HOHE. C
No TBELADBRUESL s ZVATTS. ZLTZORVEHEVELFACHEHISATHES LWL, Bt
A% U 72 W & % 72 12 Linux Foundation CKSFRBR %5 B K % 1R 4L 3+ 2 #E I D & 2 CertShiken® B & S ¥ Tz 72


https://www.goshiken.com/Linux-Foundation/CKS-mondaishu.html
https://www.certshiken.com/CKS-shiken.html
https://www.goshiken.com/Linux-Foundation/CKS-free-shiken.html

0 EEAD

AEBOBEFE-RES L WCKSEE#HBRABR-EHAR 42 CKSH AEE#
iV g
ZILBWEREEBRIC A . CKSREER 260 . BHCCKSREBCAKTEE T, /-0 ZHOBHE

WOBEAERCKELABEEZRC ST 2RHDVIC. BFOCKSEEA A &, 50 3BEOELOF I
FREEHED = —X 2l EBNTEET,

BTz Ll A,

AW 5 L WCKSHEE #lPH —E-A#-8 20 & CKSH ATE BRI (1 [ www.xhs1991.com ]2 5 v CKS (v [

FMEL T, ABER 2B TX Yo —FL TLEZ S LCKSERER

CKSHRBR D YERTTVE | B D H 5 CKS%:E i ABR | H R % Certified Kubernetes Security Specialist (CKS)H

AFEEREG 04 ¢ < { www.goshikencom } I CKS D2 HEL. EBRTKXL > o—FL TLZ&0WCKS

va23IL—varHEE

CKSHRB D ¥EMH L | B O H 3 CKSHEE # B | E M % Certified Kubernetes Security Specialist (CKS)H

AFEEHEE 4§ < = www.shikenpass.com [1[1[JTICKS [1#HEL T, BBRTLY>yo—FLTLE

& LCKSL R B4

CKS 3B [ CKSHAGEMESE [ CKSFRBRBEEIR [ [ www.goshiken.com (141 i T [ CKS

1 B % BR T 6 5 CKSH B X[

IEFERICKS | £ 6 L WCKS2=E #PHER | 5B O ¥ 5 77 V% Certified Kubernetes Security Specialist (CKS)H 4%

FERAREUE O [ www.passtestjp | ¥4 b2 T> CKS DRELE % R T B 5 CKSEHRE

CKS3%Z 87k [ CKSEZE 7% [1 CKSE#&H [ -6 www.goshiken.com [-e: 1D #BLL 7 > v — K [ CKS

1 R—=Y»p & £ §CKSE#HEE—F

CKSRRER D YERTTVE | R D H 5 CKS%:E #PH B | H R % Certified Kubernetes Security Specialist (CKS)H
BEEEAE D [CKS] #&KB XY > o—F (www.xhs1991.com) THE T 3 725 CKSERE® %

Linux Foundation CK S % % B Certified Kubernetes Security Specialist (CKS) - GoShiken 4 > 7" v & 7 > @ — K &

#0493 <> www.goshkencom I ¢ [ CKS ] #EL T, BETL V> o—FL TL & OLCKSHE

EIPEAIEH

CKSRRBDEFTVE | A AR L — b OCKSEE # S | H#H D Certified Kubernetes Security Specialist

(CKS)HAER#EU/S [1 » CKS (1% R TK 7 > o — F> www.goshkencom<” = 744 b # A /1T 3

ZUCKSy 2 3L —v a vEEE

BEOCKSEEHMA - 4 A L —XACKSHAEBEHISE | D H 2 CKSHBAE = [ www.goshken.com

1 4 b2 TOCKS DRIRESE % B8 ¢ 6 5 CKSAEH BB

CKSFRBDEF VL | A N AL — b OCKSEE#HE | HH D Certified Kubernetes Security Specialist

(CKS)H A FEZ M ES (1> www.topexamjp (1T CKS 12 HR&RL . R TL Y o—FL TLESL

CKSHE#EE— N

wavyenglish.com, wzsj.wtcc.cn, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.notebook.ai, www.stes.tyc.edu.tw,

myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,

myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,

myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,

myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,

myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt, myportal.utt.edu.tt, myportal utt.edu.tt, demo-

learn.vidi-x.org, Disposable vapes

20264 CertShiken® & #TCKS PDFX > 7' & 'CKSgABE = > ¥ > O BARIFEH: hitps//drive. google.com/open?
id=1Q4NIZSLv9JnMO0gtqksqSHSHjLvGle-4


https://www.xhs1991.com/CKS.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.certshiken.com%252fCKS-shiken.html
https://www.shikenpass.com/CKS-shiken.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.certshiken.com%252fCKS-shiken.html
https://www.passtest.jp/CKS-exam.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.certshiken.com%252fCKS-shiken.html
https://www.xhs1991.com/CKS.html
https://www.urbansalad.nl/?s=Linux%20Foundation%20CKS%25e5%25ad%25a6%25e7%25bf%2592%25e7%25af%2584%25e5%259b%25b2:%20Certified%20Kubernetes%20Security%20Specialist%20(CKS)%20-%20GoShiken%20%25e3%2582%25b5%25e3%2583%25b3%25e3%2583%2597%25e3%2583%25ab%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e7%2584%25a1%25e6%2596%2599%20%25f0%259f%258e%2583%20%25e4%25bb%258a%25e3%2581%2599%25e3%2581%2590%25e2%259e%25a4%20www.goshiken.com%20%25e2%25ae%2598%25e3%2581%25a7%25e3%2580%2590%20CKS%20%25e3%2580%2591%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e3%2580%2581%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584CKS%25e8%25a9%25a6%25e9%25a8%2593%25e9%2596%25a2%25e9%2580%25a3%25e6%2583%2585%25e5%25a0%25b1
https://www.goshiken.com/Linux-Foundation/CKS-mondaishu.html
http://fnpfruits.com/?s=%25e6%259c%2580%25e9%25ab%2598%25e3%2581%25aeCKS%25e5%25ad%25a6%25e7%25bf%2592%25e7%25af%2584%25e5%259b%25b2%20-%20%25e5%2590%2588%25e6%25a0%25bc%25e3%2582%25b9%25e3%2583%25a0%25e3%2583%25bc%25e3%2582%25baCKS%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e8%25b3%2587%25e6%25a0%25bc%25e5%258f%2596%25e5%25be%2597%20%7C%20%25e6%25a8%25a9%25e5%25a8%2581%25e3%2581%25ae%25e3%2581%2582%25e3%2582%258bCKS%25e5%25af%25be%25e5%25bf%259c%25e5%2586%2585%25e5%25ae%25b9%20%25e2%259c%2589%20%25e3%2580%2590%20www.goshiken.com%20%25e3%2580%2591%25e3%2582%25b5%25e3%2582%25a4%25e3%2583%2588%25e3%2581%25ab%25e3%2581%25a6%25e2%2596%259b%20CKS%20%25e2%2596%259f%25e5%2595%258f%25e9%25a1%258c%25e9%259b%2586%25e3%2582%2592%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e4%25bd%25bf%25e3%2581%258a%25e3%2581%2586CKS%25e5%2585%25a8%25e7%259c%259f%25e6%25a8%25a1%25e6%2593%25ac%25e8%25a9%25a6%25e9%25a8%2593
https://www.topexam.jp/CKS_shiken.html
https://wavyenglish.com/profile/nedking458
http://wzsj.lwtcc.cn/home.php?mod=space&uid=338
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3940384
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3940359
https://www.notebook.ai/documents/2496412
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3940267
https://myportal.utt.edu.tt/ICS/icsfs/16688a04-9ac2-4ec8-b9bb-18a159fec1cd.pdf?target=3dda1ba9-0aac-41bd-a412-ff5346829dcd
https://myportal.utt.edu.tt/ICS/icsfs/1f428d08-f88c-4f11-96ab-7560b27729a0.pdf?target=136f3052-33eb-4630-b4cf-8ba9bce4b7cf
https://myportal.utt.edu.tt/ICS/icsfs/7d29ed82-85ee-4c7f-912a-7ef1d4dfb481.pdf?target=435768ce-c3c0-4d16-b74b-15f738a0b612
https://myportal.utt.edu.tt/ICS/icsfs/a4468104-cc5a-43f4-b546-4ff0e49e19bb.pdf?target=1610d093-833c-4dad-bd08-b0a9dc82dba0
https://myportal.utt.edu.tt/ICS/icsfs/a4716624-3012-427c-8771-dfb7dfaa01b6.pdf?target=46f9a240-4fac-4259-833d-0b01c68ef035
https://myportal.utt.edu.tt/ICS/icsfs/ad6804f9-1635-4897-8254-d2e871ad90da.pdf?target=19b713a8-d4ec-4a82-ae67-3e9900a18012
https://myportal.utt.edu.tt/ICS/icsfs/bad879e8-81af-4727-b770-df498c428455.pdf?target=9db9c432-09f5-470b-b918-5ae4b264148a
https://myportal.utt.edu.tt/ICS/icsfs/c87b509c-c751-447e-9de2-e3760bfe95cf.pdf?target=b8dce47a-ce9a-4a57-a4b4-1a566e8eb1e7
https://myportal.utt.edu.tt/ICS/icsfs/d425aa4c-b648-4b71-8304-3fae16ba1dee.pdf?target=5696b3b2-f387-481a-b8ca-e40fb0ab7539
https://myportal.utt.edu.tt/ICS/icsfs/e838bafb-ce6d-4e89-9697-0b10e444b636.pdf?target=69693268-2e9e-43d8-adc5-ab2e654fc1a0
https://myportal.utt.edu.tt/ICS/icsfs/1bc35ba7-6484-4139-ad17-5b95bf7fdac2.pdf?target=4850e457-5690-4dda-8ae6-2cb6d1b4a195
https://myportal.utt.edu.tt/ICS/icsfs/2cf2c462-f62b-4fc3-bd97-81df76511904.pdf?target=339eec9e-e795-4569-9a8d-b857a33596a2
https://myportal.utt.edu.tt/ICS/icsfs/4c5688bc-38ae-4567-8007-eeef4e8d5076.pdf?target=11375b23-b9d2-49c8-bf0f-12c4c1ae2411
https://myportal.utt.edu.tt/ICS/icsfs/9d06ee50-d89b-44a5-8c55-21b320778f2e.pdf?target=c3acdd1d-6c16-468f-87f1-cb942361a207
https://myportal.utt.edu.tt/ICS/icsfs/a667bb35-1d4a-464a-bf37-a5f2f85f164f.pdf?target=a0ac1238-5860-403c-b687-c32f8c534e2f
https://myportal.utt.edu.tt/ICS/icsfs/b07e9f56-7546-4685-8ff6-01442710ee2a.pdf?target=678f404f-d917-4844-88a6-2ea546926ea4
https://myportal.utt.edu.tt/ICS/icsfs/ba573883-2939-46d4-9346-d9f6e44d713d.pdf?target=de6f2f63-af19-4ba1-bf47-c0c5f563a7f2
https://myportal.utt.edu.tt/ICS/icsfs/cadbd1f8-7725-478d-855b-96b4a9a614fe.pdf?target=1436f611-e432-4a70-945a-378cb16550ff
https://myportal.utt.edu.tt/ICS/icsfs/f4511142-922c-481c-b0da-5efa5b6ee3a4.pdf?target=c679a4fd-43c6-4092-a647-0b1da39c53ea
https://myportal.utt.edu.tt/ICS/icsfs/f583a294-d8c6-4490-aa5a-82950e7d6980.pdf?target=d2d81559-23ce-448f-b3f7-c0c9da8a3306
https://myportal.utt.edu.tt/ICS/icsfs/050cc63a-518c-452b-8786-4ed123915198.pdf?target=0ee9405c-8f1f-42b5-be55-219d78a660bf
https://myportal.utt.edu.tt/ICS/icsfs/0c98e584-6665-4d3e-b7c8-b2e0f9848f22.pdf?target=59710b7f-7f62-4855-a619-7b1e161029ca
https://myportal.utt.edu.tt/ICS/icsfs/1c72c593-b475-4a80-a492-e0fb6d0839e7.pdf?target=c4ec7935-d04a-4531-8104-66540d036201
https://myportal.utt.edu.tt/ICS/icsfs/3a3f1b40-1b37-449c-aade-eab922069c24.pdf?target=b0e89bbb-2d0a-4a6c-92e0-e12f353b7283
https://myportal.utt.edu.tt/ICS/icsfs/5c1c6a5a-eeb3-4ad5-a172-0bf1239abced.pdf?target=058465d7-f233-458c-bfe2-dabe8c417694
https://myportal.utt.edu.tt/ICS/icsfs/635bc5c5-d213-45d5-b094-7dafcc7bd942.pdf?target=95300e38-3aba-4629-b244-59b3e8b07475
https://myportal.utt.edu.tt/ICS/icsfs/7b06858a-486a-4730-9579-4c6682e1630d.pdf?target=825a5c06-06cf-4a5a-8a57-9b1234805422
https://myportal.utt.edu.tt/ICS/icsfs/9bc4206e-e236-438b-9193-be22f3666356.pdf?target=576792ed-d5c5-474c-926e-4b89d28cdd94
https://myportal.utt.edu.tt/ICS/icsfs/a0366609-11ab-41c5-9387-5364bc37c13f.pdf?target=822bc1a9-6491-4216-99b4-647a24d7f889
https://myportal.utt.edu.tt/ICS/icsfs/c6be4209-d8f3-4e83-ad9f-238f22ed8cd9.pdf?target=d8424e4c-b5f2-4c09-84d0-12bd34037379
https://demo-learn.vidi-x.org/profile/jonwest792
https://frvape.com
https://drive.google.com/open?id=1Q4NnZ5Lv9JnM0gtqksq5HSrjjLvGIe-4

