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Keeping in view different preparation styles of Fortinet NSE5_FSW_AD-7.6 test applicant Prep4sures has designed three easy-to-
use formats for its product. Each format has a pool of Fortinet NSE 5 - FortiSwitch 7.6 Administrator (NSE5_FSW_AD-7.6)
actual questions which have been compiled under the guidance of thousands of professionals worldwide. Questions in this product
will appear in the Fortinet NSE5_FSW_AD-7.6 final test.

Fortinet NSE 5 - FortiSwitch 7.6 Administrator Sample Questions (Q69-
Q74):
NEW QUESTION # 69 
Which statement about the configuration of VLANs on a managed FortiSwitch port is true?

A. Allowed VLANS expand the collision domain to the port.
B. FortiSwitch VLAN interfaces are created only when FortiSwitch is managed by Forti-Gate.
C. Untagged VLANs must be part of the allowed VLANs: ingress and egress.
D. The native VLAN is implicitly part of the allowed VLAN on the port.

Answer: D

Explanation:
The native VLAN is implicitly part of the allowed VLAN on the port (C): On a managed FortiSwitch port, the native VLAN, which
is the VLAN assigned to untagged traffic, is implicitly included in the list of allowed VLANs. This means it does not need to be
explicitly specified when configuring VLAN settings on the port.
This configuration simplifies VLAN management and ensures that untagged traffic is handled correctly without additional
configuration steps.
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NEW QUESTION # 70 
Which statement best describes a benefit of using MAC, IP address, or protocol-based VLAN assignments on FortiSwitch?
(Choose one answer)

A. It offers dynamic segmentation benefits similar to 802.1X authentication.2
B. It requires devices to authenticate through a RADIUS server before VLAN tagging.
C. It assigns ports to VLANs regardless of device type or traffic.
D. It disables 802.1X authentication while preserving user access control.1

Answer: A

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, MAC- based, IP-based, and
protocol-based VLAN assignments are methods ofdynamic VLAN assignment. These features allow the switch to categorize
incoming traffic and assign it to a specific VLAN based on the packet's attributes rather than just the physical port it is connected
to.3 The primary benefit of these methods is that theyoffer dynamic segmentation benefits similar to 802.1X authentication (Option
D). In a modern network, devices with different security requirements (such as IoT devices, printers, and workstations) often
connect to the same physical switch ports. 802.1X is the "gold standard" for dynamic segmentation but requires a supplicant on the
client device.4For devices that do not support 802.1X, MAC or protocol-based assignments provide a similar result: they ensure
the device is automatically placed into its designated secure segment (VLAN) the moment it is identified by the switch.
* MAC-based:Assigns a VLAN based on the source MAC address.
* IP-based:Assigns a VLAN based on the source IP address or subnet.
* Protocol-based:Assigns a VLAN based on the Ethernet type (e.g., IPv4, IPv6, or AppleTalk).
Option A is incorrect because these features complement rather than "disable" 802.1X. Option B is incorrect because these specific
assignment types can be configured locally on the switch without a RADIUS server.
Option C is the opposite of how these features work, as they explicitly look at the device type or traffic to make an assignment.

NEW QUESTION # 71 
Refer to the exhibits.

Three FortiSwitch devices in standalone mode are interconnected. The CLI command diagnose stp instance list is executed on
Core-2. Based on the output shown in the exhibit, what can you conclude about Core-2?
(Choose one answer)

A. Core-2 is the designated bridge for all VLANs.
B. Core-2 has received Bridge Protocol Data Unit (BPDU) from the root bridge.
C. Core-2 is blocking all ports in the Spanning Tree Protocol (STP) topology.



D. Core-2 provides an alternate path to the root bridge.

Answer: B

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, the output of the diagnose stp
instance list command provides critical information about the Spanning Tree Protocol (STP) state of a switch within a given instance.
In the provided exhibit, the output forInstance ID 0 (CST)on Core-2shows several key indicators of its role and connectivity within
the STP topology.
First, the output explicitly identifies aRootbridge with MAC address 02090f000701 and a priority of 4096.
Core-2 itself has a MAC address of 02090f000702 and a priority of 32768. Because Core-2 knows the MAC address and
priority of the Root bridge, it must have received this information viaBridge Protocol Data Units (BPDUs). Furthermore, the port
table shows thatport3on Core-2 has been assigned the role ofROOT and is in theFORWARDINGstate. In STP/RSTP, a Root Port
is the port on a non-root switch that has the lowest path cost to the root bridge. To elect a Root Port and maintain its state, the
switch must continuously receive BPDUs from the root bridge (or a bridge closer to the root) on that port.
Option B is incorrect because Core-2 has aRoot Port, which is only present on non-root bridges. Option C is incorrect because
ports 1, 2, 4, 5, and the internal port are all in theFORWARDINGstate. Option D is incorrect as the output does not show any
ports in anALTERNATErole; all active ports are either ROOT or DESIGNATED. Therefore, the most accurate conclusion is that
Core-2 has successfully received BPDUs to identify the root and determine its own port roles.

NEW QUESTION # 72 
Which two statements about the FortiLink authorization process are true? (Choose two.)

A. The administrator must manually pre-authorize FortiGate on FortiSwitch by adding the FortiGate serial number.
B. FortiSwitch requires a reboot to complete the authorization process.
C. FortiLink authorization sets the FortiSwitch management mode to FortiLink.
D. A FortiLink frame is sent by FortiGate to FortiSwitch to complete the authorization.

Answer: C,D

Explanation:
The FortiLink authorization process is an integral part of setting up FortiSwitch to be managed by FortiGate.
The correct statements regarding the FortiLink authorization process are:
C).A FortiLink frame is sent by FortiGate to FortiSwitch to complete the authorization.This is a part of the FortiLink protocol,
where FortiGate communicates with the connected FortiSwitch to establish management and control. This frame initiates the
configuration and management process, allowing FortiGate to effectively control the switch.
D).FortiLink authorization sets the FortiSwitch management mode to FortiLink.Once authorized, the management mode of
FortiSwitch is set to FortiLink, indicating that it is being managed via a FortiLink connection from a FortiGate appliance. This
changes the operational mode of the switch to be under the control of the FortiGate for centralized management and policy
application.
References:
Further details on the FortiLink setup and authorization process can be accessed through the FortiGate configuration guides available
on theFortinet Documentation site.

NEW QUESTION # 73 
You are configuring VLANs on a FortiSwitch device managed by FortiGate. Which two statements accurately describe VLAN
assignment requirements and behavior on FortiSwitch ports? (Choose two answers)

A. VLAN assignments must be configured directly on the FortiSwitch.
B. Untagged VLAN applies to egress traffic only.
C. Untagged defines the list of VLANs that are allowed on the port for both ingress and egress traffic.
D. You can assign only one native VLAN on a port.

Answer: B,D

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, understanding how VLANs are
processed on a switch port is fundamental to network segmentation. A FortiSwitch port behaves differently depending on whether
traffic is entering (ingress) or leaving (egress) the interface.



First,you can assign only one native VLAN on a port (Option C). The Native VLAN (often called the PVID or Port VLAN ID) is
the default internal ID assigned to any untagged frames arriving at the port. In a managed environment, this is typically set via the
FortiGate's switch controller. By design, a single physical interface can only belong to one primary broadcast domain for untagged
ingress traffic to ensure there is no ambiguity in the switch's internal forwarding logic.
Second, theuntagged VLAN setting applies to egress traffic only (Option B). While the "Allowed VLANs" list defines which tagged
traffic can pass through the port, the "Untagged VLANs" list specifies which of those VLAN tags should beremovedby the switch
before the frame is transmitted out of the physical port.
This is crucial for connecting devices that do not support 802.1Q tagging, such as standard PCs or printers.
Regarding the incorrect options:Option Ais incorrect because the "Untagged" list does not define ingress rules; ingress is governed by
the Native VLAN for untagged packets and the Allowed list for tagged packets.
Option Dis incorrect because, in a managed FortiLink environment, all VLAN assignments should be performed through
theFortiGate's Switch Controllerto ensure centralized management and consistency.

NEW QUESTION # 74
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