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最新的 F5-CA F5CAB4 免費考試真題 (Q49-Q54):
問題  #49 
The BIG-IP Administrator suspects unauthorized SSH login attempts on the BIG-IP system.
Which log file would contain details of these attempts? (Choose one answer)

A. /var/log/secure
B. /var/log/audit
C. /var/log/ltm
D. /var/log/messages
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答案：A

解題說明：
On BIG-IP systems, authentication and authorization events are logged in /var/log/secure. This includes:
* Successful and failed SSH login attempts
* Invalid user authentication attempts
* PAM (Pluggable Authentication Module) authentication failures
* Access denials related to secure services
Why the other options are incorrect:
* /var/log/messages contains general system messages and service events, not detailed authentication failures.
* /var/log/audit records administrative configuration changes (who changed what and when), not login attempts.
* /var/log/ltm logs traffic-management (TMM) and application-related events.
Therefore, the correct log file for investigating unauthorized SSH login attempts is /var/log/secure.

問題  #50 
A BIG-IP device sends out the following SNMP trap: big-ipo.f5.com - bigipExternalLinkChange Link: 1.0 is DOWN. Where in the
BIG-IP Configuration utility should the BIG-IP Administrator verify the current status of Link 1.0?

A. System > Platform
B. Network > Interfaces > Interface List
C. Statistics > Performance > System
D. Network > Trunks > Trunk List

答案：B

解題說明：
Comprehensive and Detailed Explan13ation From BIG-IP Administration Control Plane Administration documents: Monitoring the
physical status of the device is critical for reporting device health. In F5 nomenclature, "1.0", "1.1", etc., represent physical hardware
interfaces. To verify if a physical link is up or down as reported by the Control Plane's SNMP agent, the administrator must check
the Interface List located under Network > Interfaces

問題  #51 
A BIG-IP Administrator needs to restore a UCS file to an F5 device using the Configuration Utility. Which section of the
Configuration Utility should the BIG-IP Administrator access to perform this task?

A. Local Traffic > Virtual Servers
B. System > Configuration
C. System > Archives
D. Local Traffic > Policies

答案：C

解題說明：
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Managing the state
of a device often involves restoring configuration backups known as User Configuration Set (UCS) files These archives contain the
full system configuration, including licenses and SSL certificates. The Control Plane provides a dedicated management area for these
files under System > Archives, where administrators can upload, create, and restore configuration snapshots

問題  #52 
In which of the following log files would log events pertaining to pool members being marked "UP" or
"DOWN" by their Health Monitors be written? (Choose one answer)

A. /var/log/monitors
B. /var/log/ltm
C. /var/log/secure
D. /var/log/audit

答案：B



解題說明：
On BIG-IP systems, Local Traffic Manager (LTM) is responsible for:
* Pool and pool member management
* Health monitor execution
* Marking pool members UP or DOWN based on monitor results
Events related to health monitor status changes, including when pool members transition between UP and DOWN, are logged in
/var/log/ltm.
Why the other options are incorrect:
* /var/log/audit records administrative configuration changes, not runtime health status.
* /var/log/secure logs authentication and authorization events.
* /var/log/monitors is not a standard BIG-IP log file.
Therefore, the correct log file for pool member health monitor status events is /var/log/ltm.

問題  #53 
The BIG-IP system is provisioned for LTM only. The BIG-IP Administrator is tasked with provisioning ASM.
What process restarts when the BIG-IP Administrator changes the module provisioning? (Choose one answer)

A. tmm
B. sshd
C. httpd
D. bd

答案：A

解題說明：
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
When a BIG-IP Administrator changes module provisioning (for example, enabling ASM on a system previously provisioned only
for LTM), the BIG-IP system must restart the Traffic Management Microkernel (TMM) process.
The TMM process is responsible for:
Traffic handling
LTM, ASM, and other traffic-processing modules
Enforcing security and application policies
Provisioning changes affect how traffic modules are loaded and integrated into TMM. As a result, TMM is restarted, which causes a
temporary interruption of traffic processing. This is expected behavior and is why module provisioning changes should be planned
during a maintenance window.
Why the other options are incorrect:
A . bd is related to blade/platform management, not module provisioning.
C . sshd handles SSH access and is not affected by provisioning changes.
D . httpd supports the Configuration Utility (GUI) and does not restart due to module provisioning.
Therefore, the correct answer is B. tmm.
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