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HM #23
A penetration tester is assessing the controls of a deployed Al system that is designed to search and return the contents of files. The
tester runs the following:
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$!/usr/bin/env python3

import requests

cmd = ['deleteBuckets', 'getObjects', 'listAcl', 'listPermissions’')
url = 'https://myapp.local.dev/locate?file id="foo.txt";param l='

count = 0

for i in cmd:
response = requestssgeti( Grl %)
if '200' ingresponse:
#print (S¥0(response))
count = count + 1
print{## + * * ¥ count = ' ¥ §§)

SCRIPT OUTPUT: ## 4 #+
Which of the following is the best control to prevent abuse of the system?

A. Segmenting the workload into a separate virtual private cloud (VPC)

B. Implementing custom detection rules for anomalous model behavior

C. Adding a large language model (LLM) guardrails library to the application code
D. Reducing the privilege scope of the service account

IEfE: D

s

The penetration test shows that the system accepts arbitrary commands like deleteBuckets or listPermissions, which could lead to
privilege abuse. The most effective control is least privilege, ensuring the service account only has access to what is strictly necessary
(e.g., reading files) and not sensitive operations like deleting buckets or altering permissions.

HR #24
User experience is declining since the launch of a large language model (LLM) in internal networks. Which of the following should be

the highest priority for the prompt engineers?

A. Customer success management
B. Business objectives

C. Sales life cycle

D. Quality control

IEf#: D
fiE L.

‘When user experience is declining after an LLM launch, the top priority for prompt engineers is quality control. Ensuring prompts
produce accurate, relevant, and safe outputs directly improves usability and restores user trust.

B #25
A cybersecurity analyst wants to choose a machine learning (ML) model to classify log entries while providing the best explainability.
Which of the following models should the analyst use?

A. Decision trees

B. Large language model (LLM)
C. Neural networks

D. Generative adversarial network (GAN)
EfE: A
AR -

Decision trees provide clear and interpretable decision paths, making them highly explainable compared to complex models like
neural networks or GANSs. This makes them the best choice for classifying log entries when explanability is a priority.



HH #26
An administrator, who works for a financial institution, is required to implement data security controls for data at rest within Al
systens that involve data disclosure. Which of the following is the most suitable control?

e A Encryption
¢ B. Masking

e C. Data lineage
¢ D. Rate limits

EfE: A

TR
For financial institutions handling Al systers, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.

B #27
A cybersecurity analyst must use pattern recognition on a data set containing unstructured data.
Which of the following models is the best for this task?

¢ A Logistic regression

¢ B. Long short-term memory

e C. Convolutional neural network
e D. Decision tree

Ef#: C

L2

Convolutional neural networks (CNNGs) are highly effective at detecting patterns in unstructured data such as images, audio, or text
embeddings. Their ability to automatically learn spatial or hierarchical features makes them the best choice for pattern recognition on
unstructured datasets.
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