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i =8 #106
‘Which one of the statements regarding the Frame Control field in an 802.11 MAC header is true?

A. Only Control frames have a Frame Control field

B. The Frame Control field contains subfields, and soma in 1-bit flags
C. The Frame Control field is used to communicate the duration value
D. The Frame Control field is always set to O

EX: B

i RELES B -

The statement that the Frame Control field contains subfields, and some 1-bit flags is true. The Frame Control field is a 2-byte field
in the MAC header that contains information about the type, subtype, and characteristics of a frame. The Frame Control field is
divided into several subfields, each with a specific finction and length.

Some of these subfields are 1-bit flags, which can be set to 0 or 1 to indicate a certain condition or status. For example, the To DS
and From DS subfields are 1-bit flags that indicate whether a frame is destined for or originated from the DS (Distribution System).
The other statements are not true, as they do not describe the Frame Control field correctly. All types of frames (management,
control, and data) have a Frame Control field, not just control frames. The Frame Control field is not used to communicate the
duration value, which is a separate field in the MAC header. The Frame Control field is not always set to 0, as it varies depending on
the type, subtype, and characteristics of each frame. References: [Wireless Analysis Professional Study Guide CWAP-405],
Chapter 5: 802.11 MAC Sublayer, page 113-114

R #107
During a VHT Transmit Beamforming sounding exchange, the beamformee transmits a Compressed Beamforming frame to the
beamformer. What is communicated within this Compressed Beamforming frame?

A. Beamforming Matrix
B. Feedback Matrix

C. Beamformee Matrix
D. Steering Matrix

EX: B
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The beamformee transmits a Feedback Matrix within the Compressed Beamforming frame to the beamformer.

The Feedback Matrix contains information about the channel state between the beamformee and each spatial stream of the
beamformer. This information is used by the beamformer to adjust its transmit weights and optimize its signal for the beamformee34.
References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11: 802.11n/ac/ax PHYsical
Layer Frame Exchanges, page 4033; CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 11:
802.11w/ac/ax PHYsical Layer Frame Exchanges, page 4064.
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You are troubleshooting a client that is experiencing slow WLAN performance. As part of the troubleshooting activity, you start a
packet capture on your laptop close to the client device. While analyzing the packets, you suspect that you have not captured all
packets transmitted by the client. By analyzing the trace file, how can you confirm if you have missing packets?

A. Retransmission are an indication of missing packets

B. The missing packets will be shown as CRC errored packets

C. Protocol Analyzers show the number of missing packets in their statistics view
D. Look for gaps in the sequence number in MAC headers.

ZE: D
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One way to confirm if you have missing packets in your packet capture is to look for gaps in the sequence number in MAC headers.
The sequence number is a 12-bit field in the MAC header that is used to identify and order data frames within a traffic stream. The
sequence number is incremented by one for each new data frame transmitted by a STA, except for retransmissions, fragments, and
control frames. The sequence number can range from 0 to 4095, and then wraps around to 0. If you see a jump or a gap in the
sequence number between two consecutive data frames from the same STA, it means that you have missed some packets in



between. The other options are not correct, as they do not confirm if you have missing packets in your packet capture. CRC errored
packets are packets that have been corrupted during transmission and have failed the error detection check. Protocol analyzers may
show the number of CRC errored packets in their statistics view, but not the number of missing packets. Retransmissions are an
indication of packet loss or collision, but not necessarily of missing packets in your capture. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 114-115

i =8 #109
The PHY layer provides framing by adding a header to create what type of data unit?

A. MPDU
B. PPDU
C. PSDU
D. MSDU

EX: B

R B B -

The PHY layer provides framing by adding a header to create a PPDU. A PPDU (PHY Protocol Data Unit) is the data unit that is
transmitted or received over the wireless medium by the PHY layer. A PPDU consists of a PSDU (PHY Service Data Unit) and a
PHY header, which contains information such as modulation, coding, and data rate. The PHY layer adds the PHY header to the
PSDU to create a PPDU for transmission, or removes the PHY header from the PPDU to extract the PSDU for reception. The
other options are not correct, as they are not created by adding a header at the PHY layer. An MPDU (MAC Protocol Data Unit)
is created by adding a MAC header and FCS to an MSDU (MAC Service Data Unit) at the MAC layer. An MSDU is the data unit
that is passed from the LLC sublayer to the MAC sublayer or vice versa. References: [Wireless Analysis Professional Study Guide
CWAP-405], Chapter 4: 802.11 Physical Layer, page 97-98
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What is used to respond with an uplink transmission to an MU-RTS trigger frame in the 802.11ax PHY?

A. VHT PPDU

B. HE TB PPDU
C. HE SU PPDU
D. HEMU PPDU

E%: B
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An HE TB PPDU (High Efficiency Trigger-Based Packet Data Unit) is used to respond with an uplink transmission to an MU-RTS
trigger frame in the 802.11ax PHY (Physical Layer). An MU-RTS trigger frame is a frame that initiates a multi-user transmission
opportunity (MU-TXOP) by requesting multiple stations (STAs) to send clear-to-send (CTS) frames on different spatial streams or
resource units (RUs). An HE TB PPDU is a frame that contains data from multiple STAs that have been allocated RUs by an MU-
RTS trigger frame or another type of trigger frame. An HE SU PPDU (High Efficiency Single User Packet Data Unit) is a frame that
contains data froma single STA using all available spatial streams or RUs. An HE MU PPDU (High Efficiency Mullti User Packet
Data Untt) is a frame that contains data from muiltiple STAs using different spatial streams or RUs without being triggered by another
frame. A VHT PPDU (Very High Throughput Packet Data Unit) is a frame that uses the 802.11ac PHY and does not support
multi-user transmissions.

References:

CWAP-405Study Guide, Chapter 3: 802.11 MAC Layer Frame Formats and Technologies, page 101 CWAP-4050bjectives,
Section 3.4: Analyze multi-user transmissions CWAP-405Study Guide, Chapter 3: 802.11 MAC Layer Frame Formats and
Technologies, page 99
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