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Juniper JN0-351 考試大綱：

主題 簡介

主題 1
High Availability: This topic covers the importance and application of high availability within Junos OS
environments. Knowledge in configuring and managing these components is critical for ensuring robust and
uninterrupted network operations, aligning with exam expectations.

主題 2

Layer 2 Switching or VLANs: This topic deepens the understanding of Layer 2 switching operations within
the Junos OS, including VLAN concepts and benefits. Experienced networking professionals gain insights
into configuration, monitoring, and troubleshooting techniques essential for network segmentation and
efficiency.

主題 3
Tunnels: The fundamentals of IP tunneling are emphasized, highlighting their requirements and
functionalities. Mastery in configuring, monitoring, and troubleshooting tunnels equips professionals to meet
the demands of the JN0-351 exam.

主題 4
Layer 2 Security: This topic introduces Layer 2 protection mechanisms and firewall filters to fortify network
security. Practical skills in configuring, monitoring, and troubleshooting these features prepare candidates to
address exam objectives and real-world challenges effectively.

主題 5
BGP: This topic focuses on the operational and conceptual elements of BGP, a cornerstone in enterprise
networks.

主題 6
IS-IS: Aspiring Juniper networking professionals enhance their understanding of IS-IS routing protocols.
This topic equips candidates with the knowledge to configure and monitor IS-IS systems, addressing
specific exam challenges and practical applications.

主題 7
OSPF: The concepts and operational details of OSPF are explored, providing tools for routing efficiency.
Configuration and troubleshooting mastery ensure readiness for both the exam and complex enterprise
environments.
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主題 8
Protocol Independent Routing: An essential domain for understanding routing components outside protocol
dependencies, this topic enhances expertise in configuring, monitoring, and troubleshooting critical
elements.
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最新的 JNCIS-ENT JN0-351 免費考試真題 (Q29-Q34):
問題  #29 
Your switches are managed using Junos Space Network Director. You want to secure the switches using a Network Director filter
profile. A filter profile containing one term shown in the exhibit is deployed to ports on managed devices.
Which traffic will be accepted by the filter?

A. Traffic containing a destination MAC of 02:85:05:00:00:00/24 will be accepted.
B. No traffic will be accepted.
C. All traffic will be accepted.
D. Traffic containing a source MAC of 02:85:05:00:00:00/24 will be accepted.

答案：D

問題  #30 
You deployed a new EX Series switch with DHCP snooping enabled and you do not see any entries in the snooping databases for
an interface. Which two Juniper configurations for that interface caused this issue?
(Choose two.)

A. Dynamic ARP inspection is enabled on the interface.
B. The interface is configured as a trunk port.
C. The interface is configured as a disabled port.
D. MAC limiting is enabled on the interface.

答案：B,C

問題  #31 
What is a purpose of using a spanning tree protocol?

A. to route IP packets
B. to look up MAC addresses
C. to tunnel Ethernet frames
D. to eliminate broadcast storms

答案：D

解題說明：
A broadcast storm is a network condition where a large number of broadcast packets are sent and received by multiple devices,
causing congestion and performance degradation1. A broadcast storm can occur when there are loops in the network topology,
meaning that there are multiple paths between two devices2.
A spanning tree protocol is a network protocol that prevents loops from being formed when switches or bridges are interconnected
via multiple paths. It does this by creating a logical tree structure that spans all the devices in the network, and disabling or blocking
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the links that are not part of the tree, leaving a single active path between any two devices3.
By eliminating loops, a spanning tree protocol also eliminates broadcast storms, as broadcast packets will not be forwarded
endlessly along the looped paths. Instead, broadcast packets will be sent only along the tree structure, reaching each device once
and avoiding congestion3.

問題  #32 
Which three protocols support BFD? (Choose three.)

A. RSTP
B. LACP
C. OSPF
D. FTP
E. BGP

答案：B,C,E

解題說明：
Explanation
BFD is a protocol that can be used to quickly detect failures in the forwarding path between two adjacent routers or switches. BFD
can be integrated with various routing protocols and link aggregation protocols to provide faster convergence and fault recovery.
According to the Juniper Networks documentation, the following protocols support BFD on Junos OS devices1:
BGP: BFD can be used to monitor the connectivity between BGP peers and trigger a session reset if a failure is detected. BFD can
be configured for both internal and external BGP sessions, as well as for IPv4 and IPv6 address families2.
OSPF: BFD can be used to monitor the connectivity between OSPF neighbors and trigger a state change if a failure is detected.
BFD can be configured for both OSPFv2 and OSPFv3 protocols, as well as for point-to-point and broadcast network types3.
LACP: BFD can be used to monitor the connectivity between LACP members and trigger a link state change if a failure is detected.
BFD can be configured for both active and passive LACP modes, as well as for static and dynamic LAGs4.
Other protocols that support BFD on Junos OS devices are:
IS-IS: BFD can be used to monitor the connectivity between IS-IS neighbors and trigger a state change if a failure is detected. BFD
can be configured for both level 1 and level 2 IS-IS adjacencies, as well as for point-to-point and broadcast network types.
RIP: BFD can be used to monitor the connectivity between RIP neighbors and trigger a route update if a failure is detected. BFD
can be configured for both RIP version 1 and version 2 protocols, as well as for IPv4 and IPv6 address families.
VRRP: BFD can be used to monitor the connectivity between VRRP routers and trigger a priority change if a failure is detected.
BFD can be configured for both VRRP version 2 and version 3 protocols, as well as for IPv4 and IPv6 address families.
The protocols that do not support BFD on Junos OS devices are:
RSTP: RSTP is a spanning tree protocol that provides loop prevention and rapid convergence in layer 2 networks. RSTP does not
use BFD to detect link failures, but relies on its own hello mechanism that sends BPDU packets every 2 seconds by default.
FTP: FTP is an application layer protocol that is used to transfer files between hosts over a TCP connection. FTP does not use BFD
to detect connection failures, but relies on TCP's own retransmission and timeout mechanisms.
References:
1: [Configuring Bidirectional Forwarding Detection] 2: [Configuring Bidirectional Forwarding Detection for BGP] 3: [Configuring
Bidirectional Forwarding Detection for OSPF] 4: [Configuring Bidirectional Forwarding Detection for Link Aggregation Control
Protocol] : [Configuring Bidirectional Forwarding Detection for IS-IS] : [Configuring Bidirectional Forwarding Detection for RIP] :
[Configuring Bidirectional Forwarding Detection for VRRP] : [Understanding Rapid Spanning Tree Protocol] : [Understanding FTP]

問題  #33 
You implemented the MAC address limit feature with the shutdown action on all interfaces on your switch.
In this scenario, which statement is correct when a violation occurs?

A. By default, the interface will continue to send and receive traffic for all connected devices after a violation has occurred.
B. By default, you must manually clear the violation for the interface to send and receive traffic again.
C. By default, the violation will automatically be cleared after 300 seconds and the interface will resume sending and receiving
traffic for all learned devices.
D. By default, devices that are learned before the violation occurs are still allowed to send and receive traffic through the
specific interface.

答案：B

解題說明：



Explanation
When the MAC address limit feature with the shutdown action is implemented on a switch, if a violation occurs, the interface is
disabled and a system log entry is generated1. If the switch has been configured with the port-error-disable statement, the disabled
interface recovers automatically upon expiration of the specified disable timeout1. However, if the switch has not been configured for
auto-recovery from port error disabled conditions, you must manually clearthe violation by running the clear ethernet-switching port-
error command for the interface to send and receive traffic again1. This explanation is based on the Enterprise Routing and Switching
Specialist (JNCIS-ENT) documents and learning resources available at Juniper Networks1.
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