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¢ Platform Observability, Security, and Conformance: This part of the exam evaluates Procurement
Specialists on key aspects of observability and security. It includes working with traces, metrics, logs, and

=x 1 events while ensuring secure service communication. Policy engines, Kubernetes security essentials, and
protection in CI

¢ CD pipelines are also assessed here.

¢ Platform APIs and Provisioning Infrastructure: This part of the exam evaluates Procurement Specialists on

the use of Kubernetes reconciliation loops, APIs for self-service platforms, and infrastructure provisioning
=z 2 with Kubernetes. It also assesses knowledge of the Kubernetes operator pattern for integration and
platform scalability.

¢ Measuring your Platform: This part of the exam assesses Procurement Specialists on how to measure
=3 platform efficiency and team productivity. It includes knowledge of applying DORA metrics for platform
itiatives and monitoring outcomes to align with organizational goals.
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EE #60
A platform team wants to let developers provision cloud services like S3 buckets and databases using Kubernetes-native APIs,
without exposing cloud-specific details. Which tool is best suited for this?

A. Helm

B. Crossplane
C. OpenTofu
D. Cluster API
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Crossplane is the CNCF project designed to extend Kubernetes with the ability to provision and manage cloud resources via
Kubernetes-native APIs. Option B is correct because Crossplane lets developers use familiar Kubernetes manifests to request
resources like S3 buckets, databases, or VPCs while abstracting provider-specific implementation details. Platform teams can define
compositions and abstractions, providing developers with golden paths that include organizational guardrails.

Option A (Cluster API) is focused on provisioning Kubernetes clusters themselves, not cloud services. Option C (Helm) manages
Kubernetes application deployments but does not provision external infrastructure. Option D (OpenTofu) is a Terraform fork that
provides [aC but is not Kubernetes-native.

By leveraging Crossplane, platform teams achieve infrastructure as data and full GitOps integration, empowering developers to
provision services declaratively while ensuring governance and compliance.

References- CNCF Crossplane Project Documentation- CNCF Platforms Whitepaper- Cloud Native Platform Engneering Study
Guide

EE #61
‘Which component is essential for ensuring the repeatability and consistency of builds in a Continuous Integration pipeline?

A. Dynamic resource allocation that automatically scales infrastructure based on pipeline workload.

B. Real-time notification systens that alert developers immediately when builds fail in any environment.
C. Immutable artifacts with unique identifiers that are generated once and promoted across environments.
D. Customizable dashboards that visualize pipeline metrics and performance for different stakeholders.
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To achieve repeatability and consistency, CI pipelines must produce immutable artifacts that are uniquely identifiable and
reproducible. Option D is correct because immutable artifacts (such as container images tagged with digests or versioned binaries)
ensure that the same build artifact can be promoted across environments (dev, staging, production) without modification. This
eliminates discrepancies caused by rebuilding code in different environments.

Option A (notifications) improves feedback but does not guarantee consistency. Option B (dynamic scaling) optimizes resource
usage but does not address build reproducibility. Option C (dashboards) aid in visibility but are not critical to ensuring consistent
outpus.

Immutable artifacts are essential for compliance, traceability, and reliability. They ensure that what has been tested is exactly what
gets deployed, which is central to continuous delivery and GitOps practices.

References:- CNCF Platforms Whitepaper- CNCF Supply Chain Security Whitepaper- Cloud Native Platform Engineering Study
Guide

EE #62
In the context of platform engineering and the effective delivery of platform software, which of the following statements describes the
role of CI/CD pipelines in relation to Software Bill of Materials (SBOM) and security scanning?

e A. CI/CD pipelines are primarily for automating deployments; SBOM generation and security scanning are separate, manual
processes performed after deployment.

e B. SBOM generation and security scanning are particularly valuable for application software. While platform software may
have different security considerations, these practices are highly beneficial within CI/CD pipelines for applications.

e C. CI/CD pipelines should integrate SBOM generation and security scanning as automated steps within the build and test
phases to ensure early detection of vulnerabilities and maintain a clear inventory of components.

e D. CI/CD pipelines are designed to accelerate the delivery of platform software, and adding SBOM generation and security
scanning would slow down the process, so these activities are better suited for periodic audits conducted outside of the



pipeline.
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Modem platform engineering requires security and compliance to be integral parts of the delivery process, not afterthoughts. CI/CD
pipelines are the foundation for delivering platform software rapidly and reliably, and integrating SBOM generation and automated
vulnerability scanning directly within pipelines ensures that risks are identified early in the lifecycle.

Option B is correct because it reflects recommended practices from cloud native platform engneering standards: SBOMs provide a
transparent inventory of all software components, including dependencies, which is crucial for vulnerability management, license
compliance, and supply chain security. By automating these steps in CI/CD, teams can maintain both velocity and security without
manual overhead.

Option A downplays the relevance of SBOMs for platform software, which is inaccurate because platform components (like
Kubernetes operators, ingress controllers, or logging agents) are equally susceptible to vulnerabilities. Option C dismisses
autormation in favor of periodic audits, which contradicts the shift-left security principle. Option D misunderstands CI/CD's purpose:
security must be integrated, not separated.

References:- CNCF Supply Chain Security Whitepaper- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study
Guide

HE #63
Which of'the following is a primary benefit of adopting a platform approach for managing application environments with diverse
needs?

A. It centralizes all deployments in one environment to improve control and visibility.

B. It isolates application environments completely to maximize security and avoid shared resources.

C. It enables self-service infrastructure provisioning while supporting app-specific requirements and organizational standards.
D. It enforces one infrastructure setup for all applications to reduce management conmplexity.
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The main advantage of a platform engineering approach is balancing self-service for developers with organizational governance and
standardization. Option A is correct because platforms enable developers to provision infrastructure and application environments
independently while embedding security, compliance, and operational guardrails. This ensures that applications with diverse needs
(e.g., different scaling patterns, compliance requirements, or environments) can still operate within a unified governance framework.
Option B (isolation only) is sometimes required for compliance but does not address the broader benefit of balancing flexibility and
standardization. Option C forces uniformity, which reduces adaptability for varied workloads. Option D (centralized deployments)
reduces developer autonomy and scalability.

The platform approach enables golden paths, curated abstractions, and reusable services, allowing diverse applications to thrive
while maintaining control. This balance is central to platform engineering’s goal of reducing cognitive load and improving developer
productivity.

References:- CNCF Platforms Whitepaper- CNCF Platform Engineering Maturity Model- Cloud Native Platform Engineering
Study Guide

EE #64
Why might a platform allow different resource limits for development and production environments?

A. Simplifying platform management by using identical resource settings everywhere.

B. Enforcing strict resource parity, ensuring development environments constantly mirror production exactly.
C. Encouraging developers to maximize resource usage in all environments for stress testing,

D. Aligning resource allocation with the specific purpose and constraints of each environment.
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Resource allocation varies between environments to balance cost, performance, and reliability. Option D is correct because
development environments usually require fewer resources and are optimized for speed and cost efficiency, while production
environments require stricter limits to ensure stability, scalability, and resilience under real user traffic.

Option A (identical settings) may simplify management but wastes resources and fails to account for different needs. Option B



(maximizing usage in all environments) increases costs unnecessarily. Option C (strict parity) may be used in testing scenarios but is
impractical as a universal rule.

By tailoring resource limits per environment, platforms ensure cost efficiency in dev/staging and robust performance in production.
This practice is central to cloud native engineering, as it allows teams to innovate quickly while mantaining governance and
operational excellence in production.

References:- CNCF Platforms Whitepaper- Kubernetes Resource Management Guidance- Cloud Native Platform Engineering
Study Guide
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