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WGU Managing Cloud Security (JY02) Sample Questions (Q153-Q158):

NEW QUESTION # 153
An organization is conducting an external audit of the IT policies governing its production environment after moving all of its
production systens to the cloud. Which IT policy will have a low priority in this environment?

A. Hardware management
B. Acceptable use

C. Data classification

D. Software procurement

Answer: A

Explanation:

In a cloud environment, responsibility forhardware managementshifts primarily to the cloud provider.

Customers no longer manage servers, storage devices, or physical networks directly. As a result, hardware management policies are
less critical for customer audits compared to data classification, procurement, or acceptable use.

Data classification remains essential to secure sensitive information. Software procurement policies are important to control licensing
and compliance. Acceptable use policies govern employee behavior in cloud environments.

While organizations may still need high-level oversight of hardware through contracts and SLAs, detailed hardware policies have a
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reduced role. Instead, emphasis shifts to managing the shared responsibility model, ensuring cloud provider controls complement
customer governance.

NEW QUESTION # 154
‘Which cloud computing role can subscribe to a software as a service (SaaS) application?

A. Cloud service customer
B. Cloud application
C. Cloud computing
D. Cloud service provider

Answer: A

Explanation:

A cloud service customer is the role that subscribes to a software as a service (SaaS) application. Managing Cloud principles define
the cloud service custorrer as the individual or organization that consumes cloud services provided by a cloud service provider.

In a SaaS model, the customer accesses applications through a subscription-based arrangement, typically via a web interface. The
customer does not manage the underlying infrastructure or platform but is responsible for configuring user access and ensuring
proper use of the service.

The cloud service provider delivers and manages the application, while "cloud computing” and "cloud application” are not roles.
Therefore, the cloud service customer is the correct role.

NEW QUESTION # 155
‘Which cloud model provides retention of governance controls to a large company with legacy systens?

A. Community
B. Public

C. Hybrid

D. Private

Answer: D

Explanation:

The Private cloud model provides the greatest retention of governance controls for large organizations with legacy systens.
Managing Cloud guidance explains that private clouds are dedicated environments operated solely for one organization, either on-
prenises or hosted by a third party.

This model allows companies to maintain strict control over security policies, compliance requirements, data governance, and system
configurations. Legacy systems that require specific architectures, custom integrations, or regulatory oversight can be more easily
accommodated in a private cloud environment.

Public clouds offer limited control, community clouds share governance across organizations, and hybrid clouds introduce additional
complexity. Therefore, private cloud is the most appropriate model for retaining governance controls with legacy systemns.

NEW QUESTION # 156

An internal developer deploys a new customer nformation systemat a company. The system has an updated graphical interface with
new fields. Which type of fnctional testing ensures that the graphical interface used by employees to nput customer data behaves as
the employees need it to?

A. Security testing
B. Load testing

C. Regression testing
D. Acceptance testing

Answer: D

Explanation:

Acceptance testingevaluates whether the system meets user requirements and performs as expected in real- world conditions. In this
case, employees need the graphical interface to work properly for customer data entry. Acceptance testing confirns usability,
accuracy, and functionality from the end user's perspective.



Load testing measures performance under stress, regression testing checks for errors introduced by new changes, and security
testing ensures system defenses. These are valuable, but they do not validate end-user satisfaction and workflow alignment.
Acceptance testing is the final validation step before production deployment. It ensures that updates deliver intended business value
and user experience. By nvolving employees in acceptance testing, organizations ensure successful adoption of new systens.

NEW QUESTION # 157
‘When should a cloud service provider delete customer data?

A. When the data has not been accessed in the last 30 days
B. After a scheduled data review

C. When the cloud provider oversubscribes its storage space
D. After the specified retention period

Answer: D

Explanation:

The correct time for data deletion isafter the specified retention perioddefined by contractual agreements, regulatory frameworks, or
internal policies. Retention policies ensure that data is kept for as long as necessary for business, legal, or compliance reasons but not
longer than required.

Oversubscription, nactivity, or review cycles are not valid triggers because they may conflict with compliance mandates such as
GDPR, HIPAA, or PCI DSS. Deleting data prematurely could result in legal penalties or business risks, while keeping it longer than
necessary could increase exposure.

By deleting data only after the retention period, providers demonstrate adherence to data governance principles and protect
customer rights while minimizing storage costs and liability.

NEW QUESTION # 158
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