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NSE5 FWF AD-7.6 A5 & (Q12-Q17):
B #12

How can you find the upstream and downstream link rates of a wireless client connected to a FortiAP?

A. On the FortiGate CLI, using the diagnose wireless-controller wlac -d stacommand
B. On the FortiAP CLI, using the cw_diag kstacommand

C. On the FortiAP CLI, using the cw_diag -d stacommand

D. On the FortiGate GUI, using the WiFi Client monitor

Ef#: A

TR

The WiFi Client Monitor in the FortiGate GUI directly displays each client's upstream and downstream link rates (alongside MAC,
SSID, IP address, signal strength, etc.), giving you an immediate view of the maximum data-rate the client is achieving in both
directions.

HR #13
Which two statements are correct about FortiAP and rogue APs? (Choose two.)

¢ A FortiAP suppresses detected rogue APs manually.

¢ B. FortiAP scans rogue APs in the background while broadcasting SSIDs.

e C. FortiAP offers automatic suppression of rogue APs when broadcasting SSIDs.
¢ D. FortiAP detects rogue APs on dedicated monitoring radios.

Ef#: B. D
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Background scanning while serving clients

Each FortiAP radio can periodically switch into monitoring mode for a few milliseconds to scan for rogue APs, then switch back to
serve its SSIDs, allowing continual SSID broadcasting and client service while still detecting rogues in the background.
Dedicated-monitor radio detection

In dual-radio FortiAP models you can put one radio into "Dedicated Monitor" mode. That radio never transmits SSIDs, and instead
continuously listens on all channels to detect and locate rogue Aps.

B #14
Refer to the exhibit. Why is Radio 3 used for the spectrum analysis?
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A. Only Radio 3 is compatible with the selected band.

B. Radio 3 is the configured dedicated monitoring radio for this FortiAP model.
C. Radio 1 and Radio 2 are unavailable to run the spectrum analysis.

D. The 5 GHz frequency band is available only on Radio 3.
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B #15
Refer to the exhibit. Which statement is correct about channels 52 through 144 in the 5 GHz band?
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e A. The channels can be used only when Radio Resource Provisioning is enabled.

e B. The channels are subject to dynamic frequency selection (DFS) regulations.

e C. The channels cannot be used because of regulatory channel restrictions.

e D. The channels will be scanned by the wireless intrusion detection system (WIDS).

e



Channels 52-144 fall within the DFS-required UNII-2 and UNII-2 Extended bands, meaning APs must monitor for radar signals
and vacate those frequencies if radar is detected before transmitting.

HE #16
You have just authorized a newly added FortiAP device on FortiGate. It went offline for an extended time without coming back
online again. What troubleshooting process must you take to bring FortiAP back online?

A. Access FortiAP management using HTTPs.

B. Verify that communication between FortiAP and the wireless controller is not blocked.
C. Check the power feed to the FortiAP device and PoE status if powered by a switch.
D. Restart the wireless controller if it is unresponsive for the newly added FortiAP device.
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