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CompTIA DataSys+ Certification Exam Sample Questions (Q46-Q51):
NEW QUESTION # 46 
Which of the following are the best resources for monitoring potential server issues? (Choose two.)

A. User connections
B. Memory usage
C. Query execution
D. Firewall usage
E. CPU usage
F. Index usage

Answer: B,E

Explanation:
The two resources that are best for monitoring potential server issues are CPU usage and memory usage. CPU usage is the
percentage of time that the processor (CPU) of the server is busy executing instructions or processes. CPU usage indicates how
much workload the server can handle and how fast it can process requests. High CPU usage may affect the performance or
availability of the server and cause delays or errors. Memory usage is the amount of physical memory (RAM) or virtual memory
(swap space) that the server uses to store data or run applications. Memory usage indicates how much space the server has to store
temporary or intermediate data or results. High memory usage may affect the performance or availability of the server and cause
swapping or paging. The other options are either not relevant or not direct indicators of server health. For example, user connections
are the number of users who are connected to a database server at any given time; firewall usage is the amount of data that passes
through a firewall device or software; index usage is the frequency or efficiency of using indexes on tables to speed up queries; query
execution is the process of running SQL statements on a database server. Reference: CompTIA DataSys+ Course Outline, Domain
3.0 Database Management and Maintenance, Objective 3.2 Given a scenario, monitor database performance.

NEW QUESTION # 47 
Which of the following would a database administrator monitor to gauge server health? (Choose two.)

A. Transaction logs
B. Network sniffer
C. Memory usage
D. Domain controllers
E. Firewall traffic
F. CPU usage

Answer: C,F

Explanation:
The two factors that the database administrator should monitor to gauge server health are CPU usage and memory usage. CPU
usage is the percentage of time that the processor (CPU) of the server is busy executing instructions or processes. CPU usage
indicates how much workload the server can handle and how fast it can process requests. High CPU usage may affect the
performance or availability of the server and cause delays or errors. Memory usage is the amount of physical memory (RAM) or
virtual memory (swap space) that the server uses to store data or run applications. Memory usage indicates how much space the
server has to store temporary or intermediate data or results. High memory usage may affect the performance or availability of the
server and cause swapping or paging. The other options are either not relevant or not direct indicators of server health. For example,
transaction logs are files that record the changes made by transactions on the database; network sniffer is a tool that captures and
analyzes network traffic; domain controllers are servers that manage user authentication and authorization in a network; firewall
traffic is the amount of data that passes through a firewall device or software.

NEW QUESTION # 48 
Which of the following database instances are initiated by default when a database administrator installs a SQL Server instance for
the first time? (Choose two.)

A. Index
B. View
C. Root
D. Master



E. Model
F. Log

Answer: D,E

NEW QUESTION # 49 
Several users received a message from the Chief Executive Officer asking them for their bank account details. Which of the following
types of attacks is taking place?

A. Denial of service
B. Phishing
C. Brute-force
D. Malware

Answer: B

NEW QUESTION # 50 
Following a security breach, a database administrator needs to ensure users cannot change data unless a request is approved by the
management team. Which of the following principles addresses this issue?

A. Elevated privilege
B. Open access
C. Least privilege
D. Least resistance

Answer: C

Explanation:
The principle that addresses this issue is least privilege. Least privilege is a security principle that states that users should only have
the minimum level of access or permissions required to perform their tasks or roles. By applying this principle, the administrator can
ensure that users cannot change data unless they have been authorized by the management team through a request approval process.
This prevents unauthorized or accidental modifications of data that may compromise its integrity or security. The other options are
either opposite or unrelated to this principle. For example, open access means that users have unrestricted access to data; least
resistance means that users have the easiest or most convenient access to data; elevated privilege means that users have higher or
more permissions than they need. Reference: CompTIA DataSys+ Course Outline, Domain 4.0 Data and Database Security,
Objective 4.1 Given a scenario, apply security principles and best practices for databases.
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......
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