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AE #197
Which of the following is the PRIMARY benefit of implementing policies and procedures for system hardening?

A. Tt increases system resiliency.

B. It eliminates attack motivation for data.
C. It reduces exposure of data.

D. It reduces external threats to data.

HE: A

Y.

Explanation

System hardening is a process of applying security measures and configurations to a system to reduce its attack surface and enhance
its resistance to threats. System hardening can include disabling unnecessary services, removing default accounts, applying patches
and updates, enforcing strong passwords and encryption, and implementing firewalls and antivirus software. The primary benefit of
system hardening is that it increases system resiliency, which is the ability of a system to withstand or recover firom adverse events
that could affect its functionality or performance. The other options are not the primary benefits of system hardening, although they
may be secondary benefits or outcomes. System hardening does not necessarily reduce external threats to data, as threats can
originate from various sources and vectors. System hardening may reduce exposure of data, but only if the data is stored or
processed by the system. System hardening does not eliminate attack motivation for data, as attackers may have different motives
and incentives for targeting data. , p. 91-92 References: : CDPSE Review Manual (Digital Version)

EE #198
Which of'the following is MOST likely to present a valid use case for keeping a customer’s personal data after contract termination?

A. For the purpose of medical research

B. Ease of onboarding when the customer returns
C. A required retention period due to regulations
D. A forthcoming campaign to win back custormers

HE: C

Y.

Data retention is a process of keeping personal data for a specified period of time for legitimate purposes, such as legal obligations,
contractual agreements, business operations or historical records. Data retention should be based on the principle of data
minimization, which requires limiting the collection, storage and processing of personal data to what is necessary and relevant for the
intended purposes. Data retention should also comply with the principle of storage limitation, which requires deleting or disposing of
personal data when tt is no longer needed or justified. The most likely valid use case for keeping a customer's personal data after
contract termination is a required retention period due to regulations, such as tax laws, financial laws, health laws or consumer
protection laws, that mandate the organization to retain certain types of customer data for a certain period of time after the end of the
contractual relationship. The other options are not valid use cases for keeping a customer's personal data after contract termination,
as they do not meet the criteria of necessity, relevance or justification. For the purpose of medical research, the organization would
need to obtain the consent of the customer or have another legal basis for processing their personal data for a different purpose than
the original contract. A forthcoming campaign to win back customers or ease of onboarding when the customer returns are not
legitimate purposes for retaining customer data after contract termination, as they are not related to the original contract and may
violate the customer's privacy rights and preferences. , p. 99-100 Reference: : CDPSE Review Manual (Digital Version)
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HAE #199
A migration of personal data involving a data source with outdated documentation has been approved by senior management. Which
of the following should be done NEXT?

A. Ensure appropriate data classification.

B. Review data flow post migration.

C. Check the documentation version history for anomalies.
D. Engage an external auditor to review the source data.

HE: A

MY

Ensuring appropriate data classification should be done next after a migration of personal data involving a data source with outdated
documentation has been approved by senior management, as it helps to identify the types, locations, and owners of the data, and to

apply the appropriate privacy controls and measures based on the data classification level. Data classification also facilitates the data
discovery, data minimization, data retention, and data disposal processes15. Reference: 1 Domain 3, Task 2; 5 Page 9

EHE #200
Which of the following should be done FIRST when developing an organization-wide strategy to address data privacy risk?

A. Gather privacy requirements from legal counsel.
B. Obtain executive support.

C. Create a comprehensive data inventory.

D. Develop a data privacy policy.

He: B

MH.

Obtaining executive support is the first step in developing an organization-wide strategy to address data privacy risk, as it ensures
that the privacy program has the necessary resources, authority, and alignment with the organization's goals and objectives. Without
executive support, the privacy program may face challenges in implementing and enforcing privacy policies, procedures, and controls
across the organization. Reference: 2 Domain 1, Task 1

EAE2 #201
Which of the following is the PRIMARY reason to use public key infrastructure (PRI) for protection against a man-in-the-middle
attack?

A. It provides a secure connection on an insecure network
B. It makes public key cryptography feasible.

C. It contains schemes for revoking keys.

D. Tt uses Transport Layer Security (TLS).

He:. B

dY:

Explanation

Public key mfrastructure (PKI) is a system that enables the use of public key cryptography, which is a method of encrypting and
authenticating data using a pair of keys: a public key and a private key. Public key cryptography can protect against man-in-the-
middle (MITM) attacks, which are attacks where an attacker intercepts and modifies the communication between two parties. PKI
makes public key cryptography feasible by providing a way to generate, distribute, verify, and revoke public keys. PKI also uses
digital certificates, which are documents that bind a public key to an identity, and certificate authorities, which are trusted entities that
issue and validate certificates. By using PK1, the parties can ensure that they are communicating with the intended recipient and that
the data has not been tampered with by an attacker.

References:

* What is Public Key Infrastructure (PKI)? - Fortinet

* How is man-in-the-middle attack prevented in TLS? [duplicate]

* A brief look at Man-in-the-Middle Attacks and the Role of Public Key Infrastructure (PKI)
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