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FH 1

Zscaler Digital Experience: This section evaluates Network Performance Analysts on their knowledge of
Zscaler Digital Experience (ZDX), including understanding the ZDX score, architectural overview, features,
functionalities, and practical use cases to optimize digital user experiences.

FH 2

Risk Management: This domain measures skills of Risk Managers and Security Architects in using
Zscaler’s comprehensive risk management suite. Candidates are expected to understand risk capabilities,
dashboards, asset and financial risk insights, vulnerability management, deception tactics, identity
protection, and breach prediction analytics.

=M 3

Platform Services: This section measures skills of Cloud Infrastructure Engineers and focuses on the suite
of Zscaler platform services. Key topics include advanced device posture assessments, TLS inspection
mechanics, and the application of policy frameworks governing internet, private access, and digital
experience services.

=M 4

Zscaler Zero Trust Automation: This part measures Automation Engineers on their ability to utilize Zscaler
APIs, including the One API framework, for automating zero trust security functions and integrating with
broader enterprise security and orchestration tools.

FH 5

Access Control Services: This area assesses Security Operations Specialists on implementing access
control mechanisms including cloud app control, URL filtering, file type controls, bandwidth controls, and
segmentation. It also covers Microsoft 365 policies, private application access strategies, and firewall
configurations to protect enterprise resources.

%| &l Digital Transformation Administrator ZDTA F 2 MEEX| (Q83-

Q88):

A2 #83

Zscaler Platform Services works upon unencrypted data from encrypted communications due to which of the following?

B. Web Filtering
C. Antivirus

HE. A

ME:

A. TLS Inspection

D. Tenant Restrictions

Zscaler Platform Services, such as web filtering, advanced threat protection, DLP, and more, operate on decrypted traffic. This
decryption is enabled by TLS Inspection, which ntercepts SSL/TLS sessions, decrypts the payloads for inspection, and then
reftencrypts the traffic before forwarding to the destmation.

EE#84

‘What conditions can be referenced for Trusted Network Detection?

A. DNS Search Domain, DNS Server, Hostname Resolution

B. Hostname Resolution, DNS Servers, Geo Location

C. Hostname Resolution, Network Adapter IP, Default Gateway
D. DNS Servers,

DNS Search Domain, Network Adapter IP
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HE: A

=L
Trusted Network Detection in Zscaler Client Connector can reference DNS Search Domains, DNS Server IPs, and Hostname
Resolution (i.e. a hostname and the IP it resolves to) as criteria for determining a trusted network.

HEE #85
Which type of attack plants malware on commonly accessed services?

A. Remote access trojans
B. Phishing

C. Exploit kits

D. Watering hole attack

HE: D

Y.

AWatering Hole Attackis characterized by attackers planting malware on websites or services that are commonly accessed by their
intended victims. The goal is to infect users who visit these trusted sites by injecting malicious code or malware. This type of attack
leverages the trust users place in frequently visited services to deliver malware covertly.

Other options like Remote Access Trojans, Phishing, and Exploit Kits are attack types but do not specifically mvolve compromising
commonly accessed services to plant malware.

EE #86
‘When configuring Applications to be monitored, what probe types can be created?

A. Web Probe and Cloud Path Probe

B. Web Probe and Page Fetch Time Probe

C. Page Fetch Time Probe and Server Response time Probe
D. Page Fetch Time Probe and Cloud Path Probe

e A
AH.

When you set up application monitoring in ZDX, you can create Web Probes to measure application performance from the browser
and Cloud Path Probes to map and monitor the network path to those applications.

HEE #87
What transport mechanism will Zscaler Client Connector use to forward traffic to the Zero Trust Exchange when configured for
Tunnel 2.0?

A. Zscaler Client Connector will encapsulate the user's traffic in HTTP Connect tunnels to the ZTE.
B. Zscaler Client Connector will encapsulate the user's traffic n GRE tunnels to the ZTE.

C. Zscaler Client Connector will encapsulate the user’s traffic in dTLS/TLS tunnels to the ZTE.

D. Zscaler Client Connector will encapsulate the user's traffic in IPSec tunnels to the ZTE.

.|

o
m

: C

MY
Zscaler Client Connector's Tunnel 2.0 encapsulates user traffic in DTLS (or TLS) tunnels to the Zero Trust Exchange, providing
both transport security and protocol flexibility before handing off to Zscaler's inspection and enforcement engines.

EE #88
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