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Fortinet FCP - FortiSandbox 5.0 Administrator Sample Questions (Q32-
Q37):

NEW QUESTION # 32
You determine that there are a large number of samples on FortiSandbox that are obsolete and no longer needed for future analysis.
‘Which CLI tool must you use to remediate this issue? (Choose one answer)

A. cleandb

B. log-purge
C. factory-reset
D. fsck-storage

Answer: A

Explanation:

The correct answer is C. cleandb. The FortiSandbox 5.0 Administrator Study Guide explicitly states: "The cleandb command will
erase all stored data in the FortiSandbox database and reboot the system." This directly matches the scenario, because the issue is
that FortiSandbox contains many obsolete samples and related stored analysis data that are no longer needed. Removing those
database contents is exactly what cleandb is designed to do.

The other options do not fit this requirement. The same study guide section says "The log-purge command will remove all system
logs," which affects logs only, not the stored sample database. It also says "The fsck-storage command will check the integrity of the
hard disks and repair them if any issues are discovered," which is for disk integrity troubleshooting, not cleanup of obsolete sanples.
A factory reset would be far more destructive and is not the stated mamtenance tool for this issue. Therefore, cleandb is the correct
CLI remediation tool.

NEW QUESTION # 33
Refer to the exhibits.
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A FortiClient EMS server is integrated with a FortiSandbox device. You are asked to find ways to expedite all scan jobs that
require dynamic scanning so end users do not have to wait too long for a rating on suspicious attachments and URLs. Which
configuration change will maintain a high security level but expedite all dynamic scan job requests? (Choose one answer)
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A. On FortiClient EMS, disable Wait for FortiSandbox Results before Allowing File Access.
B. On FortiClient EMS, change FortiSandbox Detection Verdict Level to Medium.

C. On FortiSandbox, in the Advanced settings, enable Pipeline Mode.

D. On FortiSandbox, in the Pre-Filter settings, enable Office, PDF, URL, and Archive.

Answer: C

Explanation:

The best answer is B. enable Pipeline Mode. The FortiSandbox 5.0 Administrator Study Guide states: '"The Pipeline Mode feature
improves performance by allowing to scan multiple files, one at a time, without shutting down the VM instance after scanning each
file." It firther explains that "FortiSandbox will continue scanning files without shutting down the VM instance, as long as the VM
status hasn't changed." This directly improves the throughput of dynamic VM-based scanning, which is exactly what the question
asks for.

The other options do not fit as well. Option A would reduce waiting time for users, but it lowers security because files could be
accessed before a sandbox verdict is returned; the EMS lab profile intentionally enables "Wait for FortiSandbox Results before
Allowing File Access" with a Low detection level to maintain strong protection. Option C also weakens security by making
remediation apply only when the verdict "equals or exceeds the selected FortiSandbox Detection Verdict Level," so raising it to
Medium would ignore Low-risk detections. Option D enables prefiltering logic, which can reduce submissions, but it does not
directly accelerate jobs that already require dynamic scanning. Therefore, Pipeline Mode is the only choice that both preserves a
high security level and speeds dynamic scan processing,

NEW QUESTION # 34
Refer to the exhibit.

‘Which command nmust you use to configure the FortiSandbox device as the primary node? (Choose one answer)

A. he-settings -siiportl -a10.25.1.254
B. he-settings -siiportl -a10.25.1.30
C. he-settings -siiportl -a10.25.1.40
D. he-settings -si iportl -a10.25.1.50

Answer: D

Explanation:

The exhibit labels 10.25.1.50 as the cluster virtual IP address. The Study Guide explains that in HA configuration, "You must
configure the HA group name, password, and the virtual IP only on the primary node." It also says: "'You must also configure an
external interface for external commumication and an IP address that will be used as a virtual IP for the whole cluster. Devices will
interact with the cluster using this virtual IP." That is why the command for the primary node must point to the cluster virtual IP, not
to the individual portl addresses of the primary, secondary, or upstream firewall. In the exhibit, 10.25.1.30 is the primary node's
own portl IP, 10.25.1.40 is the secondary node's portl IP, and 10.25.1.254 is the network device. The only address that matches
the required cluster virtual IP is 10.25.1.50, so the correct command is hc-settings -si iport1 -a10.25.1.50.

NEW QUESTION # 35
You notice a recent file downloaded by some end stations is exhibiting malware behavior, however, on the sandbox the file is rated
clean. After flrther investigation you determine that only end stations using the Opera browser are being affected. What must you do



to prevent these infections? (Choose one answer)

A. Change the job queue priority to process web-based files first.

B. Configure a custom VM to use the same browser as the exploited end stations.
C. Modify the scan profile to include the malware file type.

D. Enable the STIX/TAXII Integration setting on FortiSandbox.

Answer: B

Explanation:

The best answer is B. The Study Guide explains that under VM settings, "FortiSandbox has a Browser selection that allows you to
choose which internet browser the VM instance will use. This helps to customize the test using an internet browser that more closely
resembles the user's environment or just monitor if the test delivers different results." It also states that the default browser choices
are Internet Explorer, Firefox, Chrome, and Edge. In addition, the guide says that "The VM images provided by Fortinet might not
suit your needs... You can generate a custom VM that fits your organization's needs and upload it to FortiSandbox." Because only
endpoints using Opera are affected, the clean verdict likely occurred because the sandbox environment does not accurately
reproduce the exploited browser environment. The most effective fix is to make the sandbox environment match the real target
environment more closely by using a custom VM with the same browser behavior as the affected endpoints. The other answers do
not address the root cause. STIX/TAXII is unrelated, changing the scan profile file type does not solve a browser-specific exploit
path, and job queue priority affects order, not analysis fidelity. Therefore, the required action is to configure a custom VM to use the
same browser as the exploited end stations.

NEW QUESTION # 36
Which two products integrated with FortiSandbox work to protect against the lateral movement stage of the Cyber Kill Chain?
(Choose two answers)

A. FortiADC

B. FortiMail

C. FortiDeceptor
D. FortiGate

Answer: C,D

Explanation:

Fromthe Attack Methodologies lesson, the Study Guide explicitly states:

"During the lateral movement stage, the attacker is trying to compromise and infect other computers in the network. If these
computers are protected with FortiClient, FortiClient can send any file that the computer downloads, to FortiSandbox for analysis."
"FortiDeceptor creates a network of decoys, to lure attackers and monitor their activities on the network. When attackers attack a
decoy, an alert is generated. FortiDeceptor engages FortiSandBox to get a verdict on the suspected malware."

"If you deploy FortiGate as an ISFW firewall, FortiGate can analyze the traffic moving across subnets and send any files to
FortiSandbox for analysis to prevent propagation.”" Both FortiDeceptor (Option B) and FortiGate (Option D) are specifically
identified as protecting against the lateral movement stage through their FortiSandbox integration.
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