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SISA Certified Security Professional in Artificial Intelligence Sample
Questions (Q20-Q25):

NEW QUESTION # 20
Which of'the following is a primary goal of enforcing Responsible Al standards and regulations in the development and deployment
of LLMs?

A. Ensuring that Al systems operate safely, ethically, and without causing harm.

B. Maximizing model performance while minimizing computational costs.

C. Developing Al systems with the highest accuracy regardless of data privacy concerns
D. Focusing solely on improving the speed and scalability of Al systems

Answer: A

Explanation:

Responsible Al standards, ncluding ISO 42001 for Al management systeins, aim to promote ethical development, ensuring safety,
fairness, and harm prevention in LLM deployments. This encompasses bias mitigation, transparency, and accountability, aligning with
societal values. Regulations like the EU Al Act reinforce this by categorizing risks and mandating safeguards. The goal transcends
performance to foster trust and sustamnability, addressing issues like discrimination or misuse. Exact extract: "The primary goal is to
ensure Al systens operate safely, ethically, and without causing harm, as outlined in standards like ISO

42001." (Reference: Cyber Security for Al by SISA Study Guide, Section on Responsible Al and ISO Standards, Page 150-153).

NEW QUESTION # 21
Which of the following describes the scenario where an LLM is embedded 'As-is' into an application frame?

e A Integrating the LLM into the application without modifications, using its out-of-the-box capabilities directly within the
application.

¢ B. Replacing the LLM with a more specialized model tailored to the application's needs.

e (. Using the LLM solely for backend data processing, while the application handles all user interactions.

e D. Customizing the LLM to fit specific application requirements and workflows before integration.

Answer: A

Explanation:

Embedding an LLM 'as-is' means direct integration of the pretrained model into the app framework without alterations, relying on its
inherent capabilities for tasks like text generation, simplifying SDLC by avoiding customization overhead. This is suitable for general-
purpose apps but may lack optimization for specifics, contrasting with tailored approaches. It accelerates deployment while posing
risks like unmitigated biases, necessitating post-integration safeguards. Exact extract: "It describes integrating the LLM without
modifications, using out-of-the-box capabilities directly in the application." (Reference: Cyber Security for Al by SISA Study Guide,
Section on LLM Integration Methods, Page 110-113).

NEW QUESTION # 22
A company's chatbot, Tay, was poisoned by malicious interactions. What is the primary lesson learned from this case study?

A. Continuous live training is essential for enhancing chatbot performance.

B. Encrypting user data can prevent such attacks

C. Open interaction with users without safeguards can lead to model poisoning and generation of inappropriate content.
D. Chatbots should have limited conversational abilities to prevent poisoning.

Answer: C

Explanation:

The Tay incident, where Microsoft's chatbot was manipulated via toxic inputs to produce offensive content, underscores the dangers
of unfiltered live learning, leading to rapid poisoning, Key lesson: Implement safeguards like content filters, rate limits, and moderated
feedback loops to prevent adversarial exploitation.

This nforms Al security by emphasizing input validation and ethical alignment in interactive systerrs. Exact extract: "Open interactions
without safeguards can lead to model poisoning and nappropriate content, as seen in the Tay case." (Reference: Cyber Security for
Al by SISA Study Guide, Section on Case Studies in Al Poisoning, Page 160-163).



NEW QUESTION # 23
How does the STRIDE model adapt to assessing threats in GenAl?

A. By excluding Al-specific threats like model inversion.

B. By focusing only on hardware threats in Al systems.

C. By using it unchanged from traditional software.

D. By applying Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege to Al
components.

Answer: D

Explanation:

The STRIDE model adapts to GenAl by evaluating threats across its categories: Spoofing (e.g., fake inputs), Tampering (e.g., data
poisoning), Repudiation (e.g., untraceable generations), Information Disclosure (e.g., leakage from prompts), Denial of Service (e.g.,
resource exhaustion), and Elevation of Privilege (e.g,, jaibreaking). This systematic threat modeling helps in designing resilient GenAl
systems, incorporating Al- unique aspects like adversarial inputs. Exact extract: "STRIDE adapts to GenAl by applying its threat
categories to Al components, assessing specific risks like tampering or disclosure.” (Reference: Cyber Security for Al by SISA
Study Guide, Section on Threat Modeling for GenAl, Page 240-243).

NEW QUESTION # 24
In a Transformer model processing a sequence of text for a translation task, how does incorporating positional encoding impact the
model's ability to generate accurate translations?

e A It ensures that the model treats all words as equally important, regardless of their position in the sequence.

¢ B. It simplifies the model's computations by merging all words into a single representation, regardless of their order

e C. It helps the model distinguish the order of words in the sentence, leading to more accurate translation by maintaining the
context of each word's position.

e D. It speeds up processing by reducing the number of tokens the model needs to handle.

Answer: C

Explanation:

Positional encoding in Transformers addresses the lack of inherent sequential information in self-attention by embedding word order
into token representations, using functions like sine and cosine to assign unique positional vectors. This enables the model to
differentiate word positions, crucial for translation where syntax and context depend on sequence (e.g., subject-verb-object order).
Without it, Transformers treat inputs as bags of words, losing syntactic accuracy. Positional encoding ensures precise contextual
understanding, unlike options that misrepresent its role. Exact extract: "Positional encoding helps Transformers distinguish word
order, leading to more accurate translations by maintaining positional context." (Reference: Cyber Security for Al by SISA Study
Guide, Section on Transformer Components, Page 55-57).

NEW QUESTION # 25
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