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would be a piece of cake.

Google Associate Google Workspace Administrator Sample Questions (Q55-
Q60):
NEW QUESTION # 55 
An employee at your organization may be sharing confidential documents with unauthorized external parties. You must quickly
determine if any sensitive information has been leaked. What should you do?

A. Review the employee's Drive log events in the security investigation tool.
B. Audit Drive access by using the Admin SDK Reports API.
C. Create a custom report of the user's external sharing by using the security dashboard.
D. Review the employee's user log events within the security investigation tool.

Answer: A

Explanation:
To quickly determine if an employee has shared confidential documents externally, you should utilize the security investigation tool in
the Google Admin console and specifically review the Drive log events associated with that employee's account. This tool provides a
centralized place to audit user activity related to Google Drive, including sharing actions.
Here's why option A is the most direct and efficient first step:
A . Review the employee's Drive log events in the security investigation tool.
The security investigation tool allows administrators to examine various logs related to user activity and potential security incidents.
By focusing on the Drive log events for the specific employee in question, you can quickly filter and review actions such as file
sharing, permission changes, and external access. This will provide a direct view of whether the employee has indeed shared
documents externally and to whom.
Associate Google Workspace Administrator topics guides or documents reference: The official Google Workspace Admin Help
documentation on the "Security investigation tool" (or similar titles) explains its capabilities. Specifically, the section on "Investigating
Drive log events" details how administrators can use filters to view file sharing activities, including external sharing, by specific users
and timeframes. This tool is designed for precisely such scenarios where you need to quickly audit user actions related to data
access and sharing.
B . Audit Drive access by using the Admin SDK Reports API.
While the Admin SDK Reports API can provide detailed information about Drive activity, using it requires programming skills and
setting up custom scripts or applications. This is not the quickest way to investigate a potential immediate security concern. The
security investigation tool offers a user-friendly interface for administrators to perform such investigations without needing to code.
Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin SDK
documentation describes the Reports API and its capabilities. While powerful for custom reporting and automation, it's not the
fastest method for a quick, ad-hoc security investigation compared to the built-in security investigation tool.
C . Review the employee's user log events within the security investigation tool.
The user log events in the security investigation tool cover a broader range of activities beyond just Google Drive, such as login
attempts, password changes, and device management actions. While this might provide some context, it is less focused on file
sharing activities compared to the Drive log events. To quickly determine if confidential documents were shared, filtering directly for
Drive-related actions is more efficient.
Associate Google Workspace Administrator topics guides or documents reference: The documentation on the security investigation
tool outlines the different log sources available, including user logs and Drive logs. For investigating file sharing, the Drive logs
provide more specific and relevant information.
D . Create a custom report of the user's external sharing by using the security dashboard.
The security dashboard provides an overview of your organization's security posture and includes pre-built reports and insights.
While you can create custom reports, this process might take longer than directly investigating the Drive log events for the specific
employee in the security investigation tool. The investigation tool is designed for targeted and immediate analysis of potential security
incidents related to user actions.
Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on the "Security dashboard" explains its features, which focus on overall security trends and insights. While it can be
useful for identifying patterns, the security investigation tool is more suited for investigating specific user actions and potential data
leaks on demand.
Therefore, the most efficient and direct way to quickly determine if the employee has shared confidential documents externally is to
review the employee's Drive log events in the security investigation tool.

NEW QUESTION # 56 



Users at your company are reporting that they are not receiving some emails in their corporate Gmail account. You have checked
the Google Workspace Status Dashboard and you found no service disruptions. You need to identify the root cause of the problem
and resolve the mail delivery issues.
What should you do? (Choose two.)

A. Verify whether the organization's Mail Exchange (MX) records are correctly configured.
B. Check the senders' IP addresses in the inbound mail gateway.
C. Investigate the Gmail log events for error messages or unusual patterns.
D. Use Email Log Search (ELS) to identify specific delivery failures.
E. Check the users' spam folders to determine whether emails are being misdirected.

Answer: A,D

Explanation:
Use Email Log Search (ELS): ELS allows you to trace email delivery and identify issues, such as undelivered or bounced messages.
This is an essential tool for identifying the root cause of mail delivery issues.
Verify whether the organization's Mail Exchange (MX) records are correctly configured: Incorrect MX records could prevent emails
from being delivered to the organization's Gmail accounts. It's important to verify that these records are set up properly to ensure
smooth email delivery.

NEW QUESTION # 57 
Your organization is concerned about unauthorized access attempts. You want to implement a security measure that makes users
change their password if there are twenty or more failed login attempts within one hour. You want to use the most effective and
efficient approach. What should you do?

A. Create an activity rule for user log events, define a time period and threshold, and select an Action for the rule to force a
password change.
B. Set up a Chrome action rule to restrict users from defined ChromeOS actions after twenty failed password attempts.
C. Create an activity rule for live-state data sources that meets the required time period and threshold to identify users who
need to change their password.
D. Enable email alerts to notify users that they need to change their password.

Answer: A

Explanation:
Creating an activity rule for user log events allows you to monitor failed login attempts within a specific time period (such as one
hour) and set a threshold (like twenty attempts). This rule can automatically trigger an action, such as forcing a password change,
when the defined threshold is met. This is the most effective and efficient approach to addressing unauthorized access attempts while
ensuring that security measures are enforced without manual intervention.

NEW QUESTION # 58 
You are configuring Gmail for your company and want to implement a layered security approach.
You decide to implement industry-standard email authentication protocols. What should you do?
Choose 2 answers

A. Configure a blocked senders rule to block all emails from unknown senders.
B. Set up SPF records to specify authorized mail servers for your domain.
C. Configure DKIM to digitally sign outbound emails and verify their origin.
D. Disable IMAP for your organization to prevent external clients from accessing Gmail.
E. Enable a default email quarantine for all users to isolate suspicious emails and determine if the messages haven't been
authenticated.

Answer: B,C

Explanation:
To implement industry-standard email authentication protocols as part of a layered security approach for Gmail, you should
configure DKIM (DomainKeys Identified Mail) and SPF (Sender Policy Framework) records for your domain. These protocols are
crucial for verifying the sender's identity and ensuring the integrity of email messages.



NEW QUESTION # 59 
You implemented a DLP policy for the finance organizational unit. You want to apply the same policy to a Shared Drive owned by
finance in the most efficient way. What should you do?

A. Create a new DLP policy for the users in the Shared Drive.
B. Under Sharing Settings in the Admin console, select the finance organizational unit and uncheck
"Allow users outside the domain to access files in shared drives".
C. Assign the Shared Drive to the finance organizational unit.
D. Change the scope of the policy to apply to all in the domain.

Answer: C

Explanation:
DLP policies apply based on the organizational unit of the owner. Assigning the Shared Drive to the finance OU ensures the existing
finance DLP rules apply automatically.

NEW QUESTION # 60
......
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