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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q31-Q36):
NEW QUESTION # 31 
Which activity is a required element of information security risk identification?

A. Consider the likelihood of the occurrence
B. Determine the risk owners
C. Prioritize the risk for treatment
D. Determine the level of risk

Answer: B

Explanation:
Clause 6.1.2 defines the mandatory elements of risk assessment. Under risk identification, the standard requires: "identifies the
information security risks:1) apply the information security risk assessment process to identify risks...; and2) identify the risk owners."
By contrast, considering likelihood and determining levels of risk (options B and D) are part ofrisk analysis(6.1.2 d) "assess the
realistic likelihood...";
"determine the levels of risk"), and prioritization for treatment (option C) is part ofrisk evaluation(6.1.2 e)
"prioritize the analysed risks for risk treatment"). Therefore, the specific activity that belongs torisk identificationis toidentify the risk
owners. This sequencing is prescribed to ensure each risk has a designated owner responsible for decisions on treatment and
acceptance downstream.

NEW QUESTION # 32 
Which statement describes a requirement for information security objectives?

A. They shall be consistent with the information security policy
B. They shall be reviewed at least annually
C. They shall all be measurable
D. They shall be contractually transferred to third parties

Answer: A

Explanation:
Clause 6.2 (Information security objectives) requires that objectives:
* "be consistent with the information security policy"
* "be measurable (if practicable)"
* "take into account applicable information security requirements"
* "be monitored, communicated, and updated as appropriate."
From this, option A is correct since consistency with policy is an explicit requirement. Option B is incorrect because the standard
allows objectives to be measurable "if practicable" (not mandatory for all). Option C is incorrect-objectives are not transferred
contractually to third parties, though third-party agreements may include security requirements. Option D is incorrect because the
standard requires regular review "as appropriate," not a fixed annual cycle.
Thus, the verified requirement isA: They shall be consistent with the information security policy.

NEW QUESTION # 33 
Which statement describes a purpose of monitoring, measurement, analysis and evaluation according to ISO
/IEC 27001?

A. To evaluate information security performance
B. To ensure that employees and contractors are competent
C. To monitor the use of information assets
D. To track the use of outsourced processes

Answer: A

Explanation:
Clause 9.1 requires:
"The organization shall evaluate the information security performance and the effectiveness of the information security management



system." This is the central purpose of monitoring, measurement, analysis, and evaluation. Competence (B) is covered under Clause
7.2. Monitoring use of assets (C) and outsourced processes (D) may be done, but they are not the formal purpose described in the
standard. Instead, performance evaluation ensures the ISMS continues to meet intended outcomes and supports continual
improvement.
Thus, the verified purpose is A: To evaluate information security performance.

NEW QUESTION # 34 
Which action is a required response to an identified residual risk?

A. Top management shall delegate its treatment to risk owners
B. By default, it shall be controlled by information security awareness and training
C. The organization shall change practices to avoid the risk occurring
D. It shall be reviewed by the risk owner to consider acceptance

Answer: D

Explanation:
Clause 6.1.3 (e) specifies:
"The organization shall obtain risk owners' approval of the information security risk treatment plan and acceptance of the residual
information security risks." This confirms that residual risks - those remaining after risk treatment - must be reviewed and formally
accepted by the designated risk owner. Option A is incorrect; awareness training is not a default control for all residual risks. Option
B misrepresents leadership responsibility; top management ensures processes exist, but risk ownersformally approve residual risk.
Option D (avoiding risk) is a treatment option, not the mandated requirement for residual risks.
Thus, the required response isC: Review and acceptance by the risk owner.

NEW QUESTION # 35 
Which ISMS documentation is part of the minimum scope of documented information required to be managed and controlled?

A. The budget assigned to operate the ISMS and its related allocations
B. A statement of correspondence between other ISO standards and the ISMS
C. Records of management decisions related to continual improvement
D. Third party information security awareness materials

Answer: C

Explanation:
Clause 7.5 (Documented Information) specifies that organizations must maintain documentationnecessary for the effectiveness of the
ISMS. Additionally, Clause 9.3 (Management Review) requires "records of decisions related to continual improvement
opportunities" as an output of management review. This is a core requirement and forms part of the documented information that
must be retained and controlled. Third- party materials (B), budgets (C), and cross-reference statements to other ISO standards (D)
are not required by ISO/IEC 27001. Only documents that directly demonstrate compliance, decision-making, and continual
improvement are mandated. Therefore, the verified minimum required documentation includesrecords of management review
decisionsrelated to continual improvement, confirming answer: A.

NEW QUESTION # 36
......
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