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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q14-Q19):
NEW QUESTION # 14 
Which field in a RADIUS accounting message is used by FortiAuthenticator for RSSO group assignment?
Response:

A. NAS-Identifier
B. Filter-ID
C. User-Password
D. Calling-Station-ID

Answer: B

NEW QUESTION # 15 
In public key infrastructure (PKI), what is the primary role of a certificate revocation list (CRL)?

A. To list expired certificates and ensure they are not used for encryption.
B. To enable certificate authorities to update certificates with new public key information.
C. To maintain a list of certificates that have been revoked by the certificate authority (CA) before their expiration date.
D. To provide information about the revocation status of certificates in real time.

Answer: C

Explanation:
A certificate revocation list (CRL) is issued by a certificate authority (CA) to maintain a list of certificates that have been revoked
before their scheduled expiration date, ensuring that untrusted or compromised certificates are no longer used.

NEW QUESTION # 16 
Refer to the exhibit, which shows the WTP profile configuration.



The AP profile is assigned to two FAP-231F APs that are installed in an open plan area.
The first AP has 32 clients associated with the 5 GHz radios and 22 clients associated with the
2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.
A dual-band-capable client enters the area near the first AP and the first AP measures the new client at -33 dBm signal strength. The
second AP measures the new client at -43 dBm signal strength.
If the new client attempts to connect to the Student01 wireless network, which AP radio will the client be associated with?

A. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.
B. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.
C. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.
D. The first AP 5 GHz interface because it has a stronger signal.

Answer: B

Explanation:
The profile is configured for client load balancing with a handoff threshold of 30 clients and a handoff RSSI of 30. The first AP's 5
GHz radio already exceeds the threshold with 32 clients, so when a new client arrives, that overloaded AP will avoid replying if the
client has sufficient signal at another AP. The second AP measures the client at -43 dBm, which is strong enough to satisfy the
alternate-AP handoff condition, so the client is directed there. Because the client is dual-band capable and the profile applies handoff
based on 5 GHz signal suitability, the client associates to the second AP's 5 GHz radio.



NEW QUESTION # 17 
What is the primary function of FortiAIOps in a LAN Edge deployment?
Response:

A. Deploy firmware updates
B. Collect NetFlow data
C. Correlate and analyze operational data using AI
D. Monitor application-layer firewalls

Answer: C

NEW QUESTION # 18 
What logs or tools can be used to troubleshoot wireless AP communication issues in FortiGate?
(Choose two)
Response:

A. Event Logs > WiFi Events
B. Application control profiles
C. VLAN trunk statistics
D. CAPWAP logs

Answer: A,D

NEW QUESTION # 19
......
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