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(Q49-Q54):

HM #49

Refer to the exhibit. -

Source IP ReporttrE Reﬁrglrﬁ;r User | Application

Device Type ¢ Category

15234 | FWO1 | 101.1.1 | ,logom | Mike DB
21345 | FW02 | 10.14@ .~ Logon | Bob WebApp

| 141231 | FWO1 4__10.1.1.1 | _Logon | Alice SSH

| 192.168.1.5 | Fwo3) ‘| 10.1.1.3 | Logon | Alice DB

| 10111 | FWO1 | 10111 | Logon | Bob DB

| 123.123.1.1 | FWo4 10.1.1.4 | Logon | Mike SSH

If'you group the events by Reporting Device, Reporting IP, and Application Category, how many results will FortiSIEM display?
e A Four

e B.Two

e C.Six

e D. One

¢ E. Five

Ef#: E

fEE .

Grouping by Reporting Device, Reporting IP, and Application Category yields five unique tuples: (FWO01, 10.1.1.1, DB), (FW02,
10.1.1.2, WebApp), (FWO01, 10.1.1.1, SSH), (FW03, 10.1.1.3, DB), and (FW04, 10.1.1.4, SSH).

HM #50
From which two sources can you import data to train FortiSIEM machine learning? (Choose two.)

A. FortiSIEM reports
B. Syslog archives

C. SQL database

D. CSV files
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B #51
‘What are the four incident status values on FortiSIEM?

® A. Active, closed, cleared, resolved

¢ B. Active, auto closed, cleared manually, resolved

e C. Active, auto cleared, cleared manually, system cleared
¢ D. Active, cleared, cleared manually, false positive

Ef#: C

fiE L.

FortiSIEM incidents can have four status values: Active, Auto Cleared, Cleared Manually, and System Cleared. These statuses
track the lifecycle of an incident-from detection (Active) to resolution - whether it's cleared automatically by correlation logic or
manually by an analyst.

H #52
Refer to the exhibit.
: . I wwmel B0 0N BE= T
Automation Policy ;B x
Name  Automation
Severity: Low Medium High
Rules: -
Time Range: } -
Affected Items: - -
Affected Orgs: K -

Action: Send Email/SMS/Webhook to the target users. @
Run Remediation/Script, g
Invoke an Integration Policy. Run: no policy @
Create Case wiién an incident is created. @
[ Send SNMP miessage to the destination set in Admin > Settings > Analytics.
D Send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
[ Open Remedy ticket using the configuration set in Admin > Settings > Analytics.

[ invoke FortiAl and update Comments

According to the automation policy configuration shown in the exhibit, what happens if an associated rule triggers?

A. FortiSIEM runs the remediation script, because that takes precedence over all other options.
B. FortiSIEM fails to the integration policy, because no policy is defined.

C. FortiSIEM perforns all selected actions.

D. FortiSIEM sends an email, because that is first on the list.

Ef#: C

fEE L

When an associated rule triggers, FortiSIEM perforns all selected actions in the automation policy. In this case, it will send an
email/SMS/webhook, run the remediation script, invoke the integration policy (even if none is currently defined), and create a case.
All checked actions are executed.



B #53
Refer to the exhibit.

Rule Subpattern

Edit SubPattern M x

Name: DomainAcctLockout

Filters: Paren Attribute Operator Value Paren Next Row
° O Event Type IN v EventTypes: Domain Account Lo Q o AND OR + 5

Aggregate: Paren Attribute Operator Value Paren Next Row
© © COUNT(Matched Events) . v i ) © AND OR 4 i

Group By: Attribute Row Move

Reperting Device © @ + ¥

Reporting IP © © 2+ <

User e e * | %

‘Which section contains the subpattern configuration that determines how many matching events are needed to trigger the rule?

A. Group By
B. Actions

C. Filters
D. Aggregate

IEf#: D
R -

The Aggregate section contains the condition COUNT(Matched Events) >= 1, which defines how many events must match the filter
criteria for the rule to trigger. This is the subpattern configuration that determines the event threshold.
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