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%| &l Advanced in AI Audit AAIA FEMEEAM (Q67-Q72):

HEE #67
An organization implements a neural network-based Al system for credit scoring that processes extensive input data from multiple
sources. Which of the following represents the GREATEST risk if input validation and anomaly detection controls are inadequate?

A. Delayed model training cycles from excessive data preprocessing
B. Biased inputs that can affect credit decisions

C. Increased computational cost due to redundant input checks

D. Overfitting caused by excessive anomaly filtering
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In neural network-based credit scoring, the model' s complexity often obscures the relationship between specific inputs and final
outcomes. If input validation and anomaly detection are weak, " biased inputs " or " noise " from various sources can seep into the
training and inference pipelines. According to the ISACA AAIA™ framework, these biased inputs can cause the model to learn
discriminatory patterns (e.g., correlations between ethnicity and creditworthiness) that are hidden within large datasets. This leads to
unethical and potentially illegal credit decisions. While overfitting (Option B) and costs (Option C) are technical concerns, the
systemic risk of automated discrimination via unchecked inputs poses the most significant threat to the organization' s legal standing
and reputation.

EE #68
Which of the following is the MOST important consideration for change management related to the organization-wide adoption of
Al systens and tools?

A. Direct mvolverment from organization senior leadership

B. Establishment of organization data governance and infrastructure readiness
C. Phased implementation and stringent project stage gates

D. Implementation of Al-powered systems with shorter user training cycles
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Fororganization-wide adoptionof Al, the MOST important change management consideration is that the organization hassuitable
data governance and infrastructure readiness(D). Without robust data governance, Al systems may rely on poor-quality,
noncompliant, or insecure data; without appropriate infrastructure (compute, storage, monitoring, integration), implementations will
be fragile, unreliable, and risky. AAIA stresses thatAl readinessincludes governance structures, data stewardship, and technical
foundations.

Senior leadership nvolvement (A) is critical for sponsorship and culture, but even strong leadership cannot compensate for
fundamentally inadequate data governance and infrastructure. Option B (shorter training cycles) focuses on user adoption but not
core risk and control issues. Option C (phased implementation and stage gates) is good project discipline, but still depends on the
underlying readiness. Therefore, froman Al risk and governance perspective, ensuringdata governance and infrastructure readinessis
the primary prerequisite for successful, safe change management in Al adoption.

References:

ISACA,AAIA Exam Content Outline- Domain 1 and Domain 2: Governance of Al; Al Operations and Infrastructure.

ISACA guidance on Al readiness assessiments and data governance as a precondition for Al transformation.

EE #69
During a walk-through, an IS auditor observes an Al engineer entering a prompt that manipulates the Al model's behavior. Which of
the following is the BEST control to prevent this?

A. Encrypt the underlying data

B. Enforce an input/output template
C. Retrain the model immediately
D. Deploy adversarial training
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The most direct and effective control for preventing prompt-based manipulation is toenforce a structured input/output
template(option A). AAIA highlights prompt management as a key emerging control area because unstructured prompts can lead to:
* Prompt injection

* Model manipulation

* Circumvention of rules

* Unauthorized access to sensitive outputs

* Safety violations

Templates constrain user input to predefined formats, reducing opportunities to embed hidden instructions or modify model behavior.
Adversarial training (B) strengthens robustness but doesnotprevent users from inserting manipulative prompts.

Encryption (C) protects data, not prompt integrity.

Immediate retraining (D) addresses performance, not misuse.

Templates ensure consistent, secure, and auditable prompt structure.

References:

AAIA Domain 1: Al Governance, Prompt Controls

AAIA Domain 2: Security Controls for Generative Al

HE #70

An IS auditor is auditing an organization's data governance framework. The primary objective is to provide assurance that data
management practices are standardized to support a trustworthy Al system Which of the following should be the auditor's MOST
important consideration?

A. Accountability for data management
B. Portability of data

C. Data practices for training models
D. Retention of stored data
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AE#7
Which of the following is the BEST recommendation to mitigate excessive agency when implementing an Al system as a browser
extension?

A. Remove user access to browser extensions.
B. Minimize browser extension functionality.
C. Maximize browser extension functionality.
D. Use open-source browser extensions.

e B

ME:

Excessive agencyoccurs when Al systens act too autonomously, making decisions without appropriate human oversight. To mitigate
this in a browser extension, the BEST approach is tominimize finctionality (A), ensuring the extension performs only narrowly
defined, controlled actions. This aligns with AAIA's guidance onlimiting Al autonomy, applying least-privilege principles, and
restricting unnecessary actions.

Removing user access entirely (B) is overly restrictive. Maximizing finctionality (C) increases risk. Open- source extensions (D)
improve transparency but do not inherently control excessive agency.Scope limitation is the most targeted and effective mitigation.
References:

ISACA,AAIA Exam Content Outline- Domain 1: Governance, Al Autonomy, and Risk Controls.
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