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49. Frage

(A Linux user password is identified as follows:

$2a308$ AbChORCM8p8FGaYVRLIOH.Kng542enWCOQ YThas708 UEZRQQ;GB
‘Which hash algorithm should be used to salt this password?)

A. berypt

B. SHA-512
C.NTLM
D. MD5

Antwort: A

Begrindung;

The string format $2a$08$... is a well-known identifier for the berypt password hashing scheme. In common password-hash
notation, the prefix indicates the algorithm and parameters: "$2a$" denotes berypt (version 2a), and "08" indicates the cost factor
(work factor) controlling how computationally expensive hashing is. berypt is designed specifically for password storage: it includes a
built-in salt and is intentionally slow and adaptive, making brute-force and GPU attacks far more expensive than fast general-
purpose hashes like MD5 or SHA-512. NTLM and MDS are obsolete for secure password storage due to speed and known
weaknesses. SHA-512, while cryptographically strong as a hash, is still too fast for password hashing unless used in a dedicated
password-hashing construction (e.g., PBKDF2, scrypt, Argon2) with appropriate parameters and salts. Since the given hash clearly
matches berypt's encoding, the correct algorithm is berypt, which incorporates salting and cost-based key stretching as part of its

design.

50. Frage
(A company wants to use certificates issued by a root CA to demonstrate to customers that it is a legitimate company being hosted
by a cloud provider. Who needs to trust the root CA public key?)

A. The buyer and the Federal Trade Commission

B. The seller and the buyer

C. The Federal Trade Commission and the cloud provider
D. The cloud provider and the seller

Antwort: B

Begriindung;

In a public key infrastructure, trust in a certificate ultimately depends on the relying party's trust anchor set-typically the root CA
certificates preinstalled in a customer's browser/OS trust store. For customers to accept the company's certificate as legitimate, the
buyer (customer) must trust the root CA public key (or an intermediate chained to it) so they can validate the certificate chain and
signatures. The seller (the company) also must trust and rely on the root CA public key to build and present a valid chain and to
make operational decisions based on that CA's issuance and revocation mechanisims; practically, the seller selects a CA whose root
is widely trusted by customers. The cloud provider's trust is not what makes the certificate valid to customers; the provider may
terminate TLS or pass traffic through, but customer validation is based on the chain to a trusted root. Government agencies like the
FTC are not part of the cryptographic trust path for TLS certificate validation.

Therefore, among the given options, the correct pairing is the seller and the buyer, reflecting both the issuer selection/usage by the
company and the relying-party validation by custormers.

51. Frage
(What are the roles of keys when using digital signatures?)
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A. A private key is used for signing, and a public key is used for signature validation.
B. A public key is used for both signing and signature validation.

C. A public key is used for signing, and a private key is used for signature validation.
D. A private key is used for both signing and signature validation.

Antwort: A

Begriindung;

Digital signatures provide integrity, authenticity, and typically non-repudiation by using an asymmretric key pair. The signer uses the
private key to create a signature over a message (usually over a hash

/digest of the message). Because the private key is kept secret, only the legitimate signer should be able to produce a valid signature.
Anyone who has the corresponding public key can then validate the signature: they verify that the signature matches the message
digest under the public key and that the signed data has not been altered. This is why the public key can be widely distributed (often
mside an X.

509 certificate) while the private key must be protected by the signer. Ifa public key were used to sign, anyone could forge
signatures; if a private key were required for validation, only the signer could validate, defeating the purpose of public verifiability.
Therefore, the correct key roles are private key for signing and public key for signature validation.

52. Frage
(Which number generator has different results given the same input data?)

A. True random
B. Pseudorandom
C. Prime

D. Sequence

Antwort: A

Begrindung;

A true random number generator (TRNG) produces outputs derived from nondeterministic physical processes (e.g,, thermal noise,
oscillator jitter, radioactive decay, or other hardware entropy sources).

Because the underlying phenomenon is not algorithmically determined by an input seed in the same way as a PRNG, repeated
"mputs" (or identical conditions froma software perspective) do not yield the same sequence; the outputs vary unpredictably. By
contrast, a pseudorandom number generator (PRNG) is deterministic: given the same seed and internal state, it produces the same
output sequence, which is useful for repeatability but means security depends on seed secrecy and proper seeding,

"Prime" is not a generator type, and "sequence" is too generic and does not imply nondeterminism. In cryptographic systerns,
TRNGs (or hardware entropy sources) are often used to seed cryptographically secure PRNGs (CSPRNGs), combining high-
quality entropy with efficient generation. Therefore, the generator that can produce different results for the "same input data" is a true
random number generator.

53. Frage
(Why should an administrator choose lightweight cryptography?)

A. The payload requires complex rounds of encryption.

B. The data requires minimal protection due to the sensitivity level.
C. The desktop is in a secure area of the building.

D. The embedded system has limited resources.

Antwort: D

Begriindung;

Lightweight cryptography is designed for constrained environments-devices with limited CPU, memory, storage, bandwidth, and
power (battery). Examples include 10T sensors, smart locks, RFID tags, embedded controllers, and industrial devices.
Administrators choose lightweight algorithms and protocols to maintain reasonable security while fitting strict resource budgets and
real-time constraints.

The goal is not "weaker security because data is unimportant," but rather efficient security that can still meet threat models under
constraints. Option B captures this: embedded systens often cannot afford the computational cost of heavy cryptographic primitives
(large key sizes, complex modes, frequent handshakes) or may struggle with latency and energy consumption. Option A is irrelevant
because physical security of a desktop doesn't remove the need for cryptography in communications or storage. Option C is the



opposite of lightweight design. Option D is a poor justification; security design should be based on risk, and lightweight cryptography
is not merely for "minimal protection," but for practical deployability under constraints. Therefore, the correct reason is limited
resources on embedded systers.
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