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bEY 2 Hh R 1
¢ Deployment and System Configuration: This domain covers mitial FortiGate setup, logging configuration
FEw 21 and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate

cloud deployments (CNF and VM), and FortiSASE admmistration with user onboarding.

e Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
ey 72 load balance traffic across multiple WAN links.
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¢ VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
bEY 73 secure connections.

¢ Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for

FEwY 74
7 user identification.

¢ Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
FEw 5 nspection modes and web filtering, configuring application control, deploying antivirus scanning modes,
and implementing IPS for threat protection.
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B (Q51-Q56):

B #51
Refer to the exhibit.

Profile Name S

NOC_Access
WOl '_:'{1” I‘l
super_admin

E=:RTIOET
The NOC team connects to the FortiGate GUI with the NOC_Access admin profile. They request that their GUI sessions do not
disconnect too early during inactivity. What must the administrator configure to answer this specific request from the NOC team?

e A Move NOC_Access to the top of the list to ensure all profile settings take effect.

¢ B. increase the of line value of the override idle Timeout parameter in the NOC _Access admin profile.
¢ C. Increase the admintimeout value under config system accprofile noc Access.

e D. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access.

IEf#: B

fER .

In FortiOS 7.6, GUI session inactivity timeout behavior for administrators is controlled by admin profiles, not by general access
permissions or profile ordering,

How GUI idle timeout works in FortiOS 7.6

FortiGate has a global admin timeout (admintimeout), but

Admin profiles can override this value using the Override idle timeout setting,

When Override idle timeout is enabled in an admin profile, the timeout value defined inside that profile takes precedence over the
global setting,

The exhibit shows that the NOC team logs in using the NOC _Access admin profile. Therefore, to prevent their GUI sessions from
disconnecting too quickly during nactivity, the timeout must be adjusted within that specific admin profile.

‘Why option B is correct

B . Increase the value of the Override Idle Timeout parameter in the NOC_Access admin profile.

This directly controls how long GUI sessions remain active when users assigned to NOC_Access are idle.

It affects only the NOC team, which matches the requirement precisely.

This is the recommended and documented approach in FortiOS 7.6.

Why the other options are incorrect

A . Increase admintimeout under config system accprofile

Incorrect. admmntimeout is a global admin setting, not configured under accprofile, and it would affect all administrators, not just
NOC users.




C . Move NOC_Access to the top of the list

Incorrect. Admin profile order has no impact on session timeout behavior.

D . Assign super_admin role

Incorrect and insecure. Super admin does not control idle timeout and would unnecessarily grant full privileges.

H #52
Refer to the exhibit. Review the intrusion prevention system (IPS) profile signature settings shown in the exhibit.
‘What can you conclude about the signature when adding the FTP.Login.Failed signature to the IPS Sensor profile?

Add Signatures x
Type Filter

Action @Block ~

Packet logging &3 Disable

Status {3 Disable & Default

Rate-based settings Specify

Exempt IPS 0 EditIP Exemptiops _

Name ¢ ‘ Severity $ Target & 0s ¢ Action §
ETP.Login.Failed AnEmE Server All @ Pass

A. The signature setting uses a custom rating threshold

B. The signature setting includes a group of other signatures.

C. FortiGate allows this low severity signature packet and creates a log.
D. FortiGate stores a local copy of the packet that matches the signature.

EM: C
i

The IPS signature FTP.Login.Failed is configured with the action Pass and Packet logging = Enable. This means FortiGate will allow
traffic that matches this signature but will also log the event, since the severity is low and blocking is not applied.

B #53
Refer to the exhibit.



Application and Filter Overrides

FPeMTINET. Details Type Action

1 & ABC Com Application @ Allow

2 RN Excessive-Bandwidth  Filter © Block

;2

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow This
application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall
policy. To test the configuration, the administrator accessed the ABC.Com web site several times.

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Com Type is set as Application instead of Filter.

B. The ABC.Comis configured under application profile, which must be configured as a web filter profile.
C. The ABC Com s hitting the category Excessive-Bandwidth.

D. The ABC Com Action is set to Allow

IEf#: D

il

In FortiOS 7.6 Application Control, security logs are generated primarily for actions such as Block or Monitor, not for Allow
actions.

What is happening in the exhibit

An Application Override is configured for ABC.Com

Type: Application

Action: Allow

The application control profile is applied to a firewall policy

Logging is enabled on the firewall policy

Traffic to ABC.Comis successfully allowed

However, no security logs appear for ABC.Com

Why no logs are generated

InFortiOS 7.6:

Application Control logs are written to Security Logs when:

An application is Blocked

An application is Monitored

‘When an application action is set to Allow:

The traffic is permitted silently

No application control security log is generated

Even if policy logging is enabled

This is expected and documented behavior.

To generate logs for allowed applications, the action must be set to Monitor, not Allow.

Why the other options are incorrect

A). ABC.Comis hitting the category Excessive-Bandwidth

Incorrect. ABC.Com has a higher-priority explicit override (priority 1), so it is not evaluated against the Excessive-Bandwidth filter.
B). The ABC.Com Type is set as Application instead of Filter

Incorrect. Application-type overrides are valid and commonly used; this does not suppress logging.
C). The ABC.Com nmust be configured as a web filter profile

Incorrect. This traffic is being evaluated by Application Control, not Web Filter.



HA #54
Refer to the exhibits, which show the firewall policy and an antivirus profile configuration.

Firewall policy configuration

Edit Policy

Name ©
Incoming Interface

Qutgoing Interface

Source

DNS Filter
Application Control
IPs

File Filter

SSL Inspection A




Antivirus profile configuration

Edit AntiVirus Profile

Name default

Comments Scan files and block viruses. Z 29/255
AntiVirus scan @ @© REESS Monitor

Feature set SRSl Proxy-based

Inspected Protocols
—— :RTINET]
SMTP €©
POP3 ©
IMAP ©
FTP ©
CIFS O

APT Protection Options

Teeat Windows executables

in email attachments as viruses
Send files to FortiSandbox for inspection @ »
Send files to FortiNDR for inspection © »
Include mobile malware protection O
Quarantine © ®

e o©

Virus Outbreak Prevention ©

Use FortiGuard outbreak prevention database O
Use external malware block list >»
Use EMS threat feed © »




Why is the user unable to receive a block replacement message when downloading an infected file for the first time?

¢ A The option to send files to FortiSandbox for inspection is enabled.

¢ B. The firewall policy performs a full content inspection on the file.

¢ (. The intrusion prevention security profile must be enabled when using flow-based inspection mode.
¢ D. Flow-based inspection is used, which resets the last packet to the user.

Ef#: D

A -

In Flow Based scanning, if a virus is detected, the final packet is dropped making the file unusable tot the end user. FG caches the
URL of the file. If the user attempts to download again, rather than scanning the file again, the IPS engine then sends a block
message to the user.

B #55
Which two statements are true regarding FortiGate HA configuration synchronization? (Choose two.)

¢ A. Checksums of devices will be different from each other because some configuration items are not synced to other HA
members.

¢ B. Checksums of devices are compared against each other to ensure configurations are the samne.

¢ C. Incremental configuration synchronization can occur only from changes made on the primary FortiGate device.

¢ D. Incremental configuration synchronization can occur from changes made on any FortiGate device within the HA cluster.

Ef#: B. D

fEEL:

When you add a new FortiGate to the cluster, the primary FortiGate compares its configuration checksum with the new secondary
FortiGate configuration checksum. Ifthe checksums don't match, the primary FortiGate uploads its complete configuration to the
secondary FortiGate.

After the mitial synchronization is complete, whenever a change is made to the configuration of an HA cluster device (primary or
secondary), incremental synchronization sends the same configuration change to all other cluster devices over the HA heartbeat link.

B #56
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