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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

Topic 1

¢ System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Topic 2 Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

o Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL. and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systens (IPS) to monitor and
mitigate threats within enterprise networks.

Topic 3

¢ Routing; This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate commumnication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 4

¢ VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
inplementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

Topic 5

Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q14-Q19):

NEW QUESTION # 14

View the exhibit, which contains the partial output of the IKE real-time debug from three different FortiGates, then answer the
question below.

Which FortiGate(s) are configured as ADVPN hubs?

A. FortiGate 3 only
B. FortiGate 1 only
C. FortiGate 2 only
D. FortiGate 1 and 2

Answer: B
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NEW QUESTION # 15

A company's guest internet policy, operating in proxy mode, blocks access to Artificial Intelligence Technology sites using
FortiGuard. However, a guest user accessed a page in this category using port 8443.

‘Which configuration changes are required for FortiGate to analyze HTTPS traffic on nonstandard ports like

8443 when full SSL inspection is active in the guest policy?

¢ A. Admmistrators can block traffic on nonstandard ports by enabling the SNI check in the SSIL/SSH Inspection Profile.

¢ B. Add a URL wildcard domain to the website CA certificate and use it in the SSL/SSH Inspection Profile.

¢ C. Inthe Protocol Port Mapping section of the SSL/SSH Inspection Profile, enter 443, 8443 to analyze both standard (443)
and non-standard (8443) HTTPS ports.

¢ D. To analyze nonstandard ports in web filter profiles, use TLSv1.3 in the SSI/SSH Inspection Profile.

Answer: C

Explanation:

When FortiGate is operating inproxy modewithfull SSL inspection enabled, it inspects encrypted HTTPS traffic by default onport
443. However, some websites may usenon-standard HTTPS ports(such as 8443), which FortiGate does not inspect unless
explicitly configured.

To ensure that FortiGate inspects HTTPS traffic onport 8443, administrators mustmanually add port 8443in theProtocol Port
Mappingsection of theSSI/SSH Inspection Profile. This allows FortiGate to treat HTTPS traffic on port 8443 the same as traffic on
port 443, enabling proper inspection and enforcement of FortiGuard category-based web filtering,

NEW QUESTION # 16
An administrator has enabled HA session synchronization in a HA cluster with two members.
Which flag is added to a primary unit's session to indicate that it has been synchronized to the secondary unit?

A. synced
B. dirty.
C. redir.
D. nds.

Answer: A

NEW QUESTION # 17

An administrator has been assigned the task of creating a set of firewall policies which must be evaluated before any custom policies
defined within the policy packages of managed FortiGate devices, across all 25 ADOMSs in FortiManager.

How should the administrator accomplish this task?

¢ A Create a header policy in the Global ADOM containing the firewall policies that must be evaluated first, and then assign
this header policy to all other ADOMs.

e B. Use a CLI script from the root ADOM on FortiManager to push these new policies to all FortiGate devices, through the
FGFM tunnel.

e C. Create a footer policy in the Global ADOM containing the firewall policies that must be evaluated first, and then assign this
footer policy to all other ADOMs.

e D. Move the FortiGate devices into a single globally scoped ADOM, and merge policy packages, inserting the new firewall
policies at the top.

Answer: A

NEW QUESTION # 18
Exhibits:



Hub

BGP AS 65100

Dynamic tunnel

Spoke-1

Hub # show router bgp
config router bgp
set as 65100
set router-id 172.16.1.1
config neighbor-group
edit "advpn"
set remote-as M>100

set route®yeflector-client

end
config neag¥hbor-range
edif)"
set prefix
neighbor=-group "advpn"

il O s e g p e s

sel




end

config network
edit 1
set prefix 1Q,.4v

Refer to the exhibits, which contain the network topology and BGP conﬁguratlon for a hub.
An admmnistrator is trying to configure ADVPN with a hub-spoke VPN setup using iBGP. All the VPN are up and connected to
the hub. The hub is receiving route information from both spokes over iBGP; however, the spokes are not receiving route
mformation from each other.

‘What change must the administrator make to the hub BGP configuration so that the routes learned by one spoke are forwarded to
the other spokes?

A. Change the router id to 10.1.0.254.

B. Configure an individual neighbor and remove neighbor-range configuration.

C. Configure the hub as a route reflector client.

D. Make the configuration of remote-as different from the configuration of local-as.

Answer: C

NEW QUESTION # 19

In order to serve you better, we have a complete system if you buying FCSS EFW_AD-7.4 exam bootcamp fromus. You can try
the free demo before buying FCSS EFW_AD-7.4 exam materials, so that you can know what the complete version is like. If you
are quite satisfied with the free demo and want the complete version, you just need to add them to card, and pay for them. You will
receive your download link and password for FCSS EFW_AD-7.4 Exam Dumps within ten minutes after payment. We have after-
service for you after buying FCSS EFW_AD-7.4 exam dumps, if you have any question, you can contact us by email, and we will
give you reply as soon as possible.
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