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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator 35
NSE7_SSE_AD-25 ;A B8 (Q42-Q47):

H #42
In the Secure Private Access (SPA) use case, which two FortiSASE features facilitate access to corporate applications? (Choose
two answers)

e A thinedge

e B. zero trust network access (ZTNA)

e C. cloud access security broker (CASB)
e D.SD-WAN

Ef#: B. D
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In a FortiSASE deployment, the Secure Private Access (SPA) use case is specifically designed to provide remote users with secure,
high-performance connectivity to internal corporate applications hosted in private data centers or public clouds.5 This is achieved
through two primary architectural methods:

* SD-WAN Integration (A): FortiSASE integrates natively with existing Fortinet Secure SD-WAN networks.6 In this architecture,
the FortiSASE global PoPs act as spokes that establish automated IPsec tunnels to the organization's FortiGate SD-WAN hubs.
This allows the platform to use intelligent application steering and dynamic routing to find the shortest, most efficient path to private
resources, ensuring a Superior user experience.

* Zero Trust Network Access (ZINA) (B): FortiSASE provides Universal ZTNA to enforce granular, per-session access control.7
Unlike traditional VPNs that grant broad network access, ZTNA verifies the user's identity and the endpoint's security posture (via
ZTNA tags) before every application session.

This ensures that users only have access to the specific corporate applications they are authorized to use, significantly reducing the
attack surface.

* Analysis of Other Options: * Thin Edge (C) is a connectivity method used to secure branch offices and micro-branches (typically
using FortiExtender), rather than a specific feature for facilitating private corporate application access for individual remote users.

* CASB (D) is used for Secure SaaS Access (SSA) to provide visibility and control over third- party cloud applications like Office
365, rather than private applications hosted on-premises.

H #43
One user has reported connectivity issues; no other users have reported problems. Which tool can the admmistrator use to identify
the problem? (Choose one answer)

A. Forensics service to obtain detailed information about the user's remote computer performance.
B. Digital experience monitoring (DEM) to evaluate the performance metrics of the remote computer.
C. SOC-as-a-Service (SOCaaS) to get information about the user's remote computer.

D. Mobile device management (MDM) service to troubleshoot the connectivity issue.

Ef#: B
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In a FortiSASE deployment, Digital Experience Monitoring (DEM) is the primary diagnostic tool used to troubleshoot connectivity
and performance issues specifically for a single user or endpoint.

* End-to-End Visibility: DEM provides real-time, end-to-end visibility into the network path between the end-user's device and the
application they are trying to reach. This is critical when only one user reports an issue, as it allows administrators to pinpoint
whether the problem resides on the local device, the local ISP, the SASE backbone, or the destination application.

* Performance Metrics: The DEM agent (often integrated with the FortiMonitor agent on the endpoint) collects granular
performance metrics such as latency, jitter, packet loss, and RTT (Round Trip Tine). It also provides device-specific health data,
including CPU and memory usage, to determine if the connectivity issue is actually caused by the remote computer's performance.
* Hop-by-Hop Analysis: Unlike standard monitoring, DEM offers End-to-End Continuous Hop Analytics. This path monitoring
visualizes every "hop" in the traffic route and highlights exactly where degraded service is occurring, For a single user experiencing
issues while everyone else is fine, this tool immediately triangulates if a specific "problem hop" in their unique connection path is the
cause.

* Operational Comparison: ¥* MDM (A) is used for managing device configurations and software distribution, not for real-time
network performance troubleshooting,

* Forensics (C) is a security-focused service used for nvestigating malware incidents or data breaches, not for measuring network
latency.

* SOCaaS (D) is a managed security service for threat monitoring and event triage; while it handles "security" connectivity issues
(like a blocked IP), it is not a tool for performance metric evaluation.

HRE #44
Which three traffic flows are supported by FortiSASE Secure Private Access (SPA)? (Choose three answers)

A. From private resources to the internet.

B. From thin branches/branch on-ramp to private resources behind the Fortinet SD-WAN.
C. Fromprivate resources to FortiSASE agent-based users.

D. From private resources to other private resources (SPA to SPA).

E. Fromagent-based users to private resources behind the Fortinet SD-WAN.

iEf#: B. C. E
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FortiSASE Secure Private Access (SPA) provides flexible connectivity to internal corporate resources using a hub-and-spoke
architecture where FortiSASE PoPs act as spokes to an organization's FortiGate hub.

* Flow from Agent-based users to Private Resources (C): This is the core functionality of SPA.

Remote users running FortiClient (agent-based) connect to the nearest FortiSASE PoP. The PoP, integrated into the corporate SD-
WAN fabric, uses [Psec and BGP to route traffic to the private applications located behind the FortiGate hub or associated spokes.
* Flow from Thin Branches/Branch On-ramp to Private Resources (E): FortiSASE extends its security and connectivity to physical
locations through "Thin Edge" (e.g., FortiExtender, FortiAP) or

"Branch On-ramp" (e.g., branch FortiGates). These sites form tunnels to the FortiSASE PoP, which then provides them with access
to the same private resources in the SD-WAN network as the remote agent-based users.

* Flow from Private Resources to Agent-based users (A): The SPA architecture is designed for bidirectional communication.
Documentation confirms that traffic can be initiated from the FortiGate hub (or local networks behind it) to the remote VPN agents.
This "Server-to-Client" flow is essential for administrative tasks, log forwarding, or real-time communication applications like VoIP.
Incorrect Options:

* Option B: Traffic from private resources to the internet is handled via Secure Internet Access (SIA) or local gateway policies, not
the SPA use case, which is dedicated to internal private application access.

* Option D: While FortiSASE can facilitate branch-to-branch communication via ADVPN shortcuts, the term "SPA" specifically
refers to the access layer for users and is not used to describe resource-to- resource or hub-to-hub traffic.

HM #45

Refer to the exhibits. A FortiSASE admmnistrator has configured an antivirus profile in the security profile group and applied it to the
mternet access policy. Remote users are still able to download the eicar.comrzip file from https/eicar.org.

‘Which configuration on FortiSASE is allowing users to perform the download?

A. Web filter is allowing the URL.
B. Deep inspection is not enabled.
C. Intrusion prevention is disabled.
D. Application control is exempting all the browser traffic.

Ff#: B

L2

The SSL inspection mode is set to certificate mspection, which only inspects SSI/TLS headers and does not allow full scanning of
encrypted content. Without full (deep) inspection, the antivirus profile cannot scan or block malicious files (like eicar.com-zip)
delivered over HTTPS, allowing the download to proceed.

H #46
What is the purpose of the grace period for off-net endpoints in the FortiSASE Network Lockdown feature?
(Choose one answer)

A. To allow users to attempt VPN reconnection before restrictions are applied1
B. To automatically reset the FortiClient configuration

C. To bypass security policies for specific applications

D. To permanently block network access for non-compliant endpoints

IEfE: A

AR :

In the FortiSASE architecture, Network Lockdown is a security feature designed to prevent offnet (off- fabric) endpoints from
accessing the mternet or local network without the protection of the SASE security stack.

* Triggering Lockdown: When an endpoint is determined to be "off-net"-meaning it does not satisfy the on-net rule sets defined in its
endpoint profile-a timer starts for a configurable grace period.

* Function of the Grace Period: During this period, the endpoint maintains full access to the LAN and the internet.4 The specific
purpose of this grace period is to provide the user with a window of time to attempt a connection to the FortiSASE VPN tunnel or
an alternate corporate tunnel.5 This ensures that users can authenticate and regain a secure "on-net" status before any connectivity
restrictions are enforced.

* Enforcement: Ifthe grace period expires and the endpoint has failed to establish a VPN connection, FortiClient enforces a strict
lockdown.7 In this state, the device cannot reach the LAN or the internet, except for specifically defined "Exempt Destinations"



(such as captive portal login pages or the FortiSASE portal itself).

* Resetting the Timer: Any attempt to connect to the tunnel during the grace period resets the timer, providing additional
opportunities for the user to remediate their connection status.8 According to the FortiSASE 25 Administrator Study Guide, the
grace period is an essential user- experience setting that balances strict "zero-trust" security with the practical need for users to
access the network briefly to establish their secure tunnel.
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