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Topic Details
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CWNP Certified Wireless Analysis Professional Sample Questions (Q143-
Q148):

NEW QUESTION # 143
Given: Shown are frames captured from an IEEE 802.1X/LEAP authentication.
This WLAN is a Robust Security Network (RSN) using the CCMP cipher suite.

Packet | Dest, Physical Source Physical BSSID Absolute Time Delta Time Relative Time | Protocol
1l 00:0D:ED:AS:4F:70 00:40:96: A1: Cisco:AS5:4F: 70 12:10:20.727946 0.000000 $§02.11 Probe Req
2 00:40:96:A1:9A:F9 00: 0D:ED: A5:4F: 12:10:20. 726260 0.000314 0.000314 6&02.11 Ack
3 00:40:96:A1:9A:F9 00:0D:ED: AS: Cisco:AS5:4F: 70 12:10:20.730018 0.001758 0.002072 602.11 Probe Rsp
Certifiedaomlesse ekseam: Frofessionado: el - 12:10:20.730330 0.000312 0.002384 802.1l Ack
00: 80 : EDLh 0 : 4048 Cisco:AS5:4F: 70 12:10:20.730830 0.000500 0.002884 802.11 Auth
19 J 12:10:20.731138 0.000308 0.003192 &02.11 Ack
: Cisco:AS:4F: 70 12:10:20.731390 0.000252 0.0034494 802.11 Auth
: 12:10:20.731598 0.000208 0.003652  £02.11 Ack
TODTED:AS: 4F: 404 Cisco:AS5:4F: 70 12:10:20.733010 0.001412 0.005064 802.11 Assoc Req
10 00:40:96:A1:94:F9 00: 0D: 12:10:20.733324 0.000314 0.005378 802.11 Ack
11 00:40:96:A41:9A:F9 00:0D: Cisco:A5:4F: 70 12:10:20.733808 0.000434 0.005862 &02.11 Assoc Rsp
12 00:0D:ED:AS5:4F:70 00:40: 12:10:20.733848 0000040 0.005902 802.11 Ack
13 00:40:96:A1:9A:F9 00:0D: Cisco:AS5:4F: 70 12:10:20. 734450 0.000602 0.006504 EAP Request
14 00:0D:ED:A5:4F:70 00:40: 12:10:20. 734355 ~0.0000385 0.006409 502.11 Ack
15 00:0D:ED:A5:4F:70 00:40: Cisco:AS:4F: 70 12:10:20.939073 0.204718 0.211127 EAP Response
16 00:40:96:A1:9A:F9 00:0D: 12:10:20. 939385 0.000312 0.211439 802.11 Ack
17 00:40:96:A1:94:F9 00:0D: Cisco:ASEAF: 70 12:10:20.942649 0.003264 0.214703 EAP Request
18 00:0D:ED:AS5:4F:70 00:40: 12:10:20.942695 0.000046 0.214749 802.11 Ack
19 00:0D:ED:AS:4F:70 00:40:96: A1: 9AsF9 CiscosAST4F:20 12:10:20.944581 0.001886 0.216635 EAP Response
20 00:40:96:A1:9A:F9 00: 0Pa 5 3 12:10:20.944893 0.000312 0.216947 802.11 Ack
21 00:40:96:A1:9A:F9 005 0D EDLAS: 4E: 70 Cizco:AS:4F: 70 12:10:20.957283 0.0123%0 0.229337 EAP Success
22 00:0D:ED:45:4F:70 00:40:96:22: SA: F9 12:10:20.957329 0.000046 0.229383 802.11 ick
23 00:0D:ED:AS5:4F:70 00:40:96: A1:9A:F9 Cisco:AS5:4F:70 12:10:20.958951 0.00l622 0.231005 EAP Request
24 00:40:96:AL:94:F9 00: 0D: 14F:7 12:10:20.959273 0.000322 0.231327 802.11 Ack
25 00:40:96:A1:94:F9 00:0D:ED:AS:4F: 70 Cisco:AS:4F: 70 12:10:20.972157 0.0128384 0.244211 EAP Response
26 00:0D:ED:AS5:4F:70 00:40: 96:21: 94: F9 12:10:20.972203 0.000048 0.244257 | 802.11 Ack
27 00:40:96:Al:9A:F9 00:0D:ED:AS:4F: 70 Cisco:AS5:4F: 70 12:10:20.972373 0.000170 0.244427 802.1x
28 00:0D:ED:AS5:4F:70 00:40:96:A1: 92: F9 12:10:20.972413 0.000040 0.244467 802.11 Ack
29 00:0D:ED:A5:4F:70 00:40:96:A1:9A:F9 Cisco:AS5:4F:70 12:10:20.974511 0.0020%8 0.246565 EAPOL-Key
30 00:40:96:A1:9A:F9 00: 0D:ED: A5:4F: 70 12:10:20.974831 0.000320 0.246885 602.11 Ack
31 00:40:96:A1:94:F9 00:0D:ED:AS: 4F: 70 Cisco:AS5:4F: 70 12:10:20.976199 0.001368 0.248253 802.1x
32 00:0D:ED:AS5:4F:70 00:40:96:A1: 9A: F9 12:10:20.976243 0.000044 0.248297 802.11 Ack
33 00:0D:ED:A5:4F:70 00:40:96:A1:9A: F9 Cisco:AS:4F: 70 12:10:20.977877 0.001634 0.249331 EAPOL-Key
34 00:40:96:AL:9A:F9 00: 0D:ED: A5:4F: 70 12:10:20.976193 0.000316 0.250247 602.11 Ack

Using the information given in the screenshot, calculate how long it takes for only the frames that are part of the 4-Way handshake to
conplete.

e A 3018ns
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B. 237.753 ns
C. 5.820 ns

D. 210.443 ns
E. 243.743 ms

Answer: C

NEW QUESTION # 144
What interframe space would be expected between a CIS and a Data frame?

e A SIFS
e B PIFS
e C.DIFS
e D. AIFS

Answer: A

Explanation:

Explanation

The mterframe space that would be expected between a CTS (Clear to Send) and a Data frame is SIFS (Short Interframe Space).
A SIFS is the shortest mterframe space that is used for high-priority transmissions, such as ACKs (Acknowledgements), CTSs, or
data frames that are part of a fragmentation or aggregation process. A SIFS is a fixed value that depends on the PHY type and
channel width. A CTS and a Data frame are part of a virtual carrier sense mechanism called RTS/CTS (Request to Send/Clear to
Send), which is used to avoid collisions and hidden node problens in wireless transmissions. When a STA (station) wants to send a
data frame, it first sends an RTS frame to the intended receiver, indicating the duration of the transmission. The receiver then
responds with a CTS frame, also indicating the duration of the transmission. The other STAs in the vicinity hear either the RTS or the
CTS frame and update their NAV (Network Allocation Vector) timers accordingly, deferring their access to the medium until the
transmission is over. The sender then sends the data frame after waiting for a SIFS, followed by an ACK frame fiom the receiver
after another SIFS. The other options are not correct, as they are not used between a CTS and a Data frame. A PIFS (PCF
Interframe Space) is used for medium access by the PCF (Point Coordination Function), which is an optional and rarely
implemented polling-based mechanism that provides contention-fiee service for time-sensitive traffic. An AIFS (Arbitration
Interframe Space) is used for medium access by different ACs (Access Categories), which are logical queues that correspond to
different QoS (Quality of Service) levels for different types of traffic. An AIFS is a variable interframe space that depends on the
AIFSN (Arbitration Interframe Space Number) value of each AC. A DIFS (Distributed Interframe Space) is used for medium
access by the DCF (Distributed Coordination Function), which is the default and mandatory contention-based mechanism that
provides best-effort service for normal traffic. References: [Wireless Analysis Professional Study Guide CWAP-404], Chapter 6:
802.11 Frame Exchanges, page 166-167; Chapter 7: QoS Analysis, page 194-195

NEW QUESTION # 145

In the analyzer trace shown, the TBTT is nominally 102.5 milliseconds.

No Time | Delta | & Length|'J | ® | Source | Destination | BSSID | Summaty

3 | ﬂ 8/1615:54:26.115825  1.148915 258 1 D4FE:7F:48:0B:80 FF:FFFF.FFFF-FF  04FE:7F:48DB:80 80211 beacon
9 | 8/161554:26.220274  1.253364 1 258 -30 1 D4FE:7F:48:DB:80 FR:FFFRFFFFFF  04:FE:7F:4808:80 80211 beacon
0|1 8/161554:26.324708  1.357798 m 258 30 1 D4FE:7F:48:0B:80 FRFRFRFFFFFF  04:FE:7F:48.08:80 80211 beacon
11|77 8/1615:54:26.429175  1.462265 258 30 1 O4FE:7F:48:0B:80 FR.FRFREFFFFFF  04FE:7F4808:80 80211 beacon
12|71 8161554:26533609 1566699 258 30 1 D4FE:7F:48:.0B:80 FF.FRFFFFFFFF  04FE:7F4808:80 80211 beacon
13|71 8416155426,633064 1.671154 258 27 1 O4:FE:7F:48:DB:80  FF:FF:FF:FF:FF:FF 04:FE:7F:48.DB:80 80211 beacon
14|71 8/16155426.742568  1.775658 E 258 2? 1 O4:FE:7F:48:DB:80  FF:FF:FF.FF:FEFF 04:FE:7F:48:DB:80 80211 beacon
15|71 8/1615:54:26.846391  1.880081 258 30 1 04:FE:7F:48DB:80  FF:FF:FEFF:FF:FF 04:FE:7F:48DB:80 80211 beacon
16 |1 8416 15:54:26.951386 1.984476 258 30 1| 04:FE:7F:48:DB:80. ¢V FF:FF:FF:FF:FF:FF 04:FE:7F:48.DB:80 80211 beacon
17| 8/161554:27.055851  2.088941 258 30 1 O4FE:7F:48:0B:80  FEFFFREFFFF-FF  04FE:7F:480B:80 80211 beacon
18| 8/16155427.160282 2193372 | 258 30, 1 O4FE7F.48:0B:80  FF:FFFRFFFF-FF  04:FE:7F:48.DB:80 80211 beacon
19| 8/161554:27.264744 2297634 © 1 288 30 1 O4FE:7F:48DB:80 FFFRFRFFFFFF  O4FE:7F:48DB:80 80211 beacon
E [l 8/1615:54:27.369177  2.402267 l l@ 28 52‘3' 1 O4:FE:7F:48:DB:80  FF:FF:FF:FF:FF:FF 04:FE:7F:48.DB:80 80211 beacon
21 |71 8/1615:54:27.473646 2506736 m 28 28 1 O4:FE:7F:48:DB:80  FF:FF:FF:FF:FF:FF 04:FE:7F:48.DB:80 80211 beacon
2| ansissezzsreon 2661 Ol 258 28 bEFEF I nﬂrﬁu qu;E#;fﬁLF:rF:FF 04FE:7F:480B:80 80211 beacon
23| 8/16 15:54:27.682523 2715613 m 258 04.FE:7F A ] 04:FE:7F:48.DB:80 80211 beacon
24|71 8A161554:27.786975  2.820065 11 258 04:FE: 7F48-DB:30 1| 04FE:7F480B:80 80211 beacon
25| 8n6155427.891412 2924502 [if] 258 | 1" DRFESF 43 DB:80 04FE:7F-48:0B:80 80211 beacon
26|71 8/1615:54:27.995873  3.028963 m 258 -30 1 04:FE:7F:48:DB:80 04:FE:7F:48:0B:80 80211 beacon

Why does the Beacon transmission interval vary?

¢ A. The DCF Interframe space (DIFS) is nominally 50 ms, but typically varies by as much as 10 ms, which causes delays in



Beacons.

¢ B. Beacon frames vary in size, and therefore some take slightly longer to send than others.

o (. The access point must arbitrate to gain access to the RF medium in order to transmit a Beacon.

e D. This trace shows an HT network where HR/DSSS nodes are active on the network. The access point is changing slot
times from short to long as needed.

Answer: C

NEW QUESTION # 146
When 802.11 standard compliant AES-CCMP security is being used with IPSec/ESP for layered security, what willa WLAN
protocol analyzer see as the security mechanism in use when a user browses to an HTTPS secured web page?

A. SSILv3

B. AES-CCMP, IPSec/ESP, AND SSLv3
C. IPSec/ESP

D. AES-CCMP

E. AES-CCMP and IPSec/ESP

Answer: D

NEW QUESTION # 147
Which one of the following is not an 802.11 Management frame?

A. PS-Poll

B. Authentication
C. Beacon

D. Action

Answer: A

Explanation:

A PS-Poll (Power Save Poll) frame is not an 802.11 management frame. A PS-Poll frame is a type of control frame that is used by
a STA in power save mode to request data frames froman AP. A STA in power save mode can conserve battery power by
periodically sleeping and waking up. When a STA sleeps, it cannot receive any data frames from the AP, so it informs the AP ofits
power save status by setting a bit in its MAC header. The AP then buffers any data frames destined for the sleeping STA until it
wakes up. When a STA wakes up, it sends a PS-Poll frame to the AP, indicating its association ID and requesting any buffered data
frames. The AP then responds with one or more data frames, followed by an ACK or BA frame from the STA. The other options
are not correct, as they are types of 802.11 management frames. An Action frame is used to perform various management actions,
such as spectrum management, QoS management, radio measurement, etc. A Beacon frame is used to advertise the presence and
capabilities of an AP or BSS. An Authentication frame is used to establish or terminate an authentication relationship between a STA
and an AP.

NEW QUESTION # 148
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