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CompTIA Linux+ Certification Exam Sample Questions (Q40-Q45):

NEW QUESTION # 40
Which of'the following filesysterms contains non-persistent or volatile data?

A. /boot
B. /usr
C. /var
D. /proc

Answer: D

Explanation:
The /proc filesystem s a virtual filesystem that provides process and kernel information. It is non- persistent and volatile, meaning its
contents exist only in memory and are regenerated at each system boot.

NEW QUESTION # 41
A systerms administrator needs to open the DNS TCP port on a Linux system from network
10.0.0.0/24. Which of the following commands should the administrator use for this task?

A. ufw enable 53/tcp from 10.0.0.0/24
B. uf allow 53/tcp from 10.0.0.0/24
C. ufw allow dns/tcp to 10.0.0.0/24

D. ufw disable from 10.0.0.0/24

Answer: B

Explanation:
The ufw allow 53/tcp from 10.0.0.0/24 command explicitly opens TCP port 53 (DNS) for connections coming from the
10.0.0.0/24 network, which is the correct way to configure this firewall rule.

NEW QUESTION # 42
A systerms administrator needs to enable routing of IP packets between network interfaces.
Which of the following kernel parameters should the administrator change?

A. net.ipvd.ip_local port range
B. net.ipv4.ip_multicast

C. net.ipvd.ip_forward

D. net.ipv4d.ip_route

Answer: C

Explanation:
The net.ipv4.ip_forward kernel parameter controls whether the Linux kernel can forward IP packets between network interfaces,
enabling routing functionality when set to 1.

NEW QUESTION # 43
A systens administrator receives reports about connection issues to a secure web server. Given the following firewall and web
server outputs:
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Firewall output:

Status: active
To Actiqn, From

—— — —

443/tcp DENY.Anywhere
443/tepC(¥6) DENY Anywhere (vé)

Web server output:

tcp LISTEN O 4096 *:443 *:*

‘Which of the following commands best resolves this issue?

A. ufw allow 4096/tcp

B. ufw allow 80/tcp

C. ufw disable

D. ufw delete deny https/tcp

Answer: D

Explanation:
The firewall output shows that port 443/tcp (HTTPS) is explicitly denied, even though the web server is correctly listening on it.
Removing the deny rule for HTTPS (ufiv delete deny https/tcp) resolves the issue while still keeping the firewall active and secure.

NEW QUESTION # 44
An admmnistrator needs to remove the directory /home/user1/dataand all of its contents.
Which of the following commands should the administrator use?

e A, rmdir -p /home/userl/data
e B. rm-r /home/userl/data

e C. cut -d /home/userl/data

¢ D. In-d /home/userl/data

Answer: B

Explanation:
The rm-r command recursively removes a directory and all of its contents (files and subdirectories), which is required for deleting
/home/user1/data.

NEW QUESTION # 45
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