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AE #251
Which of the following BEST represents a combination of quantitative and qualitative metrics that can be used to comprehensively
evaluate Al transparency?

A. Al system availability and downtime metrics
B. Al explamnability reports and bias metrics

C. Al model complexity and accuracy metrics
D. Al ethical impact and user feedback metrics
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The AAISM governance framework emphasizes that Al transparency cannot be evaluated using only technical statistics; it requires a
combination of quantitative and qualitative metrics. The best pairing is ethical impact assessments (qualitative) with user feedback
metrics (quantitative and perception-based). Availability and accuracy metrics measure performance, not transparency. Explanability
reports and bias metrics are useful but still technical and limited. Comprehensive evaluation of transparency requires consideration of
ethical dimensions and stakeholder perspectives, which is achieved through ethical impact analysis and user feedback.

References:

AAISM Study Guide - Al Governance and Program Management (Transparency and Accountability) ISACA Al Security
Management - Measuring Ethical Al Practices

AE #252
Which of'the following is the MOST effective strategy for penetration testers assessing the security of an Al model against
membership inference attacks?

A. Generating synthetic data to replace the training data

B. Measuring Al model accuracy on the test set

C. Analyzing Al model confidence scores to indicate training data
D. Disabling Al model logging to reduce noise during testing

3

MY

AAISM identifies confidence-score analysis as a principal technique for evaluating exposure to membership inference: models often
yield measurably higher confidence for points seen during training, Testers compare output probabilities/entropies for known in-
training vs. out-of-training samples to assess leakage. Disabling logs (A) reduces evidence; test-set accuracy (B) does not measure
privacy leakage; synthetic data generation (D) is a mitigation strategy, not a penetration-testing method.

References: Al Security Management™ (AAISM) Body of Knowledge - Model Privacy Threats:

Membership Inference; Red/Blue Team Evaluation Techniques; Confidence/Entropy-based Privacy Testing,
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EE #253
An Al application development team has been given access to user information and now must format it to be readable by the Al
model. During which phase of the data life cycle would this MOST likely occur?

A. Data normalization
B. Data collection

C. Data preparation
D. Data minimization

HE. C

dE:

In the Al data lifecycle, converting raw user information into model-readable form (e.g,, cleaning, parsing, feature engineering,
encoding, normalization/standardization, and schema alignment) is performed during data preparation. This phase establishes mput
quality and structure prior to training and inference and may include normalization as one of several preparation steps. Data
collection acquires data, minimization limits data to what's necessary, and normalization is a specific technique-not the overarching
phase.

References: Al Security Management (AAISM) Body of Knowledge: Data Lifecycle-Preparation and Ingestion Controls; AAISM
Study Guide: Data Preparation Activities (cleaning, labeling, feature engineering, encoding) and Quality Gates.

AR #254
Which of the following BEST describes the role of transparency in AI?

A. Explaining the Al system in an understandable and logical way so reasons for decisions can be given

B. Persuading someone that the Al tool in use is beneficial and operates as expected

C. Talking through a decision tree to better understand how the algorithm made each of its choices

D. Publishing Al mechanisis, data sources, and decision-making processes while making them openly available
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Transparency in Al is a governance principle requiring that systers be explainable to stakeholders in ways that are understandable
and meaningful, enabling clear articulation of how decisions were reached and why.

Within an Al program, transparency supports accountability, auditability, and trust by ensuring that reasons for decisions can be
communicated and scrutinized. Option C reflects this definition by focusing on intelligible, logical explanations of system behavior and
decision rationale.

Option A is a narrow technique (model-specific interpretability for decision trees) and does not capture transparency as a broad
governance requirement. Option B conflates transparency with full public disclosure; transparency does not require making all
artifacts openly available. Option D is persuasion/advocacy, not transparency.

References: Al Security Management (AAISM) Body of Knowledge: "Al Governance-Transparency and Explamability,"
"Accountability and Assurance"; AAISM Study Guide: "Explainability Objectives and Stakeholder Communication,"
"Documentation for Decision Rationale."

AR #255
Which of the following is the MOST important consideration when an organization is adopting generative Al for personalized
advertising?

A. Fraud risk

B. Commercial risk
C. Reputational risk
D. Regulatory risk

He: D

Y.

In AAISM, usage of Al for activities involving personal data and profiling, such as personalized advertising, is explicitty mapped to
stringent regulatory and compliance requirements (e.g., data protection, consent, profiling limitations, fairness obligations). The
material notes that these activities may trigger "heightened regulatory scrutiny, mandatory impact assessments, and potential penalties
for non-conpliance." While reputational (B), fraud (A), and commercial (C) risks are all relevant, the primary, non-optional
constraint is compliance with applicable regulations governing personal data, automated profiling, and targeted content.

Failure in this area can lead not only to reputational harm but also to legal sanctions, enforced remediation, and operational
restrictions. Therefore, regulatory risk is identified as the most important consideration when deploying generative Al for
personalized advertising.

References: Al Security Management™ (AAISM) Study Guide - Al, Privacy, and Regulatory Compliance; High-Risk Use Cases
and Profiling.
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